A FRAMEWORK FOR
SECURE HUMAN
COMPUTER INTERACTION

by
JAMES JOHNSTON

DISSERTATION

submitted in the fulfilment of the requirements for the Degree
MAGISTER SCIENTIAE
in
COMPUTER SCIENCE
at the
RAND AFRIKAANS UNIVERSITY
SUPERVISOR

PROF L LABUSCHAGNE
OCTOBER 2004

www.manaraa.com



Summary

This research is concerned with the development of a framework for the analysis and design
of interfaces found in a security environment. An example of such an interface is a firewall.
The purpose of this research is to use the framework as a method to improve the usability of
an interface, thus aiding the user to implement the correct security features. The purpose is
also to use the framework to assist in the development of trust between a user and a
computer system. In this research the framework comprises six criteria which are used to
analyse interfaces found in the traditional software environment, Internet banking environment

and e-commerce environment.

In order to develop the framework an overview of the fields of information security and human
computer interfaces (HCI) is given. The overview provides background information and also

establishes the existing research which has been done in these fields.

Due to its popularity, the Windows Internet Connection Firewall is analysed in this research.
Based on the criteria a level of trust fostered between the user and interface is calculated for
the firewall. It is then shown how this level of trust can be improved by modifying the

interface. A proposed interface for the firewall is presented according to the criteria.

Interfaces found in the online Internet environment are discussed. This is important in order
to identify the similarities and differences between traditional software interfaces and web
interfaces. Due to these differences the criteria are modified to be relevant in the analysis

and design of security interfaces found on the Internet.

Three South African online banking websites are analysed according to the modified
framework. Each interface is broken down into a number of components which are then
analysed individually. The results of the analysis are compared between the three banking
sites to identify the elements which make up a successful interface in an online banking

environment.

Lastly, three interfaces of e-commerce websites are analysed. Recommendations are made

on how the interfaces can be improved, thus leading to a higher level of trust.
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Introduction

Chapter 1
Introduction

Computers continue to play a vital role in society. Over the past 50 years the use of
computers has grown to the point where they are present in almost every aspect of daily
life. The first computers, such as the ENIAC, had a very limited user interface, with
instructions being given to the computer via a card reader [WEIK61]. Due to the small
number of computers, only a few scientists and academic staff had access to them. The
complicated interfaces also meant that only a handful of people knew how to operate
computers like the ENIAC. The operation of computers became easier with the
introduction of a mouse and keyboard on the first commercial computer in 1960 [POLS04].
This led to computers being more widely used. However, they were still prohibitively
expensive (about $120 000) and instructions were given to the computer via text-based
commands. The 1980s saw an explosion in the number of personal computers due to the
combination of lower prices and the introduction of graphical user interfaces. This trend
has continued into the new millennium with computers and technology becoming cheaper
and easier to operate. This in turn leads to technology being accessible to more people.

In today's world users continue to experience technology through various user interfaces —
mobile phone menus; buttons, icons and windows on a computer screen; dials and knobs
in cars; back buttons and hyper links on the Internet. These interfaces are normally
designed to aid the user’s experience. For example, a well designed interface assists the
user in becoming proficient in the operation of a software program in a shorter time frame.
This causes the user to become more efficient in completing a task. The user feels in
control and satisfied with the technology. On the other hand, a poorly designed interface
can frustrate the user and hinder the completion of tasks. This may build feelings of
distrust and scepticism in the user towards the system.

Initially during the 1960s and 1970s information security was not a huge concern due to
the small number of computers and the limited number of users who were able to operate
the available computers. However, with the increase in the number of computers during
the 1980s and 1990s illegal and malicious activity has become more proliferate. The new
millennium has seen the importance of computer and information security continue to grow
as the world becomes more connected and increasing amounts of business are transacted
electronically. According to the Computer Crime and Security Survey [RICHO03], the most
popular security technologies used by companies are anti-virus software (99% of
companies polled use it) and firewalls (used by 98% of companies polled). The
1
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Introduction

importance of these security technologies is highlighted in that 56% of the respondents
indicated some form of unauthorised use of their computer systems. A further 15% of the
companies surveyed stated that they did not know whether there had been any
unauthorised use of their computer systems over the past year. The leading form of attack
or misuse was viruses (82% of companies affected) followed by insider abuse of Internet
access (80% of companies affected). A total of $201 million was lost by the 251
companies which suffered security breaches. Even though most of the companies are
using firewalls, 36% reported at least one system penetration. This is partly due to faulty
technology but also due to the incorrect installation and use of the software. This means
that the role of interfaces which convey and guide the user through security features is
crucial. The field of human computer interaction (HCI) has traditionally been concerned
with the development of user-friendly interfaces. Security needs to grow along with the
growth in the number of interfaces.

In this chapter the problem statement is first given. This is followed by the research goal
and research objectives. The project deliverables are then presented along with a
discussion of the research methodology used in this dissertation. The chapter structure of
the dissertation is then outlined.

1.1 Problem statement

The user experiences security functionality through the interface. The interface informs
the user of the security functions that are available and how to use them. For example, an
email program which allows the encryption of messages needs to give a description of
encryption, be easy to use and inform the user whether the sent email has been
encrypted. Often security is not a priority for users, which means that if it is too difficult to
use, a security feature will not be used.

Often when it comes to security, the 'weakest link' is the user. A user may write down their
passwords and stick them on their computer monitor or even store them in a text file on
their hard drive. This means that even if the technical security features of a system are
robust, the overall security is weak because of the user. Some users may not be aware of
a security feature or may use it incorrectly. For example, a personal firewall can only
protect a user's computer if it is active, and it will only be active if the user knows how to
turn it on. The interface needs to ensure that the user is guided to minimise the potential
for the user to be the ‘'weakest' link. Many users do not receive any formal training in the

2
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Introduction

use of security software. Adding these factors together creates a problem where the
interface could impact the security of a system.

The problem is that there is currently no method to evaluate an interface from an
information security perspective. Interface design criteria are also not available to assist in
the design of new interfaces and the improvement of existing interfaces in an information

security environment.

1.2 Research goal

The goal of this research is to develop a formal framework which can be used to evaluate

and improve the interface of an application and thereby improve the security of a system.

This research focuses on the aspects of HCI that are relevant in a security environment.
An example of this is the interface of a software product such as an encryption program or
a firewall. These applications deal almost exclusively with security functions. Other
interfaces also have parts of them which deal with security, such as the interface of a
banking or e-commerce website.

1.3 Research objectives

In order to achieve the research goal stated above, a number of objectives will need to be
met. The first objective is to determine the current status of HCI within security
applications and to establish if there are adequate criteria that can be used to develop
secure HCI. This objective will be achieved by completing a literature review of the fields
of HCI and security. It is important to identify the existing research and to establish if it is
sufficient or how it can be adapted and extended to apply to the field of HCI in a security
environment. Particular attention will be given to the identification of acceptable criteria in
the HCI field which are used to develop and analyse general user interfaces.

The second objective is to develop formal criteria, called HCI-S criteria, which specifically
focus on interfaces in an information security environment. Principles from HCI and
information security will be combined to form the HCI-S criteria. A definition of HCI-S for
the purposes of this research will be developed.
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The third objective is to apply the proposed HCI-S criteria to an actual security interface.
To achieve this objective the interface of a firewall will be analysed using the HCI-S
criteria. The aim of this analysis is to attempt to quantify the level of trust which the
interface fosters. The criteria will also be used to generate recommendations on how the
interface of the firewall can be modified to improve trust.

The fourth objective is to establish the applicability of HClI and HCI-S to an Internet
banking interface. An Internet banking interface differs from a standard security interface
in that the banking interface must generate a much higher level of trust due to the nature
of banking.

The fifth objective is to test the applicability of HCI-S criteria to an e-commerce
environment. In order to achieve this objective the HCI-S criteria will be used to analyse e-
commerce interfaces, quantifying the level of trust and providing recommendations for

improvement.

The achievement of an objective will produce a deliverable as discussed in the next
section.

1.4 Deliverables

Each research deliverable correlates to one research objective. The deliverables from the
objectives above are the following:

Objective 1: The first deliverable is a generally accepted definition of HCI and a literature
summary of what constitutes current HCI criteria.

Objective 2: The second deliverable is a set of specific HCI-S criteria which are focused

on interfaces in a security environment.

Objective 3: The third deliverable is proof that the HCI-S criteria can be applied
successfully in a traditional application environment. This proof will be evident by the
analysis of the Internet Connection Firewall and then by the calculation of a level of trust
for the firewall.
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Objective 4: The fourth deliverable is the HCI-S criteria modified so that they are relevant
to the Internet banking environment and a level of trust calculated for three interfaces

found in the online banking environment.

Objective 5: The fifth deliverable is proof that the HCI-S criteria can also be applied
successfully in an e-commerce environment. As with the third deliverable, a level of trust
for each web interface analysed will be calculated.

In the next section the research approach is discussed.

1.5 Approach

The beginning phase of this research is made up of a thorough literature investigation into
the fields of HCI and security. The purpose of this investigation is to establish the common

ground between these two fields.

During the analysis of various user interfaces qualitative research is mainly used. This is
because the human operation of interfaces must be studied in context. Currently the
number of theories available to explain the behaviour of users in the field of HCI-S is
limited and this topic therefore lends itself to qualitative research. During the qualitative
research inductive reasoning is used. A specific interface is analysed and observations
made as to what forms a successful interface. Based on the observations, inferences are
made about other similar interfaces [STRAUO04]. Recommendations for the interfaces are
generally made in words. However, some figures are also used to substantiate the findings
[MILEO4].

The case study form of qualitative research has been chosen [HENNO4]. This is because
the analysis of interfaces lends itself to the study of specific interfaces. Each case study is
limited with the focus being on an individual interface and then similar interfaces found in
the environment. Different case studies have been chosen in order to show different
perspectives of the problem. An embedded analysis is used, focusing only on the
interfaces of software. At the end the “lessons learned” are presented as to what
constitutes a successful interface in a particular environment [HENNO4].

The weakness with qualitative research is that it can be subjective and is open to the

influences of the researcher's own opinions. The next step in this research, which is

5
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beyond the scope of this dissertation, would be to include field testing of interfaces to see
if there is a correlation between the level of trust according to the HCI-S criteria and the
user’s ability to accomplish tasks.

Both action and predictive research are used in this research. The practical application of
how the problem can be solved is demonstrated through the implementation of the HCI-S
criteria. The predicted outcome of using the HCI-S criteria is that the interface will improve
[STRAUO4]. Quantitative research techniques are used to validate the prediction.

Quantitative research is used in a limited capacity to calculate the level of trust generated
by security interfaces. Various controls based on the HCI-S criteria are developed and
used to calculate a percentage which represents trust. Deductive reasoning is used during
quantitative research in which a conclusion is reached by using logical arguments
[HENNO4].

In the next section the structure of the research is presented.

1.6 Structure of the dissertation

This research is composed of ten chapters. Chapter 1 is the introduction, which includes
the problem statement and research objectives. This is followed by chapter 2, which
provides background information to the field of HCI. In chapter 3 the field of information
security is discussed. The new field of HCI-S is introduced in chapter 4, along with the
HCI-S criteria. The HCI-S criteria are then used in chapter 5 to analyse the Windows XP
Internet Connection Firewall. Chapter 6 follows with recommendations on how the Internet
Connection Firewall can be improved. Chapter 7 provides a platform for the analysis of
interfaces found on the Internet. In chapter 8 the interfaces of three banking websites are
analysed and recommendations given. This is followed in chapter 9 by the analysis of

three e-commerce websites, along with recommendations. Chapter 10 is the conclusion.
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Figure 1.1 shows the possible order in which this dissertation can be read. The chapters
have been colour-coded. Chapters of the same colour form a unit and should be
examined together.

Chapter 1
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Background to Human
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Fig 1.1 Layout of dissertation
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As can be seen from figure 1.1, chapter 4 is a crucial chapter and the main focus of this
dissertation. Chapters 2 and 3 provide the platform for chapter 4. Chapters 5, 6, 8 and 9
implement the principles developed in chapter 4.

A brief summary of each chapter follows.

Chapter 1: The aim of this chapter is to outline the problem statement and research
objectives to provide a backdrop to the dissertation.

Chapter 2: The aim of this chapter is to provide an overview of HCI. In order to achieve
this aim, a number of objectives will need to be met. The first objective of chapter 2 is to
find a generally accepted definition of HCI and usability. Once this is achieved the second
objective is to identify the current standards for HCI and usability. The third objective is to
establish the criteria of a successful HCI which have already been developed in the field of

usability. These criteria are then modified in future chapters.

Chapter 3: The aim of this chapter is to provide an overview of information security. A
number of objectives will need to be met in order to achieve this aim. The first objective is
to find a generally accepted definition of information security. The second objective is to
then identify the current security standards and to establish the research that has already
been done in the field of information security. The third objective is to identify a framework
for security which relates to HCI.

Chapter 4: The aim of this chapter is to develop HCI-S criteria so that they can be used
in future chapters to analyse existing interfaces. The first objective of this chapter is to
introduce a new term ‘HCI-S’. HCI-S was not found in any other literature and a definition
is therefore established. The second objective of this chapter is to define the HCI-S

criteria so they can be used by developers to design better security interfaces.

Chapter 5: The goal of this chapter is to use the HCI-S criteria to critically analyse an
interface found in an information security environment. Microsoft Windows XP's Internet
Connection Firewall (ICF) is analysed. The purpose of this is to see how the HCI-S criteria
can be applied in a real-world context. The first objective of this chapter is to examine the
ICF interface during activation, configuration and operation so that the interface can be
analysed according to HCI-S criteria. Following from the examination of the ICF, the
second objective is then to draw conclusions based on the HCI-S criteria to form a base

8
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from which recommendations can be made in the following chapter. The third objective is
to identify the advantages and disadvantages of using the HCI-S criteria in order to

determine their completeness.

Chapter 6: In this chapter recommendations are given on how the ICF’s interface can be
improved. The aim of this chapter is to show how the ICF’s interface can be changed to
improve the security of a system by making it easier to use. In order to achieve the goal,
three objectives are set. The first objective is to improve the interface during the activation
of the ICF, which should lead to better security. The second objective is to modify the
interface so that the configuration of the ICF is easier. The third objective is to change the
interface during the operation of the ICF so that it is more intuitive to use and that the user
is made aware of the presence of the ICF.

Chapter 7: Chapter 7 focuses on security interfaces found in an online environment.
The aim of this chapter is to develop the HCI-S criteria further so that they may be used to
analyse security interfaces found in an e-commerce environment. In order to achieve this
goal, a number of objectives need to be met. The first objective of this chapter is to see
whether HCI principles play an important role in a web-based environment. Once this has
been achieved, the second objective is to determine if the HCI-S criteria need to be
adapted so that they can be used in a web environment. This is necessary because the
HCI-S criteria are used in later chapters to analyse interfaces found on the Internet. The
third objective is to determine which functional components of a website relate to
information security and which HCI-S criteria apply to each functional component.

Chapter 8: The aim of this chapter is to use the HCI-S criteria to calculate the level of
trust which various online banking websites foster. In order to achieve this aim, three
objectives need to be met. The first objective is to use the HCI-S criteria to analyse the
components found on three banking websites. Once the interfaces have been analysed,
the second objective is to attempt to quantify the level of trust which each interface fosters.
The third objective is to attempt to identify the reasons why certain banking interfaces
foster a higher level of trust than others.

Chapter 9: The aim and objectives of this chapter are similar to those of chapter 8.
Chapter 8 focused on the security interface of banking sites, and chapter 9 focuses on the
security interfaces of e-tailers and online services sites. The aim of the chapter is to use
the HCI-S criteria to calculate the level of trust fostered by each online interface. In order

9

www.manaraa.com



Introduction

to accomplish this aim, each interface first needs to be analysed according to the HCI-S
criteria. The second objective is then to attempt to quantify the level of trust fostered by
each interface based on the analysis. The last objective is to try to pinpoint the reasons
why some interfaces foster a higher level of trust than others.

Chapter 10: Chapter 10 is the conclusion to this dissertation. In the conclusion the
strengths and weaknesses of the HCI-S criteria are discussed. The value of this research

is also presented along with the direction of possible further research.

This research sets out to find a way to improve the security of a system by examining the
human computer interface of the system.

In the next chapter the field of HCI is explored.

10
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Chapter 2
Background to Human Computer Interaction

2.1 Introduction

HCI stands for human computer interaction. From the computer science perspective HCI
deals with the interaction between one or more humans and one or more computers. An
image which comes to mind is that of a person using a graphical interface (e.g. Microsoft
Windows) on a workstation. It is clear, however, that HCl encompasses more than this,

depending on the definition of the terms ‘human’, ‘computer’ and ‘interaction’ [HEWE96].

The aim of this chapter is to provide an overview of HCI. In order to achieve this aim,
three objectives are set. The first objective of this chapter is to find a generally accepted
definition of HCI and usability. Once this is achieved, the second obijective is to identify
the current standards for HCI and usability. The third objective is to establish the criteria

of a successful HCI.

This chapter begins with a brief history of HCI. A definition of HCI is given, followed by a
definition of usability. Standards in HCI are discussed next. In conclusion criteria for a
successful HCI are given. These criteria are adapted in future chapters to suit the focus
of this dissertation.

2.2 Brief history of HCI

With the start of the industrial age and the development of machinery and factories,
research into how humans and machines interact started. The Second World War
provided the catalyst for the intensification of research into human machine interaction to
assist in the development of more effective weapons. During this period machines were
being developed with more and more electronic components. In 1949 the Ergonomics
Research Society was formed. This society at the time was mainly focused on the
physical characteristics of machines and systems and how these affect the user's
performance [ALAN98].

The direct manipulation of visible objects on the screen with a pointing device was first
demonstrated-by-lvan-Sutherland in 1963. This demonstration formed part of his MIT PhD

11
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thesis - SketchPad [SUTHG63]. Using a light-pen Sutherland was able to grab, move and
change the size of objects. The introduction of graphical user interfaces helped to
develop the field of HCI.

The first conference on HCI was held in Gaithersburg in 1982. This conference focused
on human factors in computing and led to the first Association for Computing Machinery
Special Interest Group on Computer-Human Interaction (ACM SIGCHI) [SIGCHI02]. This
conference coincided with the emergence of the personal computer. Over the past 22

years research into computer interfaces and the use of computers has grown.

In 1988 Norman developed a simplistic but influential model in the HCI field. His model
outlined the stages of interaction between a human user and a computer. The basics of
the model are [NORMS88]:

1. User formulates a plan of action

2. User executes plan of action using the computer interface

3. After the plan has been executed the user observes the computer interface to
evaluate the results of the plan

4. Further actions are determined.

Jakob Nielsen, a usability expert, developed a set of ten guidelines for designing
interfaces in 1993. These criteria are discussed later in section 2.6 as they form a key

base for this research into HCI in a security environment [BRINCKO02].

The 1990s saw the explosion of the World Wide Web. In 1993 there were only 130
websites [ZAKONO4]. By June 2004 this figure had grown to over 250 million websites
with over 700 million users [GROWO04]. With the huge growth in the number of users, the
usability and user-friendliness of web interfaces have become critically important. Web
browsers are becoming the standard for interbusiness and personal communication
[BRINCKO2].

In the next section a definition of HCI for this dissertation is formulated.

2.3 Definition of HCI

12
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In this dissertation the following definitions of human, computer and interaction are used

[ELOF02]:

Human - the user is any person who uses technology in order to accomplish a

specific task.

Computer - the physical hardware that runs the specific software.

Interaction - the way the human communicates with, uses and reacts to the

technology.

HCI is an interdisciplinary subject. It has aspects of computer science (application design

and engineering of human interfaces), psychology (cognitive processes and the analysis

of user behaviour), sociology and anthropology (link between technology, people, work

and organisations) and industrial design (the physical design of computer peripherals)

(figure 2.1). For this text HCI is approached primarily from a computer science and

information security point of view. However, HCI is framed broadly enough so as not to

ignore the context of the subject.

The other disciplines are viewed as supporting

disciplines.
Computer
science
So;lr?ljogy Industrial
anthropology design
Psychology

Fig 2.1 HCI is an interdisciplinary subject

The field of HCI is very broad and can encompass all forms of interaction between

humans and machines. An important part of HCI is usability, which is defined in the next

section (2.4). Below are some definitions of HCI, followed by a definition of HCI which is

13
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used for this dissertation.
According to Michels [MICH95], HCI can be defined as:

"The part of a computer program responsible for establishing the common ground with a
particular (i.e. well-known) user. His task is accomplished by expanding and maintaining
this common ground throughout the interaction process with the application. Whenever
possible, direct manipulation of familiar objects should be the leading interaction principle."

This definition mentions the 'direct manipulation of familiar objects'. This is possible if
these objects are known from the real world or from other HCls. It also hints at the goal of
an HCI, which is to facilitate the interaction between the user and computer.

Another definition of HCI [adapted from ALAN98] is:

HCI is the process of communication (direct and indirect) between a user and a computer
dealing with the physical and psychological aspects of this process.

This definition highlights two important aspects of HCI:

The physical aspect

This deals with the physical capabilities and limitations of the user. For example, about
8% of males and 1% of females suffer from colour blindness, with most being unable to
discriminate between red and green [ALAN98]. Users are also more sensitive to
movement in their peripheral visions. This means that if a user is focusing on a particular
position on a computer screen, a flashing image on the side will attract their attention
[SUTCLI95].

A user receives inputs through sight, sound and touch. These inputs then need to be
interpreted and processed, which forms part of the psychological aspect of HCI.

The psychological aspect

This is the cognitive process of how users interpret information. Information which is
received via the senses is stored temporarily in the user's sensory or working memory, or
permanently in long-term memory [ALAN98]. This information can then be processed
leading to reasoning, problem-solving, thinking and learning [SUTCLI9S]. Presenting

information in a logical order can help to make the processing of information easier for a
14
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user. Grouping information together can also make it easier for a user to recall. Most
users can recall from short-term memory seven chunks or groups of information [MILL56].
For example, 082 847 9834 is easier to recall than 0728492837 .

Factors such as attention, stress and fatigue can aid or hamper the cognitive process.
Definition of HCI for this dissertation

For this dissertation a more narrow definition of HCI is used:

HCI deals with the interface which a human uses to interact with a computer.

The ‘interface’ is a web interface or a traditional graphical user interface on a computer.
The ‘computer’ in this definition is an electronic device which a user interacts directly with,
for example a traditional home computer, office personal computer, a personal digital

assistant (PDA) or a cell phone.

The term 'usability' is discussed in the next section.

2.4 Definition of usability

As mentioned in the previous section, an important part of HCI is usability. The usability

of a system is how well it supports people in doing their tasks and activities [GOV1].

A more formal definition, according to ISO 9241 (Ergonomic Requirements for Office Work
with Visual Display Terminals) [ISO9241], is:

"Usability is the extent to which a product can be used to achieve specified goals with

effectiveness, efficiency and satisfaction in a specified context of use.”

According to Tom Brinck [BRINCKO02], usability is the product of six design goals:

1. Functionally correct: A system is only usable if it performs the functions that a user
needs.
2. Efficient to use: The time taken to perform actions should be kept to a minimum.

3. Easy to learn: The operation of a system should be intuitive and contain as few
15
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steps as possible.

4. Easy to remember: The system should not tax the user's memory.

5. Error tolerant: A system should firstly attempt to pre-empt errors. Secondly, if
errors do occur, they should be easy to detect and identify. Thirdly, errors should
be easy to correct by the user once they have been identified.

6. Subjectively pleasing: This goal takes into account how a user feels using a

system. This goal is often very personal.

Depending on the nature of the system, a different goal may take precedence. For
example, a nuclear power plant system would have error tolerance as its primary usability
goal, while a computer game would have subjectively pleasing as its main goal
[BRINCKO2].

As can be seen from the above goals, the terms ‘HCI’ and ‘usability’ are similar. For the

purposes of this dissertation, the two terms are used interchangeably.

In the next section standards in the field of HCI are discussed.

2.5 Standards for HCI and usability

In this section the importance of HCI standards, the contents of HCI standards, the
different types of HCI standards and the difficulties in applying HCI standards are
discussed.

2.5.1 Importance of HCI standards

HCI standards provide a uniform look and feel for user interfaces. This means that all
products for a particular platform should be similar. For example, Microsoft Windows
follows certain interface design guidelines in that elements such as buttons and windows

behave in the same manner [BUIE99].

Standardisation facilitates learning and reduces errors by taking advantage of knowledge
the users have gained from other products and similar situations. If a user knows how to
operate one Microsoft product, for example Word, learning how to use another Microsoft

product such as Publisher will be easier and take a shorter amount of time [BUIE99].

16
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HCI standards also reduce the number of look and feel decisions that have to be made

during design. This helps to speed up the design process.

2.5.2 Contents of an HCI standard

HCI standards include statements about the features of the product's HCI design. These
statements are either requirements (the HCI must have some feature if it is to comply with
the standard) or recommendations. Most statements are recommendations, as the
standard is trying to be general enough to cover a wide variety of applications. There are
also very few design features that are always needed. HCI standardisation is not as rigid
as, for example, telecommunications standards [BUIE99].

Along with recommendations, a standard usually has the following information [BUIE99]:

o Rationale and principles behind the standard.

o Examples of how the standard might be implemented.
o Possible exceptions to the recommendations.

J References and sources of additional information.

Some standards (normally military or government) include a compliance section. This
states the method to be used to check if the HCI complies with the standard.

2.5.3 Types of standards

There are currently a number of different types of standards [BUIE99]:

e |International standards which have been developed by organisations to reflect
agreements among national members, for example ISO (International Organisation
for Standardisation) [ISO04].

e National standards which have been developed by organisations to reflect
agreements among companies and other entities within a country, for example
ANSI (American National Standards Institute), BSI (British Standards Institution)
and the SANS (Standards South Africa) [ANSI04] [BS104] [SANS04].

e Military and government standards, for example Section 508 of the Disability Act
requires that all United States federal agencies' electronic and information
technology must be accessible to people with disabilities. This includes ensuring

that federal agency web interfaces are available to visually impaired users through

17
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the use of 'screen readers' [BUIE9Q9] [SECTO03].

e Company standards which stipulate the look and feel of products that run on a

specific platform, for example standards for Microsoft, Macintosh and IBM [ISI102].

e Project standards for a specific project. For example, the Open Source content
management system Typo 3 has specific guidelines and standards for developers
who add extra modules [SKARHO04].

2.5.3.1 Specific standards for HCI and usability

There are a number of different standards which deal with HCI and usability specifically.
A few of these standards are [INTEO1]:

ISO/IEC 10741-1: Dialogue interaction - Cursor control for text editing. This standard
specifies how the cursor should move on the screen in response to

the use of cursor control keys.

ISO/IEC 18021: Information technology - User interface for mobile tools. This

standard contains user interface specifications for PDAs.

ISO 14915: Software ergonomics for multimedia user interfaces. This standard

provides recommendations for multimedia aspects of user interfaces

[BUIEO1].
ISO 9241: Ergonomic requirements for office work with visual display terminals.
ISO 11581: Icon symbols and functions.

Discussing all of the above standards in detail is beyond the scope of this dissertation.
However, two of the standards which have greater relevance to this dissertation are
discussed, namely ISO 9241 and ISO 11581:

2.5.3.2 ISO 9241: Ergonomic requirements for office work with visual display

terminals

This standard provides detailed guidance on the design of user interfaces. It states
18
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requirements and recommendations relating to the hardware, software and environment

that contribute to usability. Ergonomic principles are also dealt with [INTEO1].

The ISO 9241 standard consists of a number of parts, six of which relate to HCI

[1SO9241]:

« Dialogue principles - General principles which apply to the design of dialogues between
humans and information systems.

« Presentation of information - Recommendations for presenting information on visual
displays.

« User guidance - Recommendations for the design and evaluation of user guidance
attributes, e.g. prompts, online help and feedback.

« Menu dialogues - Recommendations for the design of menus.

« Direct manipulation dialogues - Recommendations for the design and manipulation of
objects in a graphical user interface.

« Form-filling dialogues - Recommendations for the ergonomic design of form-filling

dialogues.

2.5.3.3 ISO/IEC 11581: Icon symbols and functions

This standard specifies the presentation and operation of icons. Five different types of
icons are discussed [INTEO1]:

« Object icons — e.g. a document or folder icon.

» Pointer icons — e.g. a selection arrow.

« Control icons — e.g. a scroll bar or check box icon.

« Tool icons — e.g. an eraser or pencil icon.

« Action icons — e.g. icons which represent an application.

In the standard the function of each icon is outlined. For example, pointer icons have an
indicating, selecting and manipulating function. The pointer icon should indicate to the
user and to the system where the next user interaction (e.g. selecting) could take place.
The selecting function allows the user to explicitly identify an object or objects which will
be the target of subsequent actions. The manipulating function allows the user to further
control the objects selected, for example the editing of areas of text and graphics
[1ISO11581].

Recommendations are also-made for some of the 'default' icons, such as a text pointer
19
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icon (used by most word processors, figure 2.2) and border control icons (used to resize

N

Fig 2.2 Text pointer [[ISO11581] Fig 2.3 Border control icon [ISO11581]

windows and borders, figure 2.3)

Standards South Africa has adopted ISO 11581 and published a South African version
SANS 11581 [SANS11581].

2.5.4 Difficulty in applying standards in HCI

According to Jared Spool, founding principle of the usability consulting firm User Interface
Engineering (www.uie.com), standards and guidelines address less than 10% of the
questions that arise during user interface design [BUIEO1]. This means that even if
standards are implemented correctly, a large portion of the usability and interface
decisions will still have to be taken by the program designer. The usability of the system is
greatly dependent on the HCI skills of the interface designer.

A second difficulty with HCI standards is that an interface which complies with certain
standards may lead a customer or client to believe that it is also usable. This may be
incorrect, as the product may comply with a standard but not meet the customer’s usability
needs. Standards tend to cover the features of a product (e.g. what it will look like) but not
the usability process. The usability process depends on the nature of the user, task and

environment.

A third difficulty with standards is that they take time to be developed and adopted. This
poses a problem for the developer, as technology is advancing at a rapid rate. For
example, there may be a new type of web interface which a developer wants to
implement. However, no usability standards are available for the new interface.

Another weakness with current interface standards is that the topic of security principles
has not yet been incorporated into the standards. Guidelines or recommendations are not
given in the HCI standards on how an interface can encourage a user to implement good
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security principles. Standards can, however, be used to help understand the context in
which particular attributes may be required. Usable products can be designed by
incorporating product features and attributes known to benefit users in a particular context

of use.

From this section it is evident that standards are not sufficient on their own. Standards are
important, but they have a number of weaknesses. These weaknesses highlight the need
for a broader set of criteria which address security issues and can be used alongside
standards to ensure the usability of an interface. A possible set of criteria, developed in

later chapters to focus on security, is discussed in the next section.

2.6 Criteria for a successful HCI

"There is one answer to every question about user interface design, and that is -- It
depends.” -- Jim Foley, Mitsubishi Electric Research Laboratory [BUIEOO]

The field of HCI has been well researched and principles have been established. The
operation of computers has become much easier over the past 20 years. One of the key
players in the field of HCI is Jakob Nielsen. He has been involved in HCI and usability for
many years and has developed a list of ten criteria for a successful HCI [NIEL0O2]. These
criteria, shown in table 2.1, have been widely accepted and used [NIEL90] [NIEL94].

Table 2.1 HCI criteria

No. Criteria Description
One Visibility of system |t is important for the user to be able to observe the internal

status state of the system through the HCI. This can be achieved
by the system providing correct feedback within a

reasonable time.

Two Match between An HCI which uses real-world metaphors is easier to learn
system and the real and understand. This will assist a user in figuring out how
world to successfully perform tasks.

Three User control and System functions are often chosen by mistake. The user

freedom will then need a clearly marked exit path.
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No. Criteria Description
Four Consistency and  Words, situations and actions need to be consistent and
standards mean the same thing. A list of reserved words can assist
in this area.

Five Error prevention It is obviously best to prevent errors in the first place
through careful design. However, errors do occur and they
need to be handled in the best possible way.

Six Recognition rather The user should not have to remember information from

than recall one session to another. Rather, the user should be able to
'recognise’ what is happening.
Seven Flexibility and The system should be efficient and flexible to use.
efficiency of use Productivity should be increased as a user learns a
system. The system should not control the user; the user
should rather dictate which events will occur. The system
should be suitable for new and power users [MICH95].
Eight Aesthetic and Information which is irrelevant should not be displayed.
minimalist design  The user should not be bombarded with information and
options.

Nine Help users Error messages need to be clear and suggest a solution.

recognise, diagnose
and recover from
errors

Ten Help and Users tend to turn to help and documentation as a last

documentation resort. Help functionality needs to be context-sensitive and

easy to search.

The above criteria are quite comprehensive and are valuable in the analysis and design of

a user interface. The criteria focus on the general aspects of an interface. However,

security aspects of an interface are not addressed.

In order to achieve the goal of this

dissertation the above criteria will need to be adapted, refined and added to so as to focus

on interfaces found in a security environment. The modified HCI criteria are presented in

chapter 4.

In the next section the future trends of the fields of HCI are discussed.

2.7 The future of HCI
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The role of technology in users' lives continues to grow. Almost every aspect of a user's
life is impacted in some way by technology. Even users in developing countries have
access to technology in the form of cell phones. HCI can contribute and facilitate this
growth in technology by ensuring the usability of these interfaces. Certain users who
would not have been able to operate this technology will be able to do so because of HCI.

This means that HCI design guidelines and principles will become more crucial.

The first mainframe computers had very limited interfaces comprising mostly of switches
and lights. Interfaces then progressed to text-based command line format interfaces,
followed by 2D graphical user interfaces. Technology is now at the point where interfaces
are beginning to move into a 3D virtual reality environment. 3D interfaces are already
found in computer-aided design, radiation therapy, surgical simulation and data
visualisation. As available bandwidth increases, so will the advance of 3D interfaces on
the Web. Websites like Nokia.com already use 3D technology to showcase their
products. The growth in the use of 3D technology has opened up a new arena for the

application of HCI usability and design principles [NOKIAO04].

The field of HCI is not limited only to personal computers. PDAs, mobile phones, home
entertainment systems, car dashboards and even kitchen appliances can all benefit from

the implementation of HCI principles.

The operation of almost any video machine bears testament to the fact that the fields of
HCI and usability are not yet fully developed and that HCI principles are not always

correctly implemented.

2.8 Conclusion

"If the user can't use it, it doesn't work." -- Susan Dray, Dray and Associates [BUIE0O]

In this chapter a brief history of HCI was given, followed by a definition of both HCI and
usability, thereby meeting the first objective as stated at the beginning of this chapter. The
second objective was met by establishing the current HCI standards. Various criteria
developed by Jakob Nielsen were examined, thereby meeting the third objective. The aim

of this chapter, namely to provide an overview of HCI, has therefore been achieved.
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Many computer monitors around the world have notes stuck on them with instructions on
how to do many things (from sending email to creating a spreadsheet). These notes
should not be necessary. This shows that not enough attention is being given to HCI. A
better understanding of HCI will lead to user interfaces which are easy to learn and

intuitive.

The importance of HCI is only going to grow as more people use technology and as
technology becomes more and more proliferate. Already users are swamped with
interfaces — computers, cell phones, MP3 players. Learning how to operate all these
devices off by heart is neither desirable nor feasible. HCI is needed to ensure that these

devices remain usable and the operation of them intuitive.

As technology continues to spread, the importance of security is also going to grow. More
and more transactions are being conducted electronically and large amounts of personal
information are stored in electronic format. Information security is forming a larger part of
corporate governance as new legislation is introduced around the world, forcing CEOs to
take personal responsibility for the accuracy of financial statements. The processes,
controls and information technology behind the generation of companies’ financial
statements need to be secure [CLARKO3].

The security aspects of an HCI are looked at in the next chapter.
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Chapter 3
Information Security

3.1 Introduction

The world is moving rapidly into the information age. As this move continues, the value of
information increases. Some information's monetary value is priceless, such as personal
and private details. Once the security of information has been compromised, it is very
difficult and sometimes impossible to re-establish trust. These factors, together with the
growth in the Internet, mean that information security is vital [CLARKO1].

According to one source [MOBBS02], it is estimated that 75% of information loss or
system damage in a company is caused by malicious intent and staff error from within the
company. The CSI/FBI Computer Crime and Security Survey found that the likely source
of 77% of attacks on a system was disgruntled employees [RICHARO3]. From these
statistics it can be seen that external factors such as hackers, crackers and viruses only
cause about 25% of the problems. Many security features concentrate on protecting a
company from external threats and this leads to a false sense of security, as internal
threats are greater [YONAO2]. Considerable research has been done into the external
factors which influence information security, sometimes to the detriment of solutions to

internal factors.

The goal of this dissertation is to see how interfaces can be used to improve the security
of a system. Hopefully by improving the interface, fewer mistakes will be made and the
user will attempt to bypass fewer security devices. In order to improve an interface in a
security environment, a brief overview of information security is needed. The objectives of
this chapter are to find a generally accepted definition of information security, identify a
framework for security and establish the research that has already been done in this field.

In this chapter a definition of information security along with international standards of
information security are given. Existing research in the field of HCI in a security

environment is also discussed.

3.2 Definition of information security
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Information can be defined as "knowledge given or received of some fact or circumstance”
[WORLD92] and "important or useful facts obtained as output from a computer by means
of processing input data with a program” [ANS01]. As described in the definition,
information is normally important and useful, which means that it has value. Information
can be used to reduce uncertainty about past, present or future events [WIKIO3]. The
above definition also highlights that information is given and received. The protection of
information is therefore important while it is being stored, given and received. The
safeguarding of information is made more complex as information is intangible and easily
copied. It is also difficult to determine if information has been copied. For example, a
sensitive document could have been photocopied or a confidential computer file copied.
The document and computer file would normally not provide any evidence to the fact that

they have been copied.

Security can be defined as "freedom from danger, care, or fear” [WORLD92] and "the
quality or state of being secure" [MERRO3], where secure means "free from danger, free
from risk of loss" [MERRO3].

The combination of the terms ‘information’ and ‘security’ leads to 'information security', a
term on its own. In literature there are several definitions of information security. This is
complicated by the similarity of terms such as ‘information security’, ‘computer security’

and ‘information technology security’. Information security can be defined as:

"The protection of information systems against unauthorised access to or modification of
information, whether in storage, processing, or transit, and against the denial of service to
authorised users or the provision of service to unauthorised users, including those

measures necessary to detect, document, and counter such threats” [PELTIOZ2].

According to the American National Standards Institute, information security is:

"The protection of information against unauthorized disclosure, transfer, modification, or

destruction, whether accidental or intentional” [ANSO01].

As can be seen from these definitions, information security deals with the protection of all
information. This information can be in electronic format or stored in a physical paper file.
Information security is not synonymous with computer security and information technology

security. Computer security and information technology security are a subset of
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information security and are concerned with the security of all computer systems along
with the security of information stored in electronic format. Information security covers not
only information, but also the infrastructure that carries, stores or manipulates the
information. This infrastructure could be computer programs, hardware and processes
[WIKI03a].

For the purposes of this dissertation only information in electronic format is covered.
Information security can therefore be defined as: "The protection of information which is
stored and transferred in electronic format from unauthorised access, interception,

modification and destruction.”

Now that a definition of information security has been established, in the next section

some standards for information security are examined.

3.3 Information security standards

Standards help businesses determine what constitutes good practices in information
security. There are several information security standards. Three of these standards are

as follows:

o The Forum's Standard of Good Practice - The Standard for Information Security. The
Forum's Standard provides a practical statement of good practice for information
security aimed at businesses [ISF00].

o ISO 17799 — This standard is the successor to BS 7799. ISO 17799 is "a
comprehensive set of controls comprising best practices in information security" [ISO].
This standard has been accepted by the Information Security Institute of South Africa
[ISIZAO00].

o 1SO 7498-2 — Published in 1989, this standard provides a high level model to address

information security.

Many companies have also developed their own internal standards. The standard that a
company chooses to follow depends on its circumstances and whether or not the
company wishes to receive some form of certification of compliance, for example to
become a certified ISO 17799 compliant company.

Certification is important because some companies will only do business with other
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companies that have a certain certification. Certification also gives a company a

competitive edge over companies that are not certified.

Businesses are also moving into an environment in which executives of a company are
responsible for both a company’s assets and its intellectual property. In order to protect
themselves, companies need to prove that they have adequate security measures in place
[KINGO3]. Legislation such as the Electronic Communications and Transactions (ECT)
Act also provides a legal motivation for companies to implement security standards
[ECTACTO02].

The information security standard discussed and used in this dissertation is the ISO
standard 7498-2. This standard was chosen because it approaches information from a
non-technical, top-down approach, unlike other standards which focus on technical

details.

According to ISO standard 7498-2, the protection of information can be addressed in

terms of the five security services [YASK] shown in figure 3.1.

Identification and authentication

Authorisation

Confidentiality

Integrity

Non-repudiation

Fig 3.1 Security services
The aim of these services is to aid the user by ensuring that sensitive information is

protected and secure. In the next section these five services are elaborated on and

examples given of how they relate to HCI.

3.4 Information security (IS) services
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Information security comprises five services: identification and authentication;

authorisation; confidentiality; integrity and non-repudiation.

3.4.1 Identification and authentication

Identification and authentication is the first step to protecting information. A user needs to
be identified first, for example by a username. The user then needs to be authenticated to
see if they are who they say they are. There are different ways of authenticating a user —
by what they know (e.g. a password), by what they have (e.g. a smart card) and by who
they are (e.g. biometrics) [VONS97].

With regard to HCI, a login window asking for a username and password can be used to
implement the graphical aspect of identification and authentication (figure 3.2).

Existing Yahoo! users
Enter your ID' and passward to sign in

Yahoo! 1D: ||
Fassword:
[ 1Remember my ID on this computer

Mode: Standard | Secure

Sigr-in help Password lookup

Fig 3.2 Example of login in Yahoo! mail

Other technologies, apart from a username and password, are also used for
authentication. An example of this is fingerprint scanning in the field of biometrics. In
cases like this it is important for the interface to guide the user as to how to use the
technology, since it is potentially a new technology to the user, one which they do not yet
know how to operate.

One of the main problems a user experiences with identification and authentication is that
they forget their username and password. Yahoo! mail attempts to solve this problem by
providing an option in the interface to remember the user's ID (username). Some
interfaces also offertoremember a user's password. A password lookup service via the
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'Password lookup' link is also provided. A password lookup service verifies a user by
confirming personal information which the user provided when they registered. Correct
answers to all the questions results in the user's password being reset.

3.4.2 Authorisation

The next step towards enforcing IS involves determining whether or not the authenticated
user has the right to access the computer system or information requested. This could be
done by checking the username against a database. A system may use mandatory
access control or discretionary access control. Mandatory access control is where all
computer programs, databases and workstations are protected by default. A security
policy will determine the level of the protection. Discretionary access control, on the other
hand, is where the user who created the information determines the level of protection
[VONS97].

The service of authorisation is not directly addressed by HCI. However, the aim is to
make identification, authentication and authorisation as easy as possible for a legitimate
user so that they do not try to bypass these services. For example, if a password is too
complicated to remember, or if there are too many passwords, a user may just ask a
colleague for their password. In this example the password is being authorised and not

the user. This creates a security issue as a password is used to uniquely identify a user.

Figure 3.3 shows an example of an error message of a failed authorisation attempt. Error
messages should be user-friendly and explain a possible solution. This message also
logs the user’s IP address and warns them against trying to compromise the security of
the website.
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Authorization Required
This server could not verify that you are autharized to access the document requested. Either you supplied the wrang credentials (e.g., bad password), or
your browser doesn't understand how to supply the credentials required.

If you have yet subscribed and would like to to take advantage of our excellent information please click on this link: subscribe here!

Having trouble logging in 2
The username and password is CaSe-SEnshivE, make sure you type in your details exactly as they where given to you. If you still have problems logging in,
please contact Hugo Capital for assistance.

Unauthorised Entry
Please note that you're atternpts are being monitored and your IP address (165.165.200.2) logged. All attempts to compromise this service will be treated
seriously.

Fig 3.3 Incorrect username or password (HugoCapital.com)

A possible problem a user faces with authorisation is when they are refused access to
certain content to which they think they should have had access. A message which
describes why they were refused access to certain material will hopefully relieve the user's
frustration. The steps that need to be taken by the user to gain access should also be
listed.

3.4.3 Confidentiality

Confidentiality is the service that protects data from being revealed to unauthorised users.
Technologies such as public key encryption and private key encryption ensure
confidentiality. Secure socket layers (SSL) is an example of private key encryption.

A large majority of computer users do not understand encryption, which means that they
probably do not trust it and will therefore be reluctant to use it. HCI's goal in this situation
would be to simplify the encryption process and to reassure the user that the transaction
they are undertaking is safe.

As can be seen in figure 3.4, Internet Explorer attempts to do this by showing the 'padlock’

[55L Secured (128EE)) ¥

é a Internet

T R{Jﬂ + E1FG 17z
icon when encryption is taking place.

Fig 3.4 Padlock in Internet Explorer conveying that SSL is being used
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Many users do not understand the technology which enforces confidentiality. This means
that they are unlikely to trust the system, and if a user does not trust a feature, they will
not use it. This can be seen by users who do not purchase goods online because of

security fears.

3.4.4 Integrity

Not only should the information be kept confidential, but the integrity of the information
should also be guaranteed. Only authorised users should be allowed to modify

information.

Some of the technologies which implement integrity are checksums and hash-functions.
A checksum uses a secret key to calculate a value from the information. A hash-function
is similar to a checksum, but does not normally use a key. Instead, the hash-function

uses an algorithm which calculates a value based on the information [VONS97a].

The interface needs to convey the service of integrity to the user. This can be
accomplished through a message which reassures a user that the information has not

been tampered with.

BALANCE ENQUIRY

Welcome HOWARD. Based on our records, you last accessed your accounts on 21072002 21:14:07. If you did not perform the last logon,
please contact us immediately on 0860 11 22 44. International callers please call +27 11 8899100

For example, figure 3.5 shows a message that appears when a user logs in to a banking
site.
Fig 3.5 The interface of a banking website which promotes integrity

It states the time and date of the last login of the user. The user is then reassured that no
one has accessed their account since they last logged in. This helps the user feel more

confident and secure.

3.4.5 Non-repudiation

The last step towards enforcing information security is to ensure accountability. If a user
changes information;.they.should not be able to deny it at a later stage. Public key
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encryption is used in non-repudiation [VONS97].

Figure 3.6 shows an example of how non-repudiation can be enforced. The email has
been digitally signed, which means the sender of the email cannot later deny sending the

email. The digital signature also validates to the receiver the identity of the sender.

Security Help
Digitally Signed Message

|
Q This message has been digitally signed by the sendesr.

Signed e-mail from others allows you to verfy the authenticity of a message -- that the message is from the
supposed sender and that it has not been tampered with during transit. Signed mail messages are designated with
the signed mail icon.

Any problems with a signed message will be described in a Security Warning which may follow this one. If there are
problems, you should cansider that the message was tampered with or was nat from the supposed sender

I Don't show me this Help screen again.

Continue
Fig 3.6 Digitally signed message

A digital signature works by a user signing a message with their private key to which only
they have access. When a user receives a digitally signed message, they use the
sender’s public key, which is freely distributed, to verify the signature [VONS97].

A typical problem with enforcing non-repudiation which users experience is that they do
not keep their private keys secure. Once a private key has been imported into an email
program, any person who has access to the user's computer can send a potentially
fraudulent email. The interface needs to inform the user that a digital signature only works

if their private key is secure.

In the next section HCI and security are looked at.

3.5 HCI and security

Extensive research has been done in the field of HCl. Many articles and papers have
been published by usability experts such as Jakob Nielsen, Donald Norman and Bruce
Tognazzini [HUMAO3] [TOGNA] [NORMAN] [NIELSEN].

An extensive amount of research has also been done in the various fields of security:
computer security, information security, web security and others [FIRST]. As can be seen,
both HCI and security are well established fields, but not much research has been done
into the combined field of HCI and security. Very little exists in terms of literature in the
field of HCI in a security environment. Two articles that have been identified as being
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similar to this dissertation are:

« Usability of Security: A Case Study 1998 (Alma Whitten, Carnegie Mellon University
and J.D. Tygar, University of California). In this paper an introduction is given to
usability and security. This is followed by a case study of PGP. PGP was chosen
because the authors wanted to see if a person who was not familiar with security was
able to operate a security program [WHIT98].

« User Interaction Design for Secure Systems (Ka-Ping Yee, University of California,
Berkeley). In this paper ten design principles for an interface are given. The idea
behind these design principles is that violating one of them will lead to a security
vulnerability [KAPINOZ2].

It is clear from the lack of literature that the HCI aspect of security has been neglected.
There is therefore a need for more research into the field of HCI in a security environment,

and hence the motivation for this dissertation.

3.6 Conclusion

In this chapter a definition of information, security and information security was given.
International standards for information security were then discussed, followed by an
overview of the information security services from an HCI perspective. Previous research

into the field of HCI in security was examined.

Based on the different definitions of information security, a definition for the purposes of
this dissertation has been established. The first objective of this chapter has therefore
been achieved. The second objective of identifying a framework has been met by
introducing the information security services from ISO standard 7498-2. The last objective
has been accomplished through the discussion on previous research. The goal of this
chapter, which was to provide an overview of information security, has therefore been

achieved.

In later chapters it is shown how the interface of a system can help to enforce and
implement the IS services. In the next chapter interfaces in a security environment are

discussed.
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Chapter 4
Security HCI (HCI-S)

4.1 Introduction

“l think that the seemingly different aims of HCI and security (HCI tries to make things
easy, while some people construe information security to make things difficult) is a very
nice topic for further investigation. The "making things difficult" aspect of computer
security is primarily aimed at confidentiality issues - whereas HCI research relates much
better to the availability aspect of information security - it in my opinion is also assisting
with integrity (doing things easier makes it less likely that we make mistakes...)" - Reinhard
Botha [BOTHO2].

The assumption is sometimes made that improving security limits usability. Often the
opposite is true: improving usability improves security. A user is more likely to implement
the security services discussed in chapter 3 if it is easy to do so. Many current security
systems are too confusing and difficult for the average user to implement. Security may
not be a priority for a user, which means they are unlikely to try to figure out a way to
implement a security function. The user may not be aware of the correct way to complete
a task and may need to be guided by the interface. Users also tend to choose the path of

least resistance. This can sometimes work against security measures [YEEOZ2].

This leads to the security of a system being only as good as its interface [JENDOO]. In
order to improve the interface, and hence the security of a system, which is the goal of this
dissertation, the HCI criteria discussed in chapter 2 need to be adapted to focus on
security issues. The aim of this chapter is therefore to develop HCI-S (human computer
interaction — security) criteria so that they can be used in future chapters to analyse
existing interfaces. The first objective of this chapter is to introduce a new term — HCI-S.
HCI-S is not found in any other literature and a definition will therefore need to be
established. The second objective of this chapter is to define the HCI-S criteria so they
can be used by developers to design better security interfaces. The introduction of the
HCI-S criteria is also important in that they can be used to evaluate existing interfaces

from a security point of view.

In this chapter the concept of a security HCI (HCI-S) is developed. It will then be seen

how these criteria relate to trust. This is followed by a discussion of various HCI-S criteria.

35

www.manaraa.com



HCI-S

4.2 Definition of a security HCI (HCI-S)

The objective of this dissertation is to see how the security of a system can be improved
by improving the interface. In order to achieve this objective a new term, HCI-S, is

introduced.

Reference to HCI-S has not been found in current literature. Therefore for this dissertation
security HCI (HCI-S) can be defined as the part of a user interface which is responsible for
establishing the common ground between a user and the security features of a system.

HCI-S is human computer interaction applied in the area of computer security.

HCI-S deals with how the security features of a graphical user interface can be made as
user-friendly and intuitive as possible. The easier a system is to use, the less likely the
user will make a mistake or try to bypass the security feature. This adds to the integrity of
a system. HCI-S's goal is to improve the interface in order to improve the security. This

leads to the system becoming more secure, robust and reliable.

HClI’s focus is on making a computer system as easy to use as possible. On the other
hand, it is sometimes perceived that security features make a system harder to use. HCI-

S addresses this issue and strikes a balance between security and ease of use.
HCI is a broad field which encompasses all forms of interaction between users and
computers. HCI-S, on the other hand, is more focused and only concentrates on the

security features of an interface.

For the HCI criteria mentioned in chapter 2 to be relevant for this dissertation, they need to
be adapted to the HCI-S criteria.

4.3 Criteria for a successful HCI applied in the area of security

The new criteria are called HCI-S criteria and are listed in table 4.1. Figure 4.1 shows how
these HCI-S criteria relate to the standard HCI criteria.
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Table 4.1 Summary of HCI-S criteria

No. Criteria Description

1 Convey features The interface needs to convey the available security

features to the user.

2 Visibility of system It is important for the user to be able to observe the security
status level of the internal operations of a computer system.
3 Learnability The interface needs to be as non-threatening and easy to

learn as possible.

4 Aesthetic and Only relevant security information should be displayed.

minimalist design

5 Errors It is important for the error message to be detailed and to

state, if necessary, where to obtain help.

6 Satisfaction Does the interface aid the user in having a satisfactory

experience with a system?

Does the interface lead to trust being developed?

Trust It is essential for the user to trust the system. This is

particularly important in a security environment.

The reason for these criteria is to assist in the development and design of interfaces which
are used in a security environment. As was seen in chapter 3, information security is
critically important and there is a need for criteria that can be used to ensure that the
interface is not a ‘weak’ point in a system’s security. These criteria are based on Nielsen's
HCI criteria discussed in chapter 2 [NIELO2]. They have been modified and condensed to

only the essentials in a security environment.

Figure 4.1 shows a comparison between the existing HCI criteria and the proposed HCI-S
criteria. Criteria in the blue circle from part of HCI, while the criteria in the brown circle are
the HCI-S criteria. As can be seen from the diagram, three criteria overlap and form part
of both HCI and HCI-S. The criterion of Learnability has been formed from three existing

HCI criteria. Two new criteria — Satisfaction and Convey Features are added.
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User control and
freedom

Error Prevention

Visibility of system status Satisfaction

Help + documentation

Convey
features

Aesthetic and minimalist
design

Flexibility and efficiency of
use

Help users recognise, diagnose
and recover from errors

Match between system and real
world

These points make up Learmakbilily

Consistency and standards » Learnability

Recognition rather than recall

Fig 4.1 Comparison between HCI and HCI-S

In the next paragraphs each HCI-S criterion is discussed in more detail.

4.3.1 Visibility of system status

Visibility of system status allows the user to observe the internal state of the system. An
example of this is the small padlock which is displayed in the bottom right-hand corner of

Internet Explorer when viewing a secure web page. The padlock informs the user of the
status of the web page and that encryption is being used.

4.3.2 Aesthetic and minimalist design

A balance needs to be struck by providing enough information for a first-time user while at
the same time not providing too much information for an experienced user. Irrelevant
information should not be displayed. The user should not be bombarded with information
and options. As far as possible, technical terms should be avoided.

If the interface to a security function looks too complicated or confusing, the user may not
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feel confident enough to use it. A minimalist design can address this situation.

4.3.3 Help users recognise, diagnose and recover from errors

Errors which occur when dealing with a security function have the potential to be more lethal than
normal errors. For example, take the situation of an error occurring in the middle of a banking
transaction and the following error message being displayed: "Your interactive session is no
longer active" [FIRST02]. This error message is confusing and may cause a user to feel
concerned about the outcome of the transaction. It is important for the error message rather to
be detailed, specific and to state what action needs to be taken and how to obtain additional
assistance. A generic message for all errors is not adequate.

4.3.4 Learnability

When developing HCI-Ss in a software environment it is necessary to be more detailed;
hence the three similar HCI criteria of Match between system and real world, Consistency
and standards, and Recognition rather than recall. The three HCI criteria are three
aspects of the same principle. In this dissertation it is not necessary to explore each in

detail and they have therefore been combined into the one HCI-S criterion of Learnability.

Security is often not a priority for a user, even though it is very important. It is easy for a
user to put off learning about security. Therefore it is essential for a security HCI to be as
user-friendly and as easy to learn as possible. A casual user who has not used the

software for a while should not have to learn everything over again [MICH95].

An interface which uses real-world metaphors is easier to learn and understand. For
example, items such as keys and padlocks have real-world uses and meanings. These
items and their meanings can be transported and used in an interface. A user who then
sees these items will recognise them and have an idea of what they could be used for in

the interface. This will assist a user in determining how to perform tasks successfully.

An interface which is consistent and based on standards is also easier to learn. Many
users are familiar with the conventions of interfaces used in the Microsoft Windows
environment. Icons, windows and menus all behave the same in the Windows
environment, which means it is easier for a user to learn a new program based on these

standards.  When it comes to security features in an interface, there are certain
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conventions which are used frequently. For example, usernames and passwords are
security features which are often used. The user may become confused if different
terminology is used for usernames and passwords, for example 'profile’ instead of
'username' and 'access code' instead of 'password'. It is therefore advisable for an

interface to be consistent and adhere to standards.

If security features are irritating, then the user's satisfaction will be low. However, a
security feature which is easy to use and works correctly will lead to a high level of
satisfaction. The security feature could be a firewall which has just prevented illegal

access to the user's hard drive or login page on a website.

4.3.5 Satisfaction

The criterion of Satisfaction is concerned with the level of enjoyment a user experiences while
using the interface of an application. This is important in a security environment as security is
usually not a primary activity for computer users. A user’s experience with security features
needs to be pleasant and satisfying otherwise they may neglect the security of their system due
to a lack of Satisfaction. For example, if it is too much effort for a user to encrypt a sensitive
document, they may take a chance and email the document unencrypted. Satisfaction is a new
criterion which is added to the other HCI-S criteria.

4.3.6 Convey features

The interface should inform the user in a clear manner of the available security features.
For example, the security features of integrity and confidentiality are available on most e-
commerce websites. One of the ways in which these features is implemented is through
SSL. The use of SSL by a website should be conveyed to the user by the interface along
with the purpose and benefits of SSL.

The use of pictures can be an effective way of conveying features, especially for a user
who is not technically minded. Figure 4.2 shows an example of a graphic which could

depict the feature of encryption.

40

www.manaraa.com



HCI-S

Fig 4.2 Encryption [ENVE] [SAFE] [ARRO]

The HCI-S criterion of Convey features informs the user of the available security features,
while the criterion of Visibility of system status allows the user to 'see' if these features are

active and being used. Convey features is also a new criterion.

The result of applying the six HCI-S criteria is trust, which is discussed in the next

paragraph.

4.4 The HCI-S criteria lead to trust

The successful implementation of all of the above criteria will lead to trust. Trust is
important because if a person is to use a system to its full potential, be it an e-commerce
site or a computer program, it is essential for them to trust the system.

According to the Oxford Dictionary, trust can be defined as "The belief or willingness to
believe that one can rely on the goodness, strength, ability of somebody or something”
[OXFO95]. This definition can be adapted for the HCI-S criterion of Trust to the belief or
willingness to believe, of a user, in the security of a computer system. The degree of trust
a user has in a system will determine how they use it. For example, a user who does not

trust a website will not supply their credit card details.

The interface plays an important role in fostering trust between the system and user. One
way this can be done is by the interface informing the user in a clear manner of the risks

and how these risks can be minimised.

When a person walks into a physical shop they decide whether or not they will trust the
business based largely on what they can see. In the same way, users often make a

decision regarding trust based on what the interface tells them and what it looks like. A
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high quality interface which projects quality and professionalism will also foster trust. This

may be a false sense of trust if the technology behind the interface is not adequate.

The amount of trust an interface needs to develop with a user depends on the purpose of
the system. If the system is an e-commerce site, then enough trust needs to be fostered

for the user to hand over their credit card details.

As the Internet continues to grow, its success will depend on gaining and maintaining the
trust of visitors. Trust on the Internet is not based solely on technical security features, but

also on the user's feeling of control of the interactive system [DHEROO].

Research done by InteractionArchitect.com [DHEROO] points to six primary factors which

convey trust:

1. Fulfilment. This is the process the user works through from the time of purchase
to delivery. Here it is important that the website clearly indicate how orders will be
processed and provide information on how to handle problems. If a transaction is
not completed satisfactorily, the customer needs to be told what recourse they can
take. It is also important to inform the user of the privacy policy regarding personal
information. Overall, the simpler it is for a user to buy a product, the better.

2. Technology. This is the way in which the website functions technically. Does it
use technologies such as SSL and digital certificates in order to keep transactions
secure? Does the site load quickly and function adequately? A website which
does not display correctly or has errors on it will not foster trust.

3. Seals of approval. These are symbols, like VeriSign, TRUSTe and Visa, which
are designed to reassure the visitor that security has been implemented according
to a certain standard on the computer network as a whole.

4. Presentation. A professionally designed site is more likely to foster trust. This can
also be seen in the brick and mortar world where a business which is professional
and has a neat and tidy appearance is more likely to be trusted by its customers.

5. Navigation. This is the ease of finding what the user is looking for. Is the
navigation predictable and content easy to find? Prompts, guides, tutorials and
instructions can aid the user in performing transactions.

6. Brand. The brand reflects the company's reputation. A well known brand which
has a reputation of being trustworthy in an off-line environment is likely to foster
trust online [DHEROQO].
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The above factors are important because five of them relate directly to HCI-S — seals of
approval, navigation, fulfiiment, presentation and technology [DHEROO]. This relationship

is illustrated in figure 4.3.

/

._— Fulfilment
P

Visibility of system status Satisfaction

Y Technology

Aesthetic and minimalist Convey

design features ———» Seals of Approval

"™ Presentation

Help users recognise, diagnose Learnability
and recover from errors

T Navigation

Brand

- /

Fig 4.3 Trust related to other HCI-S criteria

The six factors which relate to trust (shown in the green block in figure 4.3) can be applied
to security in the following way:

e Fulfilment. Here the HCI-S criteria of Convey features and Visibility of system
status are important. The user needs to know what security features are available
and be clearly informed when these features are being used. Fulfilment should
lead to Satisfaction.

e Technology. HCI-S is not concerned with the technical aspects of security.
However, it is responsible for Conveying these features to the user. When a
feature, for example SSL, is being used, the interface needs to inform the user of
the Status of the active feature.

e Seals of approval. Seals of approval need to be in prominent positions. It is also
important for their meaning to be conveyed to the user. Seals of approval would
come under the HCI-S criterion of Convey features. These seals are third-party
endorsements which should help to foster trust between the user and the website.

e Presentation. Aesthetic and minimalist design is important in the presentation of a

website. The result of an Aesthetic and minimalist website is that it is easier to
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navigate and use than a cluttered website. This will lead to a more satisfying online
experience for the user.
e Navigation. An Aesthetic and minimalist design aids navigation. A site which is

easy to learn (Learnability) is also easy to navigate.

In chapter 7 it is shown how the factor of ‘brand’ assists in the development of trust in an
online environment. From the above bullet points it can be seen that these factors overlap
with some of the other HCI-S criteria. This means that by applying the HCI-S criteria of
Visibility of system status, Satisfaction, Aesthetic and minimalist design, Learnability and

Convey features, Trust can be developed.

4.5 Conclusion

In this chapter a definition of HCI-S was given and the HCI-S criteria were introduced and
discussed. It was illustrated how the application of the HCI-S criteria leads to the
formation of trust. The reasoning behind the HCI-S criteria is to develop a user-centred
benchmark for evaluating existing security interfaces and to assist in the design of future
interfaces.

By providing a definition the first objective of this chapter has been achieved and the
second objective was met by introducing the HCI-S criteria. The goal of this chapter,
which was to develop criteria, has therefore been met.

The value of this chapter is that six core criteria have been presented which focus on the
implementation of interfaces in a security environment. These criteria can be used to

develop interfaces which help to improve the security of an application.

In the coming chapters various interfaces in security environments are analysed according
to HCI-S criteria.
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Chapter 5
Critical Analysis of
Windows XP's Internet Connection Firewall

5.1 Introduction

The growth of the Internet has been explosive. As of June 2004 over 700 million people
worldwide use the Internet [GROWO04]. Radio took 38 years to reach 50 million
customers, TV took 13 years and the personal computer 16 years. The Internet took only
5 years to reach this number [EMIR00]. The popularity of broadband is now making it
possible for many home and business users to be connected to the Internet 24 hours a
day. In August 2003 there were 4 000 ADSL users in South Africa [WARWO03]. South
Africa is currently lagging behind other countries such as America when it comes to
bandwidth. However, the number of bandwidth connections in South Africa is increasing
at a rapid rate. According to Telkom (the supplier of ADSL), demand for ADSL is
exceeding supply [STEVO03].

The growth of the Internet has also led to an increase in viruses, trojan horses and
hacking activity. Clients of a large South African bank, ABSA, were defrauded of over
R500 000 during 2003. The clients opened an email attachment which contained
'spyware'. The spyware software logged the users' keystrokes, tracking their usernames
and passwords. This information was then emailed back to the hacker. The information
was used by the hacker to gain illegal access to the clients’ Internet banking accounts
[CHARLO3]. Correctly installed anti-virus software and a personal firewall could have
prevented this. Computers which have always-on broadband connections are particularly
vulnerable to hackers.

Unconfirmed reports [GREENO3] suggest that the spyware used in the ABSA case was
eBlaster. eBlaster is designed by SpecterSoft and is aimed at parents who want to
monitor their children's online activity and at employers who use it to track their
employees’ actions. The information eBlaster collects, such as keystrokes, is recorded in
a log file on the infected computer and can also be sent to a defined email address.
Windows XP's Internet Connection Firewall would not have protected a user from
eBlaster. This is because XP's firewall does not perform any outbound filtering. This
means that trojans and other malicious code on a user's computer are able to “phone
home” [WONGO02]. XP's Internet Connection Firewall can, however, protect a user's
computer.from most.attacks . which originate from the Internet. For example, a hacker who

45

www.manaraa.com



Critical Analysis of Windows XP’s Internet Connection Firewall

attempts to scan a user's computer for open ports will come up empty-handed if the

Internet Connection Firewall is activated.

In the past hackers needed detailed knowledge of computers, networks and protocols.
However, today many ‘tools’ are available on the Internet which make it easier for novice
hackers to gain access. Studies show that networks are frequently scanned for
weaknesses by hackers. Attacks are only likely to increase as more people connect to the
Internet. Microsoft is aware of this and has decided to incorporate a firewall in its latest
operating system — Windows XP [MICROO01].

The goal of this chapter is to use the HCI-S criteria suggested in chapter 4 to critically
analyse Microsoft Windows XP's Internet Connection Firewall (ICF). The purpose of this
is to see how the six HCI-S criteria can be applied in a real-world context. The first
objective of this chapter is to examine the ICF interface during activation, configuration
and operation so that it can be analysed according to HCI-S criteria. Following from the
examination of the ICF, the second objective is then to draw conclusions based on the
HCI-S criteria to form a base from which recommendations can be made in the following
chapter. The third objective is to identify the advantages and disadvantages of using the
HCI-S criteria in order to determine the completeness of the HCI-S criteria. The technical
aspects of the ICF will not be analysed, as internal technical workings of applications fall
beyond the scope of this dissertation.

Background information is given on Windows XP’s firewall, followed by a brief recap of the
criteria for a successful HCI-S. The remainder of the chapter deals with the activation,
configuration and operation of the firewall from an HCI point of view. The chapter
concludes with the advantages and disadvantages of the six HCI-S criteria.

5.2 Background to Windows XP’s Internet Connection Firewall

Microsoft has decided to incorporate a firewall called the Internet Connection Firewall
(ICF) in its operating system - Windows XP. The ICF comes standard with both the home
and professional versions of Windows XP.

The ICF is aimed at home and small office computer users [COLL02]. Its goal is to
provide a baseline intrusion prevention device in Windows XP. The ICF will hopefully
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protect against scans for information and block unwanted inbound packets [MICROO01]. It
is a stateful firewall, which means it only allows incoming packets if they are part of a
session originating in the XP computer. Any ‘rogue’ packets are dropped and optionally
logged. The ICF can be activated on any network connection, for example an Internet

connection or a local network connection.

The reason why the Windows XP ICF has been chosen for analysis in this dissertation is
that according to WebSideStory, Windows XP as of May 2003 is used by more than a
third of all Internet users [WEBSI03]. The next most popular operating system is Windows
98 with a 25% market share [WEBSIO3]. This means that there are millions of users
around the world who have the ICF installed on their computers. Many of these users
would never have specifically bought and installed a firewall on their computers. They do,
however, now have access to a firewall. The usability of the ICF interface therefore has
the potential to play a huge role in the security of many computers.

Firewalls have generally been difficult for the average user to set up. Microsoft has
attempted to make the ICF a simple and unobtrusive security experience.

In the following paragraphs parts of the interface of the ICF are analysed according the
HCI-S criteria.

5.3 Brief recap of criteria for analysis

The following criteria are used to analyse the HCI-S of the ICF:

Table 5.1 Summary of HCI-S criteria

No. Criteria

1 Convey features

2 Visibility of system status

3 Learnability

4 Aesthetic and minimalist design

5 Errors

6 Satisfaction

Does the interface lead to trust being developed?
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No. Criteria

‘ Trust

Three parts of the ICF are looked at: firstly the activation process, secondly the

configuration of the ICF and thirdly the operation of the ICF.
5.4 Activation of the ICF

The installation procedure of an application which has a security function, such as a
firewall, is extremely important. If the user perceives the application as being non—
essential, then they are less likely to use it. This is especially true if the application is too
difficult to install or configure. The ICF is automatically installed on a computer when
Windows XP is installed. It still, however, needs to be activated on any new network

connections which are created. There are various ways to activate the ICF:

Welcome to Windows Wizard

This Wizard is first seen when Windows XP is installed and guides the user through
connecting to the Internet, activating Windows and creating user accounts on a stand-
alone computer (not on a network). The ICF will be activated if a connection to the
Internet is established [MICROO1].

Network Setup Wizard (NSW)
The NSW presents to the user five options to connect to the Internet. If the user selects
an option stating that the PC is directly connected to the Internet, then the ICF will be

enabled on the Internet connection [MICROO01].

New Connection Wizard (NCW)
When the NCW is run and ‘Connect to the Internet’ is selected, the ICF will be enabled on
the new Internet connection [MICROO1].

Network Connections folder

The ICF can be enabled by clicking the ‘Advanced’ tab of the ‘Properties’ page for a
network connection. The Network Connections folder is located in the ‘Network and
Internet Connections’ area of the Control Panel [MICROO1].

As can be seen from the above points, there are a number of ways to activate the ICF.
However, from an HCI-S perspective the importance of the ICF is not highlighted in any of
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the above procedures. This means that the HCI-S criterion of Visibility of system status is
not adequately met. Many users will not be aware that they have a firewall available on
their system.

The following paragraphs describe the process of setting up a new Internet connection
using the NCW. It is redundant to analyse all of the activation methods, as they are
similar. The NCW is analysed from an HCI-S point of view.

In this example the user does not have any Internet connections yet. So the first step is to
click ‘Start’, then ‘Connect To’ is followed by ‘Show all connections’ (figure 5.1).

e |

7 Internet _) My Documents
Internet Explorer

i 5 My Recent Documents #

_9 My Pictures

M3M Explorer j My Music

E-mail
Cutlook Express

wWindows Media Plaver g’ My Computer

g My Network Places
Windows Movie Maker

e
S
!
©
@
Yy

o
o
3

| Tour Windows XP

)

}éé Frinters and Faxes

-~ Files and Settings Transfer
5 izard @) Help and Support

All Programs D

Fig 5.1 Selecting 'Show all connections'

These steps follow the standard Windows format with which many users are familiar.

Security is not mentioned in any way on the start menu (figure 5.1). As was discussed in
previous chapters, security is not a priority for many users and they are therefore unlikely
to go searching for security functions. If they do decide to look for the ICF, then it may be
difficult to find. A 'Security Features' menu option on the Start bar could solve this
problem. This would also aid the user if they were looking for options dealing with the
general security of their computer. This could be particularly true in the case of ABSA
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clients who have heard about the spyware software in the press and are now looking for

ways to safeguard their computers.

Clicking on the ‘Show all connections’ option in figure 5.1 will cause the window in figure

5.2 to be shown.

"= Network Connections E@@
{ File Edt View Favortes Tools Advanced Help i
3 = 7 / ) search Folders | [T37] -
 address |6 Network Connections v B s
— LAN or High-Speed Internet

Network Tasks ®

E B = Lacal Area Connectian

3] Create a new connection =3 Enabled

% Setup a home or small T MYIDIA nForce MCF Retworkin. .
— office netwaork

See Also e

i) Hetwork Troubleshooter

Other Places ¥
s

Details 2

Network Connections
System Folder

Fig 5.2 Network Connections

The ‘Network Connections’ window is displayed. The window has a clean and neat layout.

It has an Aesthetic and minimalist design.

When it comes to creating a new connection, the process has been intuitive. However,

there is still at this point no mention of any security features. The user is aware that they

are creating a new connection, but they do not know that the ICF can also be activated.

The 'See Also' menu on the left has a link to 'Network Troubleshooter'. A link could have

been included for more details on security and the ICF.

‘Create a new connection’ is then clicked, which generates the window in figure 5.3.

New Connection Wizard

Welcome to the New Connection
. Wizard
Thiz wizard helps you:

* Connect to the Internet.

* Connect to a private network, such as your workplace:
nietwork.

* Setup a home or small office network.

To continue, click Next.

[ Mext » ][ Cancel

Fig 5.3 New Connection Wizard
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The New Connection Wizard is displayed to help the user through the process (figure 5.3).
The main aim of the Wizard is to set up a new network connection. It appears that
d6sutfef, et iseriiercdyamibttataas EHERVOrR) ha3assEitybRbdhisl RRIBE @ igHBRL
ferduce i BumsERAbANVOTA ey RN T anoeEiRive lbispRoAdRadTHBAI - PEWEKSN 6
fiHsstagR e S'é@tﬁrﬂ'?%%?%dﬂ@é@ﬁgt&%péeﬁ%ﬁﬁn%eﬁ‘q’laééfﬁésst&%r%%ﬁhg KetueR

Bsrirkefioisorder to improve the security of the new connection. This will help to alleviate

any security fears which a user may have.

Only the steps of the Wizard which deal with the ICF are examined. The first step shown

in figure 5.4 asks the user for their username and password.

New Connection Wizard
Internet Account Information
You will need an account name and password to signin bo your Intermet account.

Type an ISP account name and password, then write dawn this information and stare it in a
zafe place. [If pou have forgotten an exizting account name or pagsword, contact your ISP

Usger name: John
Pagzsward: nssne
Confirm password: Y|

ze this account name and pazsward when anyone connects to the Internet from
thiz computer

Make this the default Interet connection

Turmn on Internet Connection Firewall for this connection 4

[ < Back ” Mext » I[ Cancel

Fig 5.4 New Connection Wizard continued

Figure 5.4 is the only window which deals with the ICF. It is also the only window which
informs the user about available security features. A user who is concerned about
security (e.g. in the ABSA case) could be asking questions at this point such as “How safe
is this connection?” and “What are my options to improve security?”. The New

Connection Wizard does not answer any of these questions.

Note that the Internet Connection Firewall is activated by default. This is a positive move
as it simplifies the user’s task. However, it may also lead to lack of Trust as there is no
explanation of ICF at this stage. The features and importance of the ICF are not

conveyed at this point.
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This window has an Aesthetic and minimalist design and the user is not bombarded with
information. By using a Wizard the information conveyed to the user is spread over a

number of windows. However, there is no window which deals with security.

Once a user has completed all the steps in the New Connection Wizard the ‘Completing
the New Connection Wizard’ (figure 5.5) is shown.

New Connection Wizard

Completing the New Connection
Wizard
You have successfully completed the steps needed to
create the following connection:
My ISP
* Make this the default connection
* Thiz connechion is firewalled

* Share with all users of this computer
* lze the same user name & pazsword far everpone

The connection will be zaved in the Metwark
Cannections falder.

[ &dd a shorbeut to this connection ta my deskiop

To creats the connection and close this wizard, click Finizh,

[ < Back " Finizh ][ Cancel

Fig 5.5 New Connection Wizard - complete

The creation of a new network connection and the activation of the ICF has almost been
completed (figure 5.5).

The process has not been complicated or difficult. This is due to the fact that Windows
XP has eliminated the normal firewall configuration hassles for consumers. There is,
however, a major possibility that at this point the user is not aware that the ICF has been
activated and may even be confused as to what a firewall is. Future versions of the ICF
may incorporate outbound filtering. The ICF will then become even more important and
useful as it will be able to provide a level of protection against spyware.

The settings for the ICF cannot be configured during the activation process. This can only
be done after activation and then via the advanced settings (see the next section) of a

connection. This limits the options available to user during activation. The user wants

to feel in control and that the process is fl le. Clicking on ‘Finish’ in figure 5.5 will take

the user back to the ‘Network Conneg#®ns’ windo own in figure 5.6.
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Fig 5.6 Firewall is active

The new Internet connection is now activated (figure 5.6). Note the small padlock and
'Firewalled' text (shown by the red arrows), which means that the ICF will be active when

this connection is used.

This padlock icon is only visible under Network Connections. It is quite easy for the user
not to notice it, and therefore not to be aware that the ICF is active. The Visibility of

system status is therefore not clear.

In this example a broadband ADSL connection was made. An added security risk of
‘always-on' Internet connections such as ADSL and cable is that they are more
susceptible to outside attacks. A dial-up connection, even though it may be vulnerable, is
usually not connected to the Internet for long periods. ADSL is normally more frequently
connected to the Internet, giving hackers more time to gain access to the user’s computer.
During the installation the user was not made aware that the ICF can provide a level of

protection against this.

Table 5.2 shows the criteria which have been used to analyse the activation component of
the ICF's interface. The blue ‘Yes’ does not mean that the criteria have been met, but
rather that the criteria are relevant for the activation component. As can be seen from the

table under Errors, an environment which generates errors could not be created.
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Table 5.2 HCI-S criteria used in the analysis of the activation of ICF

Criteria Criteria used in analysis?
Convey features Yes
Visibility of system status Yes
Learnability Yes
Aesthetic and minimalist design Yes

Errors

An environment which generated errors could

not be created

Satisfaction

Yes

The configuration component of the interface is analysed in the next section.

5.5 Configuration of the ICF

The advanced features of the ICF can be configured by the user. There are a number of

ways to access the settings for the ICF. As with the analysis of the activation of the ICF, it

would be redundant to examine each one individually. One way is clicking ‘Tools’ and

then ‘Internet Options’ in Internet Explorer. This is shown in figure 5.7.

a Google - Microsoft Internet Explorer

File Edit  View Favorites BEEES Help

@Back i |

5h — Windows Update
Address | ] http:fwne.google. i

Mail and Mews 4 a ;
\ﬂ Synchranize, .. e Fares @ [{edis 6:.;1

FEX
3 & B

bl a Go Lirks **

Show Related Links

|
Internet Options... L

GO ogle‘

Bl

Internet Explorer

Fig 5.7

The ‘Internet Options’ window, figure 5.8, then opens. The black arrow points to the

‘Security’ tab. However, the configuration for the ICF is not found under this tab. The

‘Security’ tab deals with settings such as ActiveX permissions and file downloads. This

means that a user who is trying to implement security features will not necessarily see the
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ICF. Instead, the ‘Connections’ tab would need to be selected, followed by clicking the
‘Settings’ tab (figure 5.8).

Internet Options

General | Security | Privacy | Content | Connections | Proggfins | Advanced

o set up an Internet connection, click
Setup,

ial-up and Yirtual Private Metwork, zettings
| &8 My ISP [Defaul]

|
Choose Settings if you need to configure a proxy Settings...

server for a conneckion,

(&) Mever dial a connection
() Dial whenever a netwaork connection is not present
) Always dial my default connection

Local Area Metwork [LAN] settings

LA Settings do not apply to dial-up connections. LAM Settings...

Choose Settings above For dial-up settings.

[ Ok ][ Cancel ]

Fig 5.8 Internet Options

Clicking on the ‘Settings’ button generates the window shown in figure 5.9. The user now
needs to click on the ‘Properties’ button in the ‘My ISP Settings’ window shown in figure
5.9. These steps are difficult for a user to Learn.

My ISP Settings

Autonnatic configuration

Automatic configuration may override manual setkings. To ensure the
use of manual setkings, disable automatic configuration,

[ Automatically detect settings

D IJse automatic configuration script

Proxy server

0 Idse a proxy server For this connection {These settings will nok
apply to other connections),

Dial-up settings

User name: John | Properties
PasSWDrd: j_..............: _I

Dromain: | Home

[ oK J[ Cancel J

Fig 5.9 My ISP Settings
Clicking on the ‘Properties’ button brings up the ‘My ISP Properties’ windows shown in

figure 5.10.
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f= My ISP Properties

General Options | Security__: Mebworking | Advanced|
Connect using:

8 Modem - Standard 56000 bps Modem (COM2)

FPhone number

Phaone number:

0114447012 1

[] Uze disling rules

Shi icon in notification area when connected

[ Ok ] [ Cancel

Fig 5.10 General settings

Once again, the ‘Security’ tab shown by the black arrow in figure 5.10 should not be

selected. This tab leads to functions such as using an encrypted login.

Rather, the ‘Advanced’ tab needs to be selected (figure 5.10). This is not intuitive, as who

decides which functions are advanced? It is also confusing that a 'firewall' would not be

found under the heading of 'Security'.

This window (figure 5.10) is Aesthetically pleasing. There are a limited number of options

available and the window has a clean layout.

Selecting the ‘Advanced’ tab presents the window shown in figure 5.11. In this window

(figure 5.11) the user is able to activate or deactivate the ICF. This window has an

Aesthetic and minimalist design (figure 5.11). It also has links to more information which

should help the user to Trust the ICF. It is easier to trust something that is understood.
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£~ My ISP Properties

| General | Options | Security | Networking | Advanced

Intemet Connection Firewall

Pratect my computer and network, by limiting ar preventing
access to this computer from the Internet

Learn mare about [nternet Connection Firewall.

Intermet Connection Shanng

[] Allavs ather netwark, uzers to connect through this
computer's [nternet connection
Eztablizh & dial-up connection whenever a computer on

my nebwaork attempts to access the Intemest

/| ellow-ather network, uzers to control or dizable the
zhared Intemet connechion

Learn more about [nternet Connection 5 haring. /

rd ’
IF you're not zure how to set these properties, use

the Mebwork, 5 etup Wizard ingtead, Settings...

L 1]8 J[ Cancel ]

Fig 5.11 Advanced window

It is not obvious that the ‘Settings’ button at the bottom of the window, shown in figure
5.11, is also for the ICF. Clicking this button brings up a window with ‘Advanced Settings’,
shown in figure 5.12.

Advanced Settings

Services | Security Logging || ICMP |

Select the services running on your network that Intemet users can
access.

Services

O Internet Mail Access Protocol Yersion 3 (IMAP3)
O Internet Mail Access Protocol Yersion 4 (IMAP4)
O Internet Mail Server [SMTP)

[ Post-Office Pratocal Yersion 3 (POP3)

[ Remate Desktop

O SecureWeb Server [HTTPS)

[0 Telnet Server

[ ‘web Server [HTTF)

[ Add. | [ Edt. | Delete

L Ok J[ Cancel J

Fig 5.12 Advanced settings
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In the ‘Advanced Settings’ window, figure 5.12, there should be a label informing the user
that these settings configure the ICF. At this point the user is also not warned about the
danger of changing settings incorrecily.

The advanced settings for ICF are confusing and will probably never be used by the
average user.

The ‘Services’ setting, figure 5.12, allows the user to run programs which would normally
have been blocked by the firewall, for example a web server.

A description of each of these services is not given. Many users will not understand the
purpose of this window.

Clicking on the ‘Security Logging’ tab in figure 5.12 brings up the window shown in figure
5.13.

Advanced Settings

s.‘.a.““icess Security Logging .!FMP .
Lagging Options:

[]Log dropped packets

[] Log suscessful connections

Lo file optians:

Marme:

E-E: il DO S S pfiresall. g

Browsze...

Sieelmt (4035 KB

[ Fesztare Defaulks ]

[ ok H Cancel ]

Fig 5.13 Security Logging

‘Security Logging’, shown in figure 5.13, allows the user to log the packets that the firewall
has dropped. By default logging is off. The user then needs to manually open the log in a
text file editor and look through it in order to see if there has been any suspicious activity.
A size limit for the log file can be set to prevent the log file from filling up the user's hard
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drive. A summary function of the log file would have been useful. The Visibility of system
status is therefore not clear.

The terminology used on this page (figure 5.13) is confusing, which hinders the
Learnability of the system. For example, the term ‘dropped packets' is a technical term,
which many people might not understand.

Selecting the ‘ICMP’ tab shows the window in figure 5.14. 'ICMP' (Internet Control
Message Protocol) sets the firewall to accept certain packets, for example a ping packet.

Advanced Settings

Services | Securty Lagaing | ICMF |

Internet Contral Meszage Protocal [ICMP) allows the compters on
a network to share ermor and status information. Select the requests
for information from the [ntermet that thiz computer will rezpond to;

ihcaming echo request
:D Allowy incoming timeztamp request

D Allow incoming mask request

| Allaws incarming rauter request

D Allow outgoing destination unreachable
D Allow outgoing source quench

(O allow outgoing parameter problem

D Allow outgoing time exceeded

:D Allowy redirect

Dezcription:

M eszages sent to thiz computer will be repeated back to the
zender. Thiz is commonly uzed for troubleshooting, for example,
to ping a machine.

OF. l[ Cancel ]

Fig 5.14 ICMP

A description of each protocol is also given in figure 5.14. This aids the Learnability of the

system. It also helps to develop Trust as a user is more likely to trust software which they
understand.

It is not clear to the user that these advanced settings deal with the ICF.
Figure 5.14 is the last window concerned with the configuration of the ICF. Table 5.3
shows which criteria were used during the analysis of the configuration of the ICF. As with

the activation component, all the criteria except for Errors have been used.
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Table 5.3 HCI-S criteria used in the analysis of the configuration of ICF

Criteria Criteria used in analysis?
Convey features Yes
Visibility of system status Yes
Learnability Yes
Aesthetic and minimalist design Yes
Errors An environment which generated errors could
not be created
Satisfaction Yes

In the next section the operation of the ICF is analysed.

5.6 Operation of the ICF

The operation of the ICF is simple. Whenever a network connection is used, the ICF is
active, provided the ICF option was selected when the network connection was created.
For example, in the previous section a Wizard was used to create a new dial-up
connection and the ICF option was checked. Whenever this dial-up connection is used,

the ICF is active.
However, the user is not aware of this as there is no icon in the systems tray (figure 5.15).

No message alerts the user to the fact that they are now protected. The Visibility of

system status is therefore not at all clear.

s

| http:ffmail.yaho... [ A 104z M

Fig 5.15 System tray

When a ‘rogue’ packet is identified by the ICF, it is dropped, but the user is not made
aware of this. Dropped packets can be optionally logged in a text file. Once again, the

Visibility of system_status_is_poor. The user should be notified of a possible hacking
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attempt. The user can then decide if they want to ignore any further warnings. Checking
the entries in a log file can be easily forgotten. The criterion of Satisfaction is therefore not
handled well in this case. It could have been a very satisfying experience to know that an
attempted hack had been thwarted!

If the future versions of the ICF implement outbound checking, then the importance of
alerting the user to suspicious activity will increase. For example, when a program
attempts to send data over a network connection for the first time, the user needs to be
alerted immediately. This is because the program could be some form of spyware.

The operational component of the ICF interface is very limited. All the parts of the
interface which deal with the operation of the ICF have therefore been examined. In the
next chapter possible interfaces which allow the user to operate the ICF are
demonstrated.

Table 5.4 shows the criteria which are used in the analysis of the operation of the ICF. As
can be seen, five of the six criteria have been used.

Table 5.4 HCI-S criteria used in the analysis of the operation of ICF

Criteria Criteria used in analysis?
Convey features Yes
Visibility of system status Yes
Learnability Yes
Aesthetic and minimalist design Yes
Errors An environment which generated errors could
not be created
Satisfaction Yes

A summary of the analysis of the three components is presented in the next section.

5.7 Summary of analysis

The analysis has been broken down into the three components of activation, configuration

and operation. For each component a total percentage is given representing the level of
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trust. On the one side of the scale there is absolute trust and on the other no trust at all.
Between these two values there are many levels of trust. The percentage, based on how
many HCI-S criteria were met, attempts to represent these different levels of trust. Trust
can be very personal and is therefore difficult to quantify.

An explanation of the colours found in the summaries is given in table 5.5. If an HCI-S
criterion is not met, then 0 is added to the overall score for a component (red). Green
means the criterion has been met and 100% of the weighting is added to the score.
Orange is between green and red. In this case 50% of the possible weighting for a
criterion is added to the score.

Table 5.5 Key

Colour Explanation Influence on weighting
Red Criterion has not been met. 0% of weighting
Green Criterion has been met. 100% of weighting
Orange In some instances the criterion |50% of weighting

has been met, in other instances

it has not.

Gray Criterion is not applicable for this

component.

Each criterion is given a weighting for each component of the ICF. For example, in the
activation component five criteria are used. This means that each criterion has a 20%
weighting — 20% x 5 criteria = 100% total weighting.

The results of the activation component are presented in the next section.

5.7.1 Activation of ICF

During the activation process the ICF was compared against five of the six HCI-S criteria.
The criterion of Errors has been left out. This is because during the testing of the ICF no

error messages were generated. This does not mean, however, that it is error-free.
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Table 5.6 Activation of ICF

Criteria Conclusion Impact
Convey features NO The user is not aware of 0%
o e L
(20% weighting) | 1 | is not explained. what the ICF is.
Visibility of NO The user may not know 0%
sysotem s.tatu_s It is not clear from the interface | that the ICF is active or
(20% weighting)
whether the activation of the ICF if it is inactive.
was a success and that the new
network connection is now
protected by the ICF.
Learnability YES When creating a new 20%

(20% weighting)  Activation is intuitive and easy.  connection, the ICF will
probably be activated by
the user.

Aesthetic and YES The user will not be 20%
minimalist design The user is not bombarded with  swamped with
(20% weighting)  too many details. Technical information.

information is kept to @ minimum.

Errors An environment which generated

errors could not be created.

Satisfaction Partial If the user is aware of 10%
(20% weighting) Quick and easy to activate, which the ICF, they may
leads to Satisfaction. However, |decide to ignore it or to
the user is not aware of what the |purchase a different

ICF is or why it is important. firewall.

Does the interface lead to trust being developed?

Trust A 50% level of trust has been | Total 50%
(100% weighting)

developed.

EREn fyl_llsl .
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The main reason why so few criteria are met during activation is that the user is not

informed of the purpose of the ICF. It is also not clear to the user that the activation was a

success (figure 5.6).

5.7.2 Configuration of ICF

The results of the analysis of the configuration component are presented in the following

table:

Table 5.7 Configuration of ICF

Criteria Conclusion Impact
Convey features YES A user with some 20%
Az TRE ) More information is provided technical knowledge
under the Advanced Settings would be able to
window (figure 5.12). A understand what
description for each 'ICMP' is features of the ICF can
also given. be configured.
Visibility of NO The user will not be 0%
LI s_tatl{s It is not evident whether or not aware of what the ICF
(20% weighting)
the ICF has been working is doing. Unless the
correctly. A user would need to  user manually checks
manually check a text file in order the log file, they will not
to see which packets have been know if the firewall
dropped by the ICF. blocked any suspicious
activity.
Learnability NO Most users will not be 0%
(20% weighting)  The advanced features of the able to configure the
ICF are complex and would be ICF.
difficult for a user to understand.
Aesthetic and YES The user will find the 20%
minimalist design The windows have a neat clean  windows pleasing to the
(20% weighting)  layout. eye.
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Criteria Conclusion Impact

Errors An environment which generated

errors could not be created.

Satisfaction NO Many users may not 0%
(20% weighting)  The configuration of the ICF will  configure the ICF or
not be a Satisfying experience for examine the log file.
most users. The settings are

difficult to find and the advanced

functions are confusing.

Does the interface lead to trust being developed?

Trust A 40% level of trust has been Total 40%
(100% weighting)

developed.

The configuration options of the ICF are difficult to find. It is also not obvious to a user
that the advanced settings, e.g. 'Services' and 'ICMP’ (figures 5.12 and 5.14), apply to the
ICF. The activity of the ICF can be optionally logged in a text file. It is unlikely that a user
will bother to open the text file and if they do, they probably will not understand it. These
factors contribute to the ICF only meeting two of the possible six HCI-S criteria in table
5.7.

5.7.3 Operation of ICF

As was seen during the analysis of the ICF, the operation component scored poorly
according to the HCI-S criteria. The results are shown in the following table:

Table 5.8 Operation of ICF

Criteria Conclusion Impact Score
Convey features NO The user is not 0%
o L
(20% weighting) The ICF is not explained. aware that a firewall
is available.
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Criteria Conclusion Impact Score
Visibility of NO It is easy for the 0%
system status : . . .

(20% weighting) It is not obvious if the ICF is user not to be
active or working. The user is aware of the ICF.
provided with little feedback.
Learnability YES If the user knows 20%
(20% weighting)  Turning the ICF on and off is that they have a
easy. firewall, they will
probably be able to
turn it on and off.
Aesthetic and NO It is very difficult to 0%
minimalist design The ICF does not have an fine-tune the ICF
(20% weighting)  interface while it is active! during operation.
Errors An environment which generated
errors could not be created.
Satisfaction NO Users may consider 0%
(20% weighting)  Most users will not even be purchasing a
aware that their computers can | firewall which
be protected by the ICF. If the provides more
ICF is active, the users will not feedback.
know if it is dropping packets.
Does the interface lead to trust being developed?
Trust A 20% level of trust has been Total 20%
(100% weighting) developed.

When it comes to operation (table 5.8) of the ICF, the interface is limited. The user is not

made aware of the status of the ICF.

Overall the ICF scores poorly in establishing trust:

50%
40%
20%

during activation
during configuration

during operation
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This gives the ICF an overall score of 37% (110 divided by 3 components). An overall
score below 50% means that less than half of the criteria have been met. An interface
which meets so few criteria is inadequate. If the overall score is between 50% and 60%,
then the interface has scored below average. An overall score of 60%-70% is average. A
score of 80%-90% means that the interface is above average and has met most of the
criteria. A score above 90% is an excellent interface. The impact of the scores is shown
in the following table.

Table 5.9 Description of scores

Overall score Description Impact

0%-49% Inadequate interface The user will avoid using the interface,

which will lead to weak security.

50%-59% Below average interface  The interface will confuse and frustrate
the user.
60%-69% Average interface The user will tolerate the interface if

they really need to use the program.

70%-85% Above average interface  Most of the interface will be easy to use.
One or two aspects of the interface may

irritate the user.

86%-100% Excellent interface The user will enjoy using the interface.
The implementation of security features

by the user is easy and intuitive.

The interface of the ICF has therefore scored poorly. This means many users will not be

aware of the ICF. If users are aware of it, they will find it difficult to configure and operate.

The HCI-S criteria are not infallible and their limitations are discussed in the next section.

5.8 Advantages and disadvantages of the six HCI-S criteria

The HCI-S criteria are not fool-proof and have some limitations. Based on this chapter's
analysis, the following advantages and disadvantages have been identified.
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One of the first advantages of the criteria is that there are only six criteria to remember.
This means that when developing a new interface, a software engineer can keep the HCI-
S criteria at the back of his or her mind. The criteria are also simple and easy to
understand, which also leads to the easy recollection of the criteria.

Any interface can be analysed in a short time frame because there are only six criteria.
The resulting analysis will give guidance as to the strengths and weaknesses of the
inertfase dcbrartatfe aof el Bil-S serderity [getispettieecriteria emphasise the importance of
both usability and security. This helps a developer maintain the balance between security
and usability.

When it comes to the limitations of the criteria, one disadvantage is that the criteria only
provide a high level description of what is desired. Details are not provided. For example,
the criterion of Convey features does not inform the developer exactly how to convey the
security features. The developer needs to decide how to do this. Articles and design
criteria are available which can assist a developer in this regard [USABO02]. These
resources fall beyond the scope of this dissertation.

A second disadvantage is that the criterion of Satisfaction is difficult to quantify. One user
may feel a sense of enjoyment when using a security feature, while another may be totally
dissatisfied with exactly the same feature. This could be due to users' past experiences or
personal preferences.

Another weakness is that the HCI-S criteria may be adequately met by the interface but
the actual coding of the program could be weak, leading to a false sense of security.
Applying the HCI-S criteria will not improve the technology behind the interface.

The HCI-S criterion of Trust is not solely dependent on the interface. The interface plays
an important role in developing trust. However, factors such as the company’s brick and
mortar reputation also play a large role. Applying the HCI-S criteria cannot be viewed in
isolation but need to be part of a larger company-wide strategy aimed at developing and
growing customers’ trust.

5.9 Conclusion
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In this chapter the three components of activation, configuration and operation of the ICF
were analysed according to the HCI-S criteria. This means that the first objective of this
chapter has been met. Based on this analysis, a trust percentage figure for each
component, and a total trust percentage for the entire interface was calculated. This
figure has helped to identify the strengths and weaknesses of the interface so that in the
following chapter recommendations can be made. These calculations have enabled the
second objective to be met. During the analysis of the interface various advantages and
disadvantages of the criteria were uncovered. These advantages and disadvantages
have been highlighted and discussed, thus meeting the third objective. By meeting these
objectives it has been shown that the HCI-S criteria can be used successfully in a real-
world situation. The goal of the chapter has therefore been achieved.

The ICF is a powerful piece of software and a good addition to the Windows XP operating
system. Even though the ICF did not obtain an adequate percentage according to the
HCI-S criteria, it is an important step in ensuring that firewall software is used by all users.
However, because of its poor interface, it is unlikely that the ICF is used by most users.
As was highlighted in the ABSA case, the importance of security features is growing.
Hopefully in the next version of Windows the interface of the ICF, especially the operation,
will have been improved.

In the following chapter some recommendations are made on how the HCI-S of the ICF
can be improved.
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Chapter 6
Recommendations for Windows XP’s
Internet Connection Firewall

6.1 Introduction

In the previous chapter the interface of the Windows XP’s Internet Connection Firewall
was analysed. It is evident from chapter 5 that a number of the HCI-S criteria are not

completely satisfied by the current interface of the ICF.

The aim of this chapter is to show how the ICF’s interface can be changed to improve the
security of a system by making it easier to use. In order to achieve this goal three
objectives are set. The first objective is to improve the interface during the activation of
the ICF, which should lead to a higher level of trust and better security. The second
objective is to modify the interface so that the configuration of the ICF is easier. The third
objective is to change the interface during the operation of the ICF so that it is more

intuitive to use and that the user is made aware of the presence of the ICF.

There are different types of users who respond differently to interfaces. For this
dissertation a distinction needs to be made between non-technical users and technical
users. This distinction is necessary because the non-technical user does not have the
same technical background as a technical user. There are certain security features in the
firewall which should be used by all users and other features which a non-technical user
cannot be expected to understand. By 'non-technical user' is meant a user who does not
have in-depth computer knowledge. An example of a non-technical user is a business
executive who is not involved in the IT sector and who uses computers for tasks such as
email, word processing and Internet access. A technical user is someone who possesses
comprehensive computer skills and is familiar with advanced computer concepts such as

SSL, IP addresses, packets and secure servers.

In this chapter some recommendations are made for the interface of the ICF based on the
criteria for a successful HCI-S (chapter 4). Following from these recommendations a new
interface for the ICF is proposed. In chapter 5 the ICF was divided into three areas -

activationrof:theslCF;-configuration of the ICF and operation of the ICF. In this chapter
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recommendations are made in the same three areas (figure 6.1).

Activation Configuration Operation

Fig 6.1 Chapter layout

Some of the screen grabs in this chapter are the same as the images in chapter 5. These
duplicates have been included to make it easy to compare the existing interface with the
proposed interface.

6.2 Activation

As was seen in chapter 5, the activation of the ICF is simple and easy. The user is given
the option to turn the ICF on via a check box during the New Connection Wizard (figure
6.2). However, the ICF is not explained at this point, which leads to a lack of Trust as the
user may not be aware of the function of a firewall. The Learnability of the system has
also been hindered by the lack of an explanation of the firewall. It is difficult for the user to
learn how to use the ICF when they do not even know what it is. The proposed changes
are shown in figure 6.3.

[ N - ; 6.2

New Connection Wizard
*'ou will need an account name and password to gign in to your Internet account, EXIStIng
| ' A ¥ iInk b
5
*r'ou will need an account name and pazsword Lo sign in to wour Internet account, -’@
Type an ISP account name and password, then wiite down this information and store it in a / f
zafe place. [If you have fargatten an existing account name or pazsward, contact your ISP InStalla tlon
Tuvpe an [SP account name and password, then wiite down this information and store it in a
A ] WIndOW zafe place. [If you have forgotten an existing account name or password, contact your ISP,
: ohn
Passward: sssnee Of the ICF User name: John
Canfirmn passward: eerene F . Pazsword: ssesen
1
Use thiz account name and pazsword when anyone connects to the Internet from g Confirm password: cosecs|
this computer

Make this the default Internet connection 6. 3 Lrlfse thiz account name and pazzword when anyone connects to the Internet from

thiz computer
Turn on Intemet Connection Firewall for this connection Proposed Make thiz the default Internet connection

. . Turn an Interet Connection Firewall far this connection
<Back H Hext > ] [ Cancel ] Installa tlon [The Intermet Connection Firewall prevents ilegal access ?
ta this computer over a network. [tis reommended that Tell me mao
. the ICF is always active.]
window of
the ICF < Back Mext > Cancel
V4

In order to satisfy the HCI-S criteria of Trust and Learnability, it is recommended that a
brief explanation of the ICF be given at this stage (figure 6.3). An example of a possible

71

www.manaraa.com



Recommendations for the Internet Connection Firewall

explanation of the ICF is: "The Internet Connection Firewall prevents illegal access to this
computer over a network. It is recommended that the ICF is always active." This
statement stresses the importance and function of the ICF. The user will now Trust the
system more as the purpose of the ICF has been explained. A link should also be present
that provides more detailed information. This detailed information will aid the Learnability
of the system. A graphic of a wall has been introduced to improve the aesthetics of the
window and to draw the user's attention to the firewall. This graphic is used later on to

depict the presence of the ICF.

Once the ICF has been successfully activated, additional icons and text appear next to the
connection in the existing Network Connections window (figure 6.4). These icons are
small and, as was seen in chapter 5, the Visibility of system status is poor. In order to
meet the criterion of Visibility of system status, an extra graphic and highlighted text (in
red) have been added to the proposed interface (shown in figure 6.5). This draws the

user's attention to the presence of the ICF on a network connection.

*s Network Connections r. ”'I:I I['S_(I
: — Broadband
: File Edit ‘iew Favorites Tools  Advanced  Help ‘.'
: o ; o . “®m"
: O > l_ﬁ P Search ||~ Folders / ﬂ_ﬂﬁ Y adsl
p oz . .
: Address |t:; Metwork Connections / Vl Go :J-" DISEDHI—!EFtEdJ Firewalled
“ WAR Miniport (PPPOE)
Broadband
Network Tasks

&) .
L 4 adsl

@ Slestaslelcanneshoy m Connected, Firewalled FI 6 4 EXIStIn Network

) Set up a home or small i)o WY AN Miniport (PPPOE] h- g - g

7 affice netwark

Connections window

Dial-up

See Also A —
cl Icon
iJ Metwork Troubleshooker *‘ﬂ Disconnected, Shared
b |_;/L Duxbury ¥, 90 External Modem

other Places ¥ LAN or High-Speed Internet

cl Local Area Connection

Enabled
) m_ MNYIDIA nF MICP Metwarkin, ..
(- niForce etworkin

Details S

Network Connections
System Folder

3 objects

Fig 6.5 Proposed Network Connections window

In the next section recommendations are made on how the interface can be improved

during the configuration of the ICF.

6.3 Configuration

A number of changes can be made to the interface during configuration to improve the
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level of trust generated.

6.3.1 Icon properties

Once the ICF has been activated the user may need to configure it. Figure 6.6 shows the
existing configuration window for the ICF. Figure 6.7 shows a screen shot of the proposed

new configuration interface for the ICF.

£~ |con Properties

£~ Icon Properties

General | Optionz | Security | Metwarking | Firewall

i i i Advanced
Gieneral | Optians || Security | Metwarking About the Intermet Connection Firewall

Internet Cannection Firewal L-? The Internet Connection Firewall prevents llegal access
o ; to this computer from the Internet. It is recommended
Protect my computer and network by limiting or preventing that the ICF is ahways active. Tel me mors

access to thiz computer from the [ntermet

Learn mare about [nternet Connection Firewall. Bhelun of e liemeh Ermrmeetm Fierel

Internet Connection Sharing

Al ather network. ugers to connect through this Ul Il Gt sueatimn Firzsea s el

computer's Intemet connection ACTIVE Turn [CF aff
[] Establish a dial-up connection whenever a computer on lewye) eitizmsts s cmmess ik semmuss levs e
iy network, attempts to access the Internet 5

blocked in the past week. iew details

[ Allows ather netwark. users to control ar dizable the
shared Intemet connection

Learn mare about [ntermet Connection Sharing. Canfigur the Intamet Connection Firawall

-?ML To configure the Intermet Connection Firewall

If you're ot sure how to set theze properties, use

L
0 Click here
the Metwork, Setup 'Wizard ingtead. Settings... J

[ OF. H Cancel ] [ ok, H Cancel l

Fig 6.6 Existing HCI-S for the ICF Fig 6.7 Proposed interface for the Internet
Connection Firewall [PUZZLE] [QUEST]

In the proposed interface (figure 6.7), the tab has been changed from 'Advanced' to
'Firewall'. Many technical users avoid any buttons or tabs with the word 'Advanced' on
them. Some users feel that 'Advanced' settings should not be changed or explored as
they only need to be used by technical users who are using their computer for out-of-the-
ordinary tasks. The ICF, however, is not an advanced feature, but rather a standard
feature that should be used by all users. The proposed interface (figure 6.7) focuses only
on the ICF, unlike the existing interface which also deals with Internet Connection Sharing.
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As was seen in chapter 5, the process to view the existing interface (figure 6.6) of the ICF
is long and convoluted. In order to solve this problem there are three methods to view the
proposed interface (figure 6.7) for the ICF:
1. Clicking on the 'F' in the system tray.
2. Selecting the ICF in the Windows Control Panel. This means that a new icon
would need to be added to the Windows Control Panel for the ICF.
3. Clicking on the ICF tab when the user is reviewing any network connections, e.g.

Internet connections or LAN connections.

These three methods are intuitive because they follow standard Windows XP user
interface conventions. If a user is familiar with the Windows operating system then they
should be able to open up the configuration window for the ICF. This aids the Learnability

of the proposed interface.

The interface in figure 6.7 has an Aesthetic and minimalist design. This can be seen by
the simple layout and it contains only relevant information for the ICF. The graphics make
the window more interesting and less intimidating. The interface is as uncomplicated as
possible and easy to Learn. This is because the window is based on recognition and not
on recall. This means that the user does not need to remember how the ICF works but
rather recognises what the functions do. The content of the window has been broken up
into three parts — 'About the Internet Connection Firewall', 'Status of the Internet

Connection Firewall' and 'Configure the Internet Connection Firewall'.

'About the Internet Connection Firewall' provides a brief explanation of the ICF along with
a link to the Windows XP help file, which provides more information for the non-technical
user. In addition to this, a web address is given in the help file which points the technical
user to comprehensive, detailed and technical information on the ICF. The question mark
graphic represents more information and draws the attention of the user to where more

information can be found.

'Status of the Internet Connection Firewall' conveys the status of the firewall. The Visibility
of system status is clearly displayed by the green 'Active' statement. The user is also
informed of any possible hacking attempts. In this example '5' possible hacks have
occurred. This encourages the user to Trust the ICF as they can see it working. A link,
"View details' is given which opens up the Log window (figure 6.11) which gives the exact

details of the possible hacking attempts.
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'Configure the Internet Connection Firewall' provides a link to the 'Settings' window (figure
6.9). The graphic of puzzle pieces helps to convey to the user that this section of the
interface is concerned with the configuration of the ICF. Both technical and non-technical
users can configure the ICF. Some configuration features, as discussed in the next
section, would only be used by a technical user.

6.3.2 Advanced settings

In the existing ICF interface (figure 6.8) the advanced settings are divided into 'Services',
'Security Logging' and 'ICMP'. These settings are used to configure the ICF to work
correctly under different circumstances. For example, the computer running the ICF may
also be used as a web server. This means that certain packets, which would normally be
blocked by a firewall, need to be allowed through. In the existing Advanced Settings
interface (figure 6.8) it is not clear that these settings are for the ICF and will probably only
ever be used by technical users.

oting PX

Services | Security Logging | ICMP Corfiguration | Log | Advanced Services | Advanced ICMP

Select the zervices running on your network, that [nternet uzers can
access. Configure the Internet Connection Firewall

Services Below iz a list of computer programs ingtalled on this computer
B FTP Server which require access to the Internet ko function correctly.

L1 Intemet Mail Access Protocol Version 3 (IMAP3) Tick the corezponding box if pou want the Intemet
[ Intermet Mail Access Pratocal Yersion 4 [IMAPS) Connection Firewall to allow this program to have access to
O Internet Mail Server [SMTF thie Irtermet.

[ Post-Office Protocal Yersion 3 (POP3)
O Remate Desklop
O Secure'web Server [HTTPS)

If you are not sure, do NOT tick the coresponding bos.
Click on the Tel me more link for more information,

O Telnet Server . . .
[ web Server HTTP [ llows [Mail [e-mail server] access to the Intemet _
Tell me rmore
sdd.. | [ Edt. |
I 0K l [ Cancel ] [ oK ] [ Cancel

Fig 6.8 Existing Advanced Settings window  Fig 6.9 Proposed ICF interface —
configuration [MAIL]

In the proposed ICF interface the Settings window has been divided into 'Configuration’,
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'Log', 'Advanced Services' and 'Advanced ICMP' (figure 6.9). This is similar to the existing
ICF interface except that there is an extra tab 'Configuration' and the window has been
renamed 'Settings' instead of 'Advanced Settings'. These changes have been made in
order to convey to the user that some of the settings are not advanced and can be used
by a non-technical user. This aids the Learnability of the interface as the non-technical

user will explore these settings.

The four tabs of 'Configuration’, 'Log' , 'Advanced Services' and 'Advanced ICMP' will now

be looked at.

6.3.2.1 ‘Configuration’ tab

The 'Configuration’ tab, shown in figure 6.9, allows users who have a limited knowledge of
computers to configure the firewall. This is done by listing all the programs which are
installed on the user's computer whose network traffic may be blocked by the ICF. For
example, figure 6.9 shows that an IMail email server has been installed on the computer.
For this email server to work correctly, the ICF must allow certain packets which it would
otherwise have blocked. The user is asked to tick the corresponding box if they want to
allow a program to have access to the Internet. A 'Tell me more' link is provided which

gives more detailed information.

Figure 6.9 also has an Aesthetic and minimalist design. Only relevant information is
displayed and the user is not bombarded with too many options. This is achieved by only
displaying programs which are currently installed whose functionality (sending and
receiving over the network) may be blocked by the firewall. This will also draw the user's
attention to any program which is installed of which they are not aware. By default all
programs are blocked by the firewall (excluding Internet Explorer, Outlook and Outlook
Express). The user is told not to allow access to a program if they are unsure.

6.3.2.2 ‘Log'tab

In the existing Log window (figure 6.10) the tab is called 'Security Logging'. In the
proposed Log window (figure 6.11) the tab is now only called 'Log'. This is because in the
proposed ICF interface it is obvious that the 'Log' relates to the Internet Connection

Firewall.
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Logaing Options:

Log dropped packets

[] Log successful connections

Log file ophiona:

Marne:

C:AwWIMDOwShpfirewall log

Browsze...

kB

Size limit:
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Canfiguration

Lag

Log | sdvanced Services

Advanced ICMP

Items in red may indicate an attempted hack of thiz compter
or the presence af a wirus on this computer. Click an the
Tell me more link far more information,

Date Time | Type

|Descri|1tion

211102002 13:14:34 | Internet
21112002 123215 | ebal
211172002 16:19:58 |Ping
211142002 16:19:53 |Echo

Receiving of data blocked
Sending of email blocked

Receiving of data blocked
Receiving of data blocked

4096 :
211172002 16:19:58 | Intemet

5

Sending of data blocked

illegal attempts to access this computer have been
blacked in the past week.

| ]
l Tell me more

[ Clear the Log

[ Restore Defaults ]

[ (18 H Cancel l [ 0OF. H Cancel ]

Fig 6.10 Existing Log window Fig 6.11 Proposed Log window

The existing ICF interface uses a text log file which is not easy to view (figure 6.12). The
user has to manually find and open the text file in Windows Explorer. The content of the
log file is also not easy to understand. As can be seen in figure 6.12 the log file is a

'ljumble' of numbers and letters which very few users are able to understand.

#Verson: 1.0

#Software: Microsoft Internet Connection Firewall

#Time Format: Local

#Fields: date time action protocol src-ip dst-ip src-port dst-port size tcpflags tcpsyn tcpack
tcpwin icmptype icmpcode info

2003-08-20 23:08:28 DROP TCP 192.168.0.18 207.46.106.147 3517 1863 48 S 203404049 0 16384 - - -
2003-08-20 23:10:54 DROP TCP 12.65.32.108 165.165.193.96 1916 135 48 S 3491847400 0 8760 - - -
2003-08-20 23:15:20 DROP ICMP 165.166.232.195 165.165.193.96 - - 92 - - - - 8 0 -

2003-08-20 23:21:01 DROP UDP 168.103.238.65 165.165.193.96 1186 1434 404 - - - - - - -

2003-08-20 23:21:05 DROP ICMP 165.165.135.148 165.165.193.96 - - 92 - - - - 8 0 -

Fig 6.12 Existing log file

In the proposed interface (figure 6.11) the log file is interpreted for the user. The user is
told of the date, time, type and description of the incident.
dropped on 21/11/2002 at 16:19:58.
description of 'Receiving of data blocked'.

For example, a packet was
The type for this log item is 'Ping' and has a
This is easier for a user to understand
compared to the existing log file. The type is there for the technical user so that they can
quickly identify the nature of each log item.
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Log items which have the potential to be more serious, for example an email program
trying to send an email which the user is not aware of, are highlighted in red. A 'ping'

request is unlikely to be an attempted hack. It is therefore not in red.

These modifications add to the Satisfaction of using the ICF as a user can quickly and
easily see any attempted intrusions. This log will also hopefully add to the Trust of the

system as the user is able to see the ICF in action.

Visibility of system status is a crucial criterion in an HCI-S. The information in figure 6.11

will assist in fulfilling this criterion.

6.3.2.3 ‘Advanced Services' and 'Advanced ICMP’ tabs

The proposed Advanced Services (figure 6.14) and proposed Advanced ICMP (figure
6.16) windows are similar to the existing ones (figures 6.13 and 6.15). This is because the
usability of these windows is adequate for the technical user. These windows would only
be accessed by a technical user who understands firewalls. The proposed ICF
configuration window (figure 6.9) is a compromise, which allows the non-technical user to

have access in a user-friendly manner to some of these advanced features.

Advanced Settings @§| : 5¢]
= Settings @§|
Semices | Security Logg |CHP i
Ecunty Lodaing Configuration | Log | Advanced Services | Advanced ICMP
Select the services running on your network that Intemet users can
access. Select the zervices running on the netwark, that [nternet users can
Services ARGRSS.
B FTP Server Services
I Internet Mail Access Protocal Wersion 3 [IMAP3)
O Internet Mail Access Protocol Wersion 4 [IMAPY) [ Internet Mail &ccess Protocal Yersion 3 [IM&P3)
[ Intemet Mail Server [SMTF) [ Internet Mail &ccess Protocal Version 4 (IM&P4)
O Post-Office Protocol Version 3 [POP3) O Intemet Mail Server [SMTF)
[ Remate Deskiop [0 Post-Office Protocal Yersion 3 [(POP3)
O Secure Wweb Server [HTTPS)] [0 Remote Desktop
L Telnet Server O Secure'w'eb Server (HTTPS)
O b Server HTTF) O Telnet Server 2
[ “web Server HTTF) "
Tell me more
[ add. || Ed. |
add. | [ Ed. | | ok ][ cancel |
I Ok ] ’ Cancel ]
Fig 6.13 Existing Advanced Services Fig
6.14 Proposed Advanced Services
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One difference between the proposed (figure 6.14) and existing Advanced Services
window (figure 6.13) is the large question mark and 'Tell me more' link on the proposed
interface. This link leads the user to the help file where more detailed information is given
on what services are, and how to add, edit and delete them.

A similar question mark along with a "Tell me more' link has also been placed prominently
on the proposed Advanced ICMP window (figure 6.16). Detailed instructions on how to
use the ICMP are also provided in the help file.

Services | Security Logging | ICMP Corfiguration | Log | Advarced Services | Advanced ICMP

Internet Control Meszage Protocol [ICMP] allows the computers on
a hetwork to share error and status information. Select the requests
for information from the [ntermet that this computer will rezpond to:

Internet Control Meszage Protocol [ICMP) allovs the computers on
a hetwork to share errar and statuz information. Select the requests
for information from the Intermnet that thiz computer will respond to;

B Allow ir'||::|:|l'|'|ir'|g echo requesk

B Allow incoming echo request

[ Allows incoming tmestamp request

O Allow imcarning mask request

[ Allows incoming rauter request

O Allows cutgoing destination unreachable
[ Allows cutgoing source quench

O Allow incoming timestamp request

[ Allow incoming mask request

O Allow incoming router request

O Allow outgoing destination urreachable
[ Allow outgaing source quench

O &llow outgoing parameter problem O &llow outgoing parameter problem ’?
. . L ]
[ &lows outgoing time exceeded O Allaw outgoing time excesded Tell me more
O Al redirect O Allaw redirect
Description: Description:

teszages sent ta thiz computer will be repeated back to the
zender, Thiz iz commonly uged for troubleshooting, for example,
to ping a machine.

teszages sent ta thiz computer will be repeated back to the
gender. Thiz iz commonly uzed for troubleshooting, for example,
to ping a machine.

[ Ok, H Cancel I Ok H Cancel ]

Fig 6.15 Existing ICMP window Fig 6.16 Proposed Advanced ICMP window

In the next section, recommendations are made in the crucial area of the operation of the
ICF.

6.4 Operation

As was seen in chapter 5, the existing interface of the ICF does not clearly inform the user
of the status of the ICF. The interface during the operation of the ICF is non-existent. The
user does not know if the ICF is active or what the ICF is doing. = This means that the
user is unlikely to Trust something of which they are not aware. The lack of an interface
during operation also hinders the Visibility of system status, and limits the Satisfaction a
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user gets from using the ICF.
A number of recommendations follow in the next paragraphs which aim to improve the

operation of the ICF.

In the proposed interface a message box is displayed as soon as a network connection is
used that is not protected by the ICF, warning the user. The user then has the option to
ignore the warning or activate the ICF. Clicking on the ‘More Info’ button brings up
additional details on what the ICF is and why it is important to activate it. The message
box aids the Visibility of system status as the user is informed of the status of the ICF on a

network connection. Figure 6.17 shows a proposed message box.

Microsoft Internet Explorer, §|

] 'f The Internet Connection Firewall [ICF] iz not active on this connection.  Thiz means an illegal uzer may be able
L ta gain access ba your campltar over a nebwaork.

[] Do not wam me again

| ok | |[activatelcF | | Moelnfo

Fig 6.17 Proposed message box - ICF not active

In the proposed interface an icon is also added to the system tray whenever the ICF is
active, in this case an ‘F’ for firewall (figure 6.18). Clicking on the 'F' brings up the firewall
window (figure 6.7). Windows users are already familiar with the system tray and should
be comfortable with the operation of these icons. This aids the Learnability of the
proposed interface. A user also expects any running programs to be in the system tray on
the task bar.

,JrJ Firewall is active

Fig 6.18 Proposed icon in the system tray

If a program that has not been configured by the user (figure 6.9) attempts to send data
over a network connection, then the ICF warns the user via a proposed message box
(figure 6.19). The user can turn this option on and off.
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Microsoft Internet Explorer, E|

! "_-. The prograr '"webBrowser" has requested access to the fallowing website: httpe A fwiey. example. comdz1.php

Do you want to allow this connection?

Yes l [ Mo ] [ Mare Infa

[] Always allov ‘WebBrowser access to the Intemet.

Fig 6.19 Proposed message box — notifies the user of requested connections

In the next section the proposed interface's trust weighting will be determined and
compared to the existing interface’s trust weighting.

6.5 Comparison between existing and proposed HCI-S

In the previous chapter the existing interface for the ICF was analysed according the
HCI-S criteria and a 'trust weighting' was calculated. In this section the proposed interface
is subjected to the same weighting mechanism. The goal is to see if the proposed
interface has a higher level of trust than the existing interface. A higher score indicates an
interface which is more likely to be successfully used by a user. The scores are calculated
for the interface in the areas of activation, configuration and operation. A final combined
score will then be calculated.

Text in red indicates a criterion that has not been met, green indicates that the criterion
has been met and orange shows that in some cases the criterion has been met and in
others it has not. (Refer to table 5.5 in chapter 5 for more detail.)

6.5.1 Activation of ICF — proposed interface

Table 6.1 below refers to the activation of the ICF. At the end of the table both the

existing and the proposed interface scores are given.
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Table 6.1 Activation of ICF

Criteria Existing interface Proposed interface New
score
Convey features NO YES 20%
o L
(20% weighting) The ICF is not explained. The 'Tell me more' links
inform the user of the
security features.
Visibility of NO YES 20%
system status , . . .
(20% weighting) It is not clear from the interface |Extra graphics, which are
whether the activation of the easy to see, have been
ICF was a success and that the ladded to show when a
new network connection is now connection is protected by
protected by the ICF. the ICF.
Learnability YES YES 20%
(20% weighting) Activation is intuitive and easy. Ease of use is maintained.
Aesthetic and YES YES 20%
minimalist design The user is not bombarded with  The simple design during
(20% weighting) too many details. Technical activation has been
information is kept to a retained.
minimum.
Errors An environment which Proposed interface should
generated errors could not be |not generate any new
created. errors.
Satisfaction Partial YES 20%

(20% weighting)

Quick and easy to activate,
which leads to Satisfaction.
However, the user is not aware
of what the ICF is or why it is

important.

The ICF is explained in
detail and the successful
activation of the ICF is
easily noted by the user.

Does the interface lead to trust being developed?
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Criteria Existing interface Proposed interface New
score
Trust A 100% level of trust has
(100% weighting) been developed.

During activation the proposed interface attains a 100% level of trust according to the HCI-
S criteria. This is an improvement over the 50% level of trust scored by the existing
interface. The main reason for this improvement is that in the proposed interface the user
is informed of the purpose of the ICF, while in the existing interface the ICF is not

explained. This is a small change which makes a huge impact on the level of trust.

The score of 100% means that the user will find the implementation of security features
easy and intuitive. A score of 100% does not mean that the interface is perfect. It means
that it has adequately met the HCI-S criteria. However, it can still be improved. The
important consideration with the weighting is whether it has increased or decreased.

6.5.2 Configuration of ICF — proposed interface

Table 6.2 below shows the improvement of the proposed interface over the existing
interface during configuration.

Table 6.2 Configuration of the ICF

Criteria Existing interface Proposed interface = New score
Convey features YES YES 20%
(20% weighting)

More information is provided | Existing help is

in the help file for the maintained and
Advanced Settings window additional information
(figure 6.13). A description given.

for each 'ICMP' is also given.
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NO YES 20%
It is not evident whether or Text file has been
not the ICF has been working interpreted for the user
correctly. A user would need |(figure 6.11) and a
to manually check a text file | summary given (figure
in order to see which packets 6.7) of the firewall’s
have been dropped by the activities.
ICF.

NO Partial 10%
The advanced features of the Figure 6.9 is a
ICF are complex and would | compromise which
be difficult for a user to gives the non-technical
understand. user access to some
advanced features.
However, some
features (figures 6.14 &
6.16) are still complex
and difficult for the non-

technical user to

understand.
YES YES 20%
The windows have a neat Clean layout has been
clean layout. kept; additional

windows have the

same look and feel.

An environment which Proposed interface
generated errors could not be | should not generate

created. any new errors.
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Criteria Existing interface Proposed interface | New score
Satisfaction NO Partial 10%
(20% weighting) | The configuration of the ICF | The satisfaction of

will not be a Satisfying using the interface has
experience for most users. been improved as the
The settings are difficult to user is better able to
find and the advanced see what the ICF has
functions are confusing. been doing (figure

6.11). However, some
features are still difficult

to use.

Does the interface lead to trust being developed?

Trust A 40% level of trust has been| An 80% level of trust
(100% weighting)

developed. has been developed.

During the configuration of the ICF the proposed interface scores an 80% level of trust.
This is a huge improvement over the existing interface. This score indicates that most of
the security features will be easy to use, but there are still some aspects (e.g. the

advanced features) which may be difficult and confusing to use.

The Learnability of the proposed ICF interface is not completely met due to the
complicated advanced settings needed for a firewall to work correctly. In the proposed
ICF interface a compromise has been suggested by having a separate configuration
window (figure 6.9) which allows the non-technical user to set up some of the features of
the ICF. However, the advanced services (figure 6.14) and advanced ICMP (figure 6.16)

are still needed.

6.5.3 Operation of ICF — proposed interface

During the operation of the ICF the interface is non-existent. This means that the
proposed interface is a huge improvement. This is shown in table 6.3 below.
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Table 6.3 Operation of the ICF

Criteria Existing interface Proposed interface New score
Convey features NO YES 20%
o L
(20% weighting) The ICF is not explained. More information is
available by clicking on the
'F' in the system tray.
Visibility of NO YES 20%
system status . . . . -
(20% weighting) It is not obvious if the ICF is | Visibility of system status
active or working. The user is clear through the use of
is provided with little an icon in the system tray
feedback. (figure 6.18) and via
message boxes (figures
6.17 & 6.19).
Learnability YES YES 20%
(20% weighting) Turning the ICF on and OFF The use of icons in the
is easy. system tray is familiar to
most users. This aids the
Learnability of the ICF.
Aesthetic and NO YES 20%
minimalist design The ICF does not have an  The user is only made
(20% weighting) interface while it is active!  aware of the ICF when
necessary.
Errors An environment which Proposed interface should
generated errors could not  |not generate any new
be created. errors.

Ol LaCu Zyl_i.lbl
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Criteria Existing interface Proposed interface New score

Satisfaction NO YES 20%
(20% weighting) Most users will not even be  The inclusion of the icon in
aware that their computers | the system tray should

can be protected by the ICF. [improve the user's

If the ICF is active, the users  experience.

will not know if it is dropping

packets.

Does the interface lead to trust being developed?

Trust A 20% level of trust has A 100% level of trust has
(100% weighting)

been developed. been developed.

The proposed interface during operation obtains a score of 100%. The main reason for
the major improvement in score is that the HCI-S criteria of Convey features and Visibility
of system status have now been met. This leads to the criterion of Satisfaction also being

met.

Now that activation, configuration and operation have been looked at in detail, a summary

is given in the next section.

6.5.4 Trust weightings summarised

Overall the proposed interface has a trust weighting of 93% (table 6.4). This is a vast
improvement over the existing interface. A higher trust weighting indicates that the
interface is more intuitive, easier to use and understand, and will foster a higher degree of
trust in the user. The greater the degree of trust a user has in a security feature, the more
likely they are to implement it.

Table 6.4 Summary

Existing interface Proposed interface
Activation 50% 100%
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Existing interface Proposed interface
Configuration 40% 80%
Operation 20% 100%
Average 37% 93%

The HCI-S criteria have been successfully used to analyse and make recommendations for the
interface of the ICF. The increase in the trust weighting is proof that the HCI-S criteria can be
used to improve a security interface. The HCI-S criteria can be used to improve not only the ICF,
but also any security interface. Most of the changes to the interface suggested are cosmetic and

do not require any changes to the functionality of the firewall.

6.6 Conclusion

In this chapter a proposed interface for the ICF has been presented. The first objective of this
chapter was to improve the interface during activation. The trust weighting during activation has
increased, thus illustrating that the first objective has been met. The second objective, making
the configuration easier, has been achieved by the introduction of the proposed interface. This is
reflected in the higher trust weighting that the proposed interface has achieved over the existing
interface. The third objective, which was to make the operation of the interface more intuitive
and to make the user aware of the ICF, has been achieved by the introduction of an icon in the

system tray and the development of various message boxes.

By meeting the objectives, it has been shown that the interface can be improved by
applying the HCI-S criteria. This means that users who would probably never have used
the ICF before now hopefully will. An interface which is easy to understand and use will
lead to the correct operation of the available security features. This leads to the user's
computer being more secure, thus achieving the aim of the chapter, which was to improve

the security of a system by improving the interface.

The hard work of coding the firewall has already been done, which means that only a few
simple modifications (demonstrated in the proposed ICF interface) need to be made which

will greatly enhance the user’s experience.

The concept of how HCI-S criteria relate to interfaces found on the Internet is explored in

the next chapter.
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Chapter 7
HCI-S and E-commerce

7.1 Introduction

"The Internet follows a kind of Sheer Design Darwinism: survival of the easiest” Jakob
Nielsen [DONAQ0OQ]

A web presence offers a business the opportunity to reach users worldwide at any time
and almost anywhere. Regardless of the goal and mission of a website, without an
effective layout, design and functionality, visitors will not return. Firstly, a website needs to
be found by a potential customer and then it needs to keep the customer by being usable
and easy to navigate. Then the website needs to provide a reason for the user to buy the
product or service [WEBP].

With traditional computer software the user first purchases the application and then
experiences its usability. However, on the Web, usability comes first as the user starts out
by experiencing the usability of a site. Only if the site is easy to use will the user continue

browsing.

Websites do not usually come with a training lesson or a manual. The user needs to be
able to quickly understand the functioning of a website after scanning the home page. If a
user becomes frustrated with a website, a competitor is just a click away. A positive
experience with a website will hopefully lead to a loyal user and repeat purchases
[NIELOO].

The size of the web population has increased dramatically. The Web is no longer only
used by technologically minded people. This means that web designers must assume
that their websites will be used by users who have a limited knowledge of technology. The
goal for web designers is to produce websites which are easy to use, fast and intuitive for
all users [SULLO1].

Websites on the Internet can be broadly categorised into sites which accept or facilitate
payments from users, for example e-commerce or banking websites, and websites which
do not accept payments online, for example news and information sites. The focus of this
dissertation is on HCI and security and the following chapters therefore concentrate on

websites where security is essential, such as e-commerce and banking sites.
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One of the main concerns of users who utilise e-commerce and banking websites is
security. Users are hesitant to use e-commerce solutions because they do not have
etitSade thesi/Vie hhettersipsd doos tdioe re b alathers thetivien tbeheekrginthatoppssieg doail shod
trealsiitiams aecseityrel dakslitiyentrg te portaakd dhéheéhisittaas Eakysterusasaindbssilser
prefécatdy weiyhiman censplicated dostamproaedeardbe steautifyfeaturtbe avthiableand, tries to
make it as difficult as possible for an unauthorised user to compromise the security of the
site. For example, from a security point of view, a user should have two randomly
generated passwords which contain numbers and characters. Two randomly generated
passwords are less susceptible to a brute force attack than a password which a user has
chosen. However, from a usability standpoint, the shorter the passwords and the fewer
passwords, the better [NIELO1].

The aim of this chapter is to develop the HCI-S criteria further so that they may be used to
analyse security interfaces found in an e-commerce environment. In order to achieve this
goal, a number of objectives need to be met. The first objective of this chapter is to see
whether HCI principles play an important role in a web-based environment. Once this has
been achieved, the second objective is to determine if the HCI-S criteria need to be
adapted so that they can be used in a web environment. This is necessary because the
HCI-S criteria are used in later chapters to analyse various interfaces found on the
Internet. The third objective is to determine which functional components of a website

relate to security and which HCI-S criteria apply to each functional component.

The first part of this chapter gives an overview of HCI by looking at why usability is
important on the Internet. Following this, the criteria for a successful HCI-S are adapted to
suit the Web. Next, various websites are looked at to see which components make up the
HCI-S of a website. These components are then described and the relationship between
them and the HCI-S criteria established.

7.2 The importance of HCI on the Web

In a study performed by Forrester Research consisting of 8 900 Internet users, it was
found that there were four main reasons why a user would return to a website: high
quality content, frequent updates, minimal download time and ease of use. HCI is directly
concerned with the last reason, ease of use. Many websites, however, are difficult to use.

The result is poor user satisfaction, and with e-commerce sites, disappointing sales.
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Incorporating HCI principles in planning, design and evaluation will lead to a more user-
friendly website [OPTAO02].

HCI principles such as intuitive and efficient navigation, ease of use in finding a product or
service, adequate feedback as to the status of a transaction and clear indications of the
options available are important on the Internet. The benefit of applying HCI principles is a
site which is user-friendly, lets users feel in control and allows appropriate flexibility, while

providing interaction that appears simple [OPTAO02].

In the brick and mortar world a customer’s opinion of a company or business is based on
many factors such as the location of the business, the décor, friendliness and service from
the staff, and the range of stock. This means that for a business to be competitive in the
physical world it needs to have an attractive appearance, which can be costly. However,
on the Internet, when it comes to appearance, the playing field is level. To develop an
attractive and user-friendly site is not prohibitively expensive compared to a mediocre one.
The user may sometimes only be exposed to a company through its website, such as
Amazon.com, which means the user does not have a physical location on which to base
their opinion of a company. Factors such as trust, professionalism, value and class can
be fostered through the website. A professionally designed site which is easy to use can
have a huge impact on customer satisfaction. However, on the Web it is also very easy
for a user to switch to a competitor’s site. This places even more importance on the
interface of the website [SKIDM].

Over the past five to eight years there has been a change from purely informational
websites to sites which offer more interaction. Some websites have become a showcase
for the latest technology. However, technology should not be the driving force in the
development of a website, but rather it should be used to meet the users' needs, for
example to allow a user to purchase an item online. This is where HCI can be used to

implement technology solutions that meet users’ needs on the Internet [OPTAQ02].

Research by User Interface Engineering (www.uie.com) shows that people cannot find the
information they are looking for on websites about 60% of the time. According to
Forrester Research, a poorly designed site can lead to [GOV1]:

e Losing approximately 50% of the potential sales from a site as people cannot find what

they need.
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e Losing repeat visits from 40% of the users who do not return to a site when their first

visit resulted in a negative experience.

The above figures show that HCI principles have been neglected in the design of
websites. A website may be creative and have an attractive appearance, but it should still

be easy to understand and use.

The number of users on the Web has been growing dramatically each year, which means
that there are always new users. On average 1 out of every 15 users on the Internet has
been browsing for less than a month [SULLO2]. This means that many users are still
learning how the Web works and it cannot be assumed that the users have a basic
knowledge of security features.

The above paragraphs have highlighted the importance of usability when in comes to web
interfaces. The purpose of this is to provide the reader with background knowledge to
interfaces found on the Internet. The focus of this dissertation, however, is on the security

aspect of HCI. In the next section HCI-S criteria for the Web are discussed.

7.3 The importance of HCI-S on the Web

In the previous section (7.2) it was seen that HCI plays an important role with regard to
interfaces on the Internet. This dissertation, however, focuses on the security aspects of
interfaces. It is now necessary to determine whether HCI-S is important when relating to
web interfaces.

The Internet has been evolving at a rapid pace. The Internet first started off providing
static web pages and basic email. Here the main use and advantage of the Internet was
the easy access to information. Now the Internet has progressed to instant messaging, e-
commerce and online banking. As the Internet evolves, security has become more and
more important. Initially the first users of the Internet were technically minded; now many
users of the Internet have very little knowledge of computers and security. This means
that the interface is extremely important in that this is how the user interacts with a web
page. If the interface does not encourage and promote good security practices, then it is
unlikely that the user will. The HCI needs to evolve as the Internet evolves.
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One of the most troubling scams on the Internet, according to the FBI, is phishing. This is
where a fraudulent email is sent to thousands of users. The email looks like it has come
from an official company and normally asks the user to enter their username and
password on the email or to visit a certain website. Figure 7.1 shows an example of an
email that appears to have come from eBay. The interface presented in the email looks
authentic as it has the correct logos and colours. If a user follows the link and fills in their
details, their details will be compromised. In some cases the fraudulent email or web

page even asks for credit card numbers and pin codes.

From: aw-confirmiz@ebay.com
To:

Sent: Friday, August 29, 20035 5:50 AM
Subject: eBay Security Request

ey

During our regular update and verification of the accounts, we could
not werify your current information. Either your information has changed ar
it is incamplete.

Dear eBay User,

As a result, your access to bid or buy on eBay has been restricted.

According to our site policy you will have to confirm that you are the real
owner of the eBay account by log in and complete the form that will pop up
or else your account will be suspended without the right to register again
with eBay.

After you will login please verify your information in order to
complete this verification.

Thank you
eBay Customer Support

eBay User ID [

You can alzo use your registered erail.

eBay Password |
Forgot vour password?

@ Having problems signing in? Get help now.

Fig 7.1 eBay phishing [PRIVA0O3]

Phishing is not an easy threat to solve. Adding extra security to the server will not counter
this scam. Instead, a possible solution can be found by adding some extra components to
an interface. One company doing this is PassMark Security. During registration, each
user selects their own unique picture. The customer is then encouraged to only deal with
a company through a website or email if their unique picture is displayed. Figure 7.2
shows an example of a PassMark email which shows the user’s unique graphic
[PASS04].
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» LARGE

EANK AND TRUST COMPANY

my sport

Please verify your Large Bank PassMark.

Dear John:
You can be sure that this email is from Large Bank (and not an imposter)
because it contains your Large Bank PassMark -- something only Large Bank

and you know. And because you know this email is from Large Bank, it's safe
to click here to go to the Large Bank web site.

Thanks.

Your Friends at Large Bank

Fig 7.2 Example of a PassMark [EMAIL0O4]

PassMark is an example which highlights the growing importance of interfaces on the
Internet and how a security threat can be countered by changes in the interface.

Another example which illustrates the importance of interfaces in a security environment
on the Internet is the use of keypads to counter spyware and key logging software. Some
banks (www.absa.co.za, www.standardbank.co.za) have added an on-screen keypad for
entering PINs (figure 7.3). Standard Bank has also chosen to randomise the keypad. The
use of a keypad, both in random and traditional order, increases the security of the
website. However, from a usability point of view it takes longer to enter the PIN using the

on-screen keypad and it is more difficult to use.

] g 2

1] 1 5
4 | 3
7 Clear

Fig 7.3 Keypad for Internet banking log on [STAND]

From the above examples it can be seen that HCI-S is definitely important in a web
environment. In the next section the criteria for a web HCI-S are discussed.
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7.4 Criteria for a web HCI-S

In comparing a web interface and a standard software interface, the underlying criteria
(see chapter 4) for HCI are similar. However, there are some additional points for some of
the criteria that need to be considered when dealing with web interfaces. The principles
behind interfaces found in the traditional software environment and those found on the
Internet are similar, but there are some differences which are highlighted in table 7.1.
These differences lead to the criteria being modified.

Table 7.1 Differences between traditional software applications and web applications

Traditional Software Web Application
Application
Status of user User is known to a certain extent | User is unknown
Level of training User may have received training User has not received training
Type of user Internal user External user
Origin of software Proprietary or developed in Usually custom developed
house
Intrinsic level of trust Relatively high Relatively low

Traditional software is often purchased from a reputable supplier, comes with a user
manual and support numbers to call if needed. A website, on the other hand, does not
necessarily have all of these default advantages. This means that the level of trust in a
traditional software product, even before it has been used, is normally higher than it is for
web applications.

The updated criteria are discussed below. New criteria have not been added, but the
existing criteria have been modified.

7.4.1 Convey features

The security features available on a website need to be conveyed clearly to a user in a
manner which is easy to understand. Some of the security features which the interface of

a,website,needs to,.conveysinan easily understandable manner are:
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« The presence of SSL and encryption

« How usernames and passwords work

« The use of digital certificates

« Whether the security of the website has been verified by a third party (e.g.
eTrust)

This is important because many users are not aware of the technology which can be used
to provide a secure browsing experience. It is not necessary for the user to understand
exactly how the technology works, but it is important for them to be informed what

measures have been taken to ensure security and why this is important.

Figure 7.4 shows an example of a portion of an Internet banking home page. Two
security features — SSL and certificates — are conveyed to the user by the use of the

'‘padlock’ icon (bottom right) and the VeriSign Secure Site icon.

User ID: I

Password: I

DigiCode: [ help ] I

Login |

Problems logging in? /
Your Security /
Terms & Conditions “ %}*iﬁiu”'

>, "

Downtime Schedule - "=ECLRE SITE

Site Requirements FIRSTRAND BAMK
Internet Banking Demo LIMITED

l_ E|ﬂ Internet v
Fig 7.4 Conveying security features [EBUCKS]

7.4.2 Visibility of system status

The status of the security features must be evident to the user. For example, a message
box may be necessary to assure the user that their credit card details are encrypted.
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The criterion of Visibility of system status also needs to ensure that the user’s attention is
drawn to the security status of a connection. Figure 7.5 gives an example of a message
box which warns the user that they are being redirected to a connection which is not

secure. This helps the user to be aware of the system status.

Security Alert E|
Yl:uu are about to be redirected to a connection that iz not
?. sECLe,

The information you are zending to the current site might
be retransmitted to a nonzecure site. Do you wizh to
continue?

[ Tes l [ Mo

Fig 7.5 Redirection warning

7.4.3 Learnability

Popular websites (e.g. Amazon.com and Yahoo.com) have set standards on how a user
expects a web interface to work. This means that in some cases doing something
different from the norm is not ideal. For example, most users expect to find a shopping
cart at an e-commerce site. It would be ill-advised to therefore develop an e-commerce
site which does not have a shopping cart. Even if users only buy one item, they still
expect to be able to put it in their 'shopping cart' or 'basket' and proceed to the 'checkout'.
Figures 7.6 and 7.7 show examples of shopping baskets which should be familiar to most
users who have shopped online. Even though the shopping baskets are from two different

companies, they are very similar.

Added to your
Shopping Cart:

Closer
~ Josh Groban
In my basket
| inmybasket | 51410
1. Shrek (1) - Quankity 1

ckadd to wishlist b remove

Subtotal: $13.40
Edit shopping cart )

| () TO CHECKOUT

My wishlists - NEW!

Mo items in wishlist (o Proceed to Checkout ]
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Fig 7.6 Shopping basket (Kalahari.net)  Fig 7.7 Shopping basket (Amazon.com)

An interface which is easy to learn is also an interface which behaves in a predictable
way. The user must be able to predict what will happen when an action is taken.
Predictability on the Internet is difficult because of the lack of strong design standards.
For example, in the Windows environment most menus, pointers and icons are consistent
and act in a predictable manner when clicked [DHEROO]. However, each website has the
potential to behave in a totally different manner. The importance of predictability, apart

from ease of use and Learnability, is that it assists the development of Trust between the

Profile: PIM : *Password:

L J ) Jlooon

user and a website. The reasoning for this is discussed in paragraph 7.5 “HCI-S criteria

lead to trust”.

Figure 7.8 shows an example of the logon details required for a banking website. In this
example the interface does not behave in a predictable manner. This is because the term
'Profile' is confusing. Is the website expecting a bank account number? Or perhaps a
special username? It would have been less confusing if a term had been used with which
online users are familiar, such as username, email address, or account number.

Fig 7.8 Banking website logon [NET]

Another way that the Learnability of a website can be improved is by allowing a certain
level of flexibility. This means that there is more than one way for a user to accomplish a

task. This helps the user to feel in control of the system.

7.4.4 Aesthetic and minimalist design

Speed on the Web is extremely important. Users do not want to wait for a page to
download. Current recommendations are for a website to take 10 seconds or less to
download [NIELOO]. Some possible ways that this can be achieved are to:

« Avoid large graphics and sound files.
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« Use stylesheets and tables instead of graphics.

« Have more pages with less content on each page.

« Have a skip intro link as shown in figure 7.9.

« Display small pictures of products, and allow the user to click on the image to see a

higher resolution picture.

Fig 7.9 Skip Intro

7.4.5 Help users recognise, diagnose and recover from errors

Error messages need to convey to the user whether the error is a security error on the
page or just a standard web error. The user also needs to be told what action should take
if there is an error while surfing a website. For example, is there a telephone number the
user can dial for assistance? This is particularly important if a web page crashes during a
transaction and the user is left wondering if their details such as credit card number and
shipping address are secure and whether the transaction was a success.

Figure 7.10 shows an example of an error message which is displayed when the user
enters the correct email address but incorrect password.

« The password you entered does not match the
password stored on our database. Please use the email
function below.

Figel+10nincorrectpasswordrerror message [KALA]
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The error message is easy to understand, and tells the user exactly what has occurred. It
also tells the user how to solve the problem by using the email function below (figure
7.11). The added usability of implying that the username is correct but the password is
incorrect has a trade-off on the security of the site. This is because from a security point
of view this error message makes the website more vulnerable to a brute force attack.
The hacker now knows that the username is correct but the password is not. A solution to
this is to make the message more ambiguous and state “The password/username

combination entered is incorrect”.

Fig 7.11 Send password via email [KALA]

If you have forgotten your password (or experience any
problems with it), please enter your email address above and
then click on

Wy'e will send you your password

7.4.6 Satisfaction

On the Internet, compared to the brick and mortar world, it is normally very easy for a user
to change their patronage from one company to another as a competitor's website is only
a mouse click away. It is therefore important for a website to ensure that their customers
have at least a satisfactory online experience. Also, if the user is not satisfied with the
level of security provided, they will go elsewhere.

In the next section it is seen how the implementation of the HCI-S criteria can lead to the
development of trust.

7.5 HCI-S criteria lead to trust

As was seen in chapter 4, paragraph 4.3, the successful implementation of the HCI-S
criteria will lead to the fostering of Trust. This is still true when it comes to interfaces

found in an e-commerce environment. Two studies which confirm this are:

o eCommerce Trust Study by Cheskin Research and Studio Archetype/Sapient,
1999. This study included 463 web users; experts in the worlds of e-commerce,

website development'and academia [CHES99].
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o Trust and the perception of security by InteractionArchitect.com, 2000.
Research was focused on increasing the number of seats booked online for a

major European airline [DHEROQO].

One of the main conclusions of both these studies is that trust online is not based solely
on technical security features, but also on the user's feeling of control of the interactive
system. If the operation of the website is flexible and predictable, then the user is more

likely to Trust the website. During these studies users expressed comments such as:

"It [the interface] tells me what to do and it's clear even though | am not familiar with
computers. | feel confident that I'll get what | want and that nothing strange will
happen. | don't mind giving my credit card number in that case.” [DHEROOQ]

and
"l feel secure about giving my credit card number because it's [the interface] simple.

| trust it because you see what you get. There is nothing hidden or obscure."
[DHERO00]

The first quote states “It [the interface] tells me what to do ...”. The HC-S criterion of
Convey features tells the user what features are available and then the criterion of

Learnability ensures that the user is able to use the features.

In the second quote a user says “... because it's [the interface] simple.”. A website which

has an Aesthetic and minimalist design is likely to be simple.

From the above points it can be seen that applying the HCI-S criteria in an e-commerce
environment leads to the development of Trust, which means that the user is more likely
to supply confidential information (such as credit card details). This may be a false sense

of trust if the technology behind the interface is not adequate.

Trust either grows or diminishes for a user over time. The HCI-S of a website can be used
to grow this trust.

There is a limit to the amount of trust which can be fostered just through an interface and
the application of HCI-S criteria. Other factors such as the brand displayed on the website
alsohave-asmajorinfluenceson the level of trust. Navigation around the website and the
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fulfilment of orders also play a crucial role in the development of trust. In the next section
it is seen how brand, navigation and fulfilment influence trust and whether HCI-S

principles have any relation to these three factors.

7.5.1 Brand, navigation and fulfilment

When a user visits an e-commerce site the brand, e.g. Amazon.com, is first noticed of the
site. A brand which is already known by the user from the brick and mortar world, e.g.
Pick 'n Pay, will obviously foster more trust online than an unknown brand. A user is more
likely to trust www.picknpay.co.za because of the reputation Pick 'n Pay already has in the

traditional shopping environment. This is seen in figure 4.3, chapter 4.

Once a user has noticed the brand they will begin to explore the site. This is where the
navigation of the site becomes very important. Cheskin Research found that effective
navigation is a prerequisite to the communication of trustworthiness to a user. If the

navigation of a site is poor, it is very unlikely that a user will Trust the site [CHES99].

Once a user has navigated the site and found what they would like to purchase, they
expect their order to be fulfilled successfully. In order to fulfil the order the correct process
of selecting, packaging and shipping the order to the consumer needs to be followed.
Providing a tracking number for their order, stating the user's consumer rights and what
recourse can be taken if something goes wrong helps to ensure satisfactory fulfilment for
the user.

Fulfilment viewed in isolation has little impact on the Trust in a website. However, if it is
joined to effective navigation, then a website will be able to foster a high level of trust in its
users [CHES99].

As shown in figure 7.12, effective navigation is the foundation for communicating trust to
the users of a website. This means that by applying one of the HCI-S criteria, such as
Learnability, to navigation the level of trust that a user has in a website can be increased.
Effective fulfilment can then be built on top of this. If the company also has a well-known
brand then the brand’s reputation can also be used to add to the trustworthiness of a site
[CHES99].
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Fig 7.12 Components to establish trust
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Increasing level of trust fostered

As long as effective navigation is one of two factors in place on a website, that site will be

perceived by a user to be more trustworthy than a site which has one or none of these

Well-known

factors. A e-commerce site must have effective navigation if it wants to

foster Trust.

HCI principles can be used to improve navigation and

fulfilment, leading to a more trustworthy website. Figure 7.13 shows how the six HCI-S

criteria, along with other elements, can be used to enhance the trust which a user has in a
website [CHES99].

T

Brand JJ

\

Visible

Process
Consumer | | Fulfilment
rights

JleEns » Navigation
criteria

Fig 7.13 Enhancing the level of trust

7.5.2 Users’ perceptions

Three quotes follow which help to articulate the points made on trust:

Trust

"Mature, well designed sites feel more stable and thus more trustworthy (not fly-by-
night)." Sean White, CTO of WhoWhere.com [CHES99]
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"To a certain degree, the amount of "shlockiness" of a site -- its graphics, text,
what’s written, etc. -- the more I'd question it’s trustworthiness if they asked me for
card info." Steve Glenn, CEO of Peoplelink.com [CHES99]

"A trustworthy site would be solid and no nonsense. It should feel sturdy and
strongly branded. Design is a great way to communicate that. Consumers trust the
design of "official looking" objects like money and legal documents and trust the
feel of a bank." Andrew Cramer, CEO of Online Partners.com Inc. [CHES99]

From these quotes it can be seen that a user's perception of security often has nothing to
do with security features. This means that HCI-S principles are critical if a site wishes to

convey trust and retain customers.

An important HCI principle is to "put the user in control". As was stated previously, this
leads to increased Trust. A flexible and predictable interface helps the user maintain
control over their online experience. In the next section the various components which

make up a website are identified.

7.6 Functional security components of a website

The interface of a website is made up of various components. A component can be
defined as a collection of code, for example HTML, server side code VB/Java script code,
which when run forms an object which helps to make up a website. The user can normally
see a component and sometimes interact with it. Examples of these components are
menu bars, shopping carts, HTML links, graphics and buttons. All of these components
influence the HCI of a website. However, the components are not always part of an HCI-S.
A menu bar may be used to convey available security features or it may merely be used

as a normal menu. The following six components have been chosen:

Registration

Passwords/login

SSL

Shopping carts and checkout
Logout button

IZER O

Online help
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The reason why these components have been chosen is that they are all involved in the
generic process of purchasing an item online. A user first registers, then logs in using
their password, adds items to their shopping cart and then proceeds to the checkout. The
user is then able to logout. SSL helps to ensure the security of this whole process.
Online help is also available to guide and assist the user throughout the process. Figure

7.14 shows this generic process.

Online help
SSL
Registration Password/ Shopping cart Logout
login & checkout
> —> —

Fig 7.14 Generic online shopping process

Shopping carts and checkout and online help have also been selected because of their
popularity and widespread use. This can be seen from the table below which shows 15 e-
commerce sites. Sites have been chosen from the three broad categories of e-tailers,
services and electronic banking. Each site was visited to determine which components
were present. From the table it is obvious that the components of registration, passwords,

SSL, shopping carts & checkout and online help form part of most web HCI-Ss.

Table 7.2 Components found in popular websites

Registration | Passwords/ & SSL Shopping cart Logout Online help
login & checkout button

E-tailers
Amazon.com X X X X X
Dell.com X X X X X
Ebay.com X X X X X
Barnesandnoble.com X X X X X
Officedepot.com X X X X X
Kalahari.net X X X X X
Woolworths.co.za X X X X X
Picknpay.co.za X X X X X X
Digitalplanet.co.za X X X X X

Services
Sterkinekor.co.za X X X X
Computicket.co.za X X X
Ibm.com X X X X X
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Registration | Passwords/ & SSL Shopping cart Logout Online help
login & checkout button

Netflorist.co.za X X X X X
Bidorbuy.co.za X X X X X
Etravel.co.za X

Lastminute.com X X X X X

Electronic
banking

ABSA.co.za X X X X
Nedbank.co.za X X X X
eBucks.com X X X X

In future chapters the above components found in websites are analysed according to

HCI-S criteria. In the following paragraphs each component is discussed in more detail.

7.6.1 Registration

Many websites require users to register in order to use the site. This has its advantages
as a more personal experience can be given to the user. It also saves the user from
having to re-enter information (e.g. delivery address) when making a purchase. However,
compulsory registration may sometimes be frustrating as a user may wish to purchase an
item quickly. The user may also wish to retain a certain level of anonymity when shopping
online. A registration process which asks for detailed personal information may

discourage the user from using the site or may cause the user to enter invalid information.

During the registration process it is important for the user to feel in control. As was
discussed in the previous section, allowing the user to feel in control while they are online

will lead to an increased level of trust.

Jakob Nielsen [NIELO1], a usability expert, recommends letting the user use their email
address as a user ID. The email address will be unique and the user is unlikely to forget
it. Clear instructions need to be given throughout the registration process as some users

expect their password to be emailed to them [NIELO1].

The interface only has limited control over the registration process. Many of the aspects
of registration, for example the level of personal details required, are policy decisions
which the company has made. The interface is merely implementing the policy. It is,
however, important that the interface explain to the user exactly why registration is
necessary;why-the-personakinformation is required and what the information will be used
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for. Policy decisions made by the owners of a website can have a huge impact on the

usability of the site.

Figures 7.15 and 7.16 are two screen grabs taken from an online registration form. The
relevant HCI-S criteria are identified by the blue boxes. An arrow from the blue boxes
indicates where the criteria are relevant. However, not all the criteria, shown in the red
boxes are directly addressed by the two screen grabs. An analysis of whether the HCI-S

criteria have been met is not given at this stage.

Convey features

~

The secure server will encrypt your information. If you received an error message when you tried to use our secure
server, sign in using our standard server,

Help users recognise,
diagnose and recover from
errors

Fig 7.15 Registration Part 1 [AMAZ]

New to Amazon.com? Register Below.

Aesthetic and minimalist
My name is:l design?
My e-mail address: |james@claaanavigatur.cum
Type it again: | Lead to satisfaction?
My birthday is: | Month ~||Day ~|
{optional)

Protect vour information with a
password

This will be your only Amaron com password. \
Learnability

Enter a new
password:

Type it again:l

Continue »

l_ l_ E /i Internet
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T~—_ Visibility of system status

Fig 7.16 Registration Part 2 [AMAZ]
7.6.2 Passwords/login

A website assumes that a user is who they say they are based on the ability to provide the
correct passwords. Retinal scanners, fingerprint readers and other biometrics will in the
future be used as a form of identification and authentication. However, these techniques
are not widely used yet. This means that currently passwords form the backbone of the IS

service of authentication on the Internet.

Unauthorised access to systems, and the theft of information or the misuse of a system is
often done by hackers 'cracking' user passwords, or obtaining them from the user by
persuasion and deception. System security has sometimes been regarded as an entirely

technical issue. However, the human factor cannot be ignored [ADAM97].

Passwords play a major role in an HCI-S. From an HCI and usability point of view some
questions which should be asked are:

« How easy is the password to use?

« Is the password easy to lose or forget?

« Can the password be stolen or copied?

« How easy is it to change the password?

« Is the user informed of the policies and procedures with regard to passwords,
e.g. is the password stored in an encrypted format on the server?

The aim of HCI-S is to make passwords and login as secure and usable as possible.
Usability in the context of passwords can be defined in terms of how easy the password is
to remember and the overheads involved in creating and using the passwords. Some
passwords have overheads such as a limit to the length (e.g. 6-8 characters long) and
content (e.g. only numbers) of the password. A password may also expire, and need to
be reset over a certain time limit.

Some of the common myths about passwords are:
108

www.manaraa.com



HCI-S and E-commerce

« Long passwords are more secure.
« A password chosen by the system is more secure.

« Forcing a password to be changed frequently leads to improved security.

From a security point of view the above myths appear to make sense, but from an HCI-S
perspective they are counterproductive. Passwords based on these myths cause users to
write down their passwords or even store them in a text file on their computer. In other
cases the user is forced to change passwords frequently. The reason behind this is to
reduce the risk associated with a compromised password being used. However, forcing a
user to change a password frequently makes the password harder to remember. The
user may write down the password, or choose passwords which are linked, for example
bob1, bob2, bob3. In one study, 50% of the users surveyed admitted to writing down their
passwords [ADAM99].

Windows also offers to remember a user’s password, which could lead to a security

breach.

The level of security provided by a username and password can vary greatly depending
on the user's choice of password and their knowledge of security [ADAM97]. A possible
solution is for a user to choose a short password which appears random. For example, a
user could choose the initials of three best friends along with their birthdays. This type of
password may be easier to crack, but the user is less likely to forget it. Another option
would be to encourage the user to choose a pass phrase. A pass phrase is normally
longer than a password and easier to remember. Clear instructions with regard to
passwords need to be displayed by the interface. The content of possible instructions

could be:

o The minimum and maximum length of the password.

« Whether the password is case-sensitive or not.

« Inform the user to choose a password that is not found in a dictionary.

« Ensure that the password contains numbers and symbols.

« Inform the user not to write the password down.

« Stress to the user the importance of keeping the password secret.

« Perhaps encourage the user to enter a pass phrase instead of a password, for
example: 'lwasBornIn1983Indoburg’. The benefit of a pass phrase is that it is

both memorable and secure.
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A balance needs to be struck between a password that is relatively secure and one that is
easy for the user to remember. If too much of a burden is placed on a user with regard to
passwords, the user may rebel against the security policies and attempt to bypass them.
A user could do this by sharing passwords with colleagues or by choosing 'password' for a
password. As was seen in the component of registration, the policy of the business also
affects the component of login/passwords. A policy of forcing the user to reset their
password every month will negatively impact the usability of the site. A company will not

be able to apply the HCI-S criteria without ensuring that their policies foster usability.

During the login process it is important for the user to be given guidance as to what to do if
they have forgotten their username or password. One possible option, if the user has
forgotten their password, is to email a new password. Another option is for the website to
ask the user a number of questions, the answers to which they gave during registration.

Correctly answering the questions results in the password being reset.

A recent addition to the password/login component is the introduction of graphical
keypads and the use of pass phrases. These additions increase the security of the site

but may negatively effect the usability of the login procedures.

The HCI-S criteria of Convey features, Visibility of system status, Learnability, Aesthetic
and minimalist design, Help users recognise diagnose and recover from errors and
Satisfaction relate to the login component. Figure 7.17 shows how some of the HCI-S

criteria relate to a login page. As before, the criteria are in blue boxes.

User Ik I
Password: | Lead to satisfaction?
DigiCode: [help] | Aesthetic and minimalist
: design?
- Laogin |

Help users recognise,
diagnose and recover
from errors

Problems logging in? Learnability?

Your Securty
Terms & Conditions %‘II"!!I'._{I 'y
Downtime Schedule - '

um "SECURE SITE

Site Requirements FIRSTRAMND BAMK
Internet Banking Demo LIMITED

1 18y & Inkernet
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Convey features

Visibility of system status

Fig 7.17 Login [EBUCKS]
7.6.3 SSL - secure connections

On the Internet the security pillars of authentication, integrity and confidentiality are
implemented through the use of SSL. Sites which support SSL have 'https' instead of
'http' in their URL (figure 7.19). Internet Explorer also shows a 'padlock’ icon (figure 7.18)
in the bottom left-hand corner of the window when the connection is secure. Internet
Explorer may also inform the user that they are now viewing pages over a secure
connection (the user may have chosen to ignore any of these future warnings).

Fig 7.18 Padlock icon Fig 7.19 Site that supports SSL

55L Secured (125 Bit) :
Internet ] https:}/netbank.nedsecure. co.za/

If users notice the padlock and https, they may not know what they mean. The designer

of a website needs to take this into account and ensure that the user is made aware in a

clear and concise manner of these security features.

During the SSL handshake the client browser generates a session key. This session key
is encrypted with the server’s public key and then sent to the server. The session key is
then used by the browser and server to ensure that all information sent over the Internet is
encrypted.

While SSL is being deployed at a website it is important for the HCI-S criteria of Convey
features, Visibility of system status and Satisfaction to be met.

7.6.4 Logout button
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When a user has entered a username and password and 'logged in' they expect also to be
able to 'logout’. A 'logout' button displayed in a prominent position will aid the user in

feeling secure. A site must also be able to handle users who do not logout.

Clicking on the logout button is very important as it ends the user's online session with a web
server. This means that the user will have to login again if they want to use the site. Closing the
browser window does not necessarily end the session and may leave the session more
vulnerable to hijacking. It is also possible for another website to hijack a user's session if they
visit the other website before logging out. Session hijacking is a where hacker takes over a
session pretending to be the original user. The server is led to believe that it is communicating
with the original user when it is actually dealing with the hacker. A user is normally only verified
once when using a website, e.g. when they login. A session key is generated at login and
passed between the user's browser and the server throughout the session. The session key may
be stored in a cookie on the user's computer or passed in the URL. Clicking on the logout button
should permanently end the session. This means that the user's session is no longer vulnerable

even if a hacker managed to obtain the session key.

The user should also be reminded when they logout to clear the cache of their browser for

an extra level of security.

The criteria of Visibility of system status, Aesthetic and minimalist design, Help users
recognise diagnose and recover from errors and Satisfaction are relevant for logout

buttons.

7.6.5 Shopping cart and checkout

This component is made up of the actual 'cart' where users electronically store their
purchases and the payment process which they follow when they 'checkout' and purchase
the items in their shopping cart. Users sometimes discard their shopping cart because the
payment process is too long, complicated or the user feels insecure. The user is already
at the site and has decided what to buy. An HCI-S which guides the user quickly and
easily through a secure payment process will lead to satisfied customers who return
[NORMO1].

The shopping cart and checkout relate to security in that it is important to ensure that the
transaction taking place during checkout is secure. The main reason why the shopping
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cart and checkout have been included as a component is that they play a crucial role in
the development of trust. This is because the shopping cart and checkout form part of the
navigation and fulfilment of a website, both of which are important when it comes to the
development of trust. It is important for the user to feel in control of the shopping cart.

The shopping cart must allow the user to easily add and remove products.

Some sites, for example Amazon.com, offer the ability to store the user's credit card
details when they register. This aids the usability of the site as purchases can now be
made in a shorter amount of time with fewer clicks. However, storing the user's credit card
details can also be a huge security risk. A hacker may gain access to the credit card
database, leading to financial losses and a total breakdown in trust between the company
and their customers. The site could alternatively only ask the user for their credit card
details when they purchase a product. The aim of the interface during the checkout
process is to ensure that the user is at a point where they feel comfortable and trust the

system so that they will provide their payment details.

The checkout process may also offer other payment methods, apart from credit cards.
For example, the user may be able to pay by direct deposit, blue beans, eBucks or via
icanonline. This provides the user with added flexibility and helps them to feel in control of

the payment process.

The issue of confidentiality is also important with regard to the contents of the shopping

cart. All six HCI-S criteria are relevant for the shopping cart and checkout components.

7.6.6 Online help

An important component of a website is the online help that is available to the user.
Websites often have security features which use confusing technology (e.g. SSL). A help
function is therefore necessary which explains these technologies in a way that is easy for
the average user to understand. This helps to develop trust. The help also needs to be

context-sensitive and must not be a nuisance to the user.

One effective and popular format for help is to have a question and answer page. There,
frequently asked questions such as “Is online banking safe?” can be answered. The
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online help should guide the user through the process of making a purchase or using an

electronic banking function.

In the next section the relationship between the above components and the HCI-S criteria

is discussed.

7.7 Components supported by HCI-S criteria

Each of the components discussed in the previous section are supported by some or all of
the HCI-S criteria. For example, the component of passwords/login is supported by all the
HCI-S criteria. This means that if the component is found on a website it can be analysed
according to the HCI-S criteria which relate to it. If a component is not supported by an
HCI-S criterion, for example SSL is not supported by Learnability, then this means that the
HCI-S criterion is not concerned with the component. Table 7.3 shows which HCI-S
criteria support each of the components. A 'Yes' in a block indicates that the criterion
supports the component, while a 'No' indicates that the criterion is not applicable to the
specific component.

Table 7.3 Components supported by HCI-S criteria

HCI-S criteria Registration Use of SSL | Shopping cart | Logout button Online help
passwords/login & checkout
Convey features Yes Yes Yes Yes No Yes
Visibility of Yes Yes Yes Yes Yes No

system status

Learnability Yes Yes No Yes No Yes

Aesthetic and Yes Yes Yes Yes Yes Yes
minimalist design

Help users Yes Yes No Yes Yes No
recognise,
diagnose and
recover from
errors

Satisfaction Yes Yes Yes Yes Yes Yes
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HCI-S is important in the web environment. This is evident from table 7.3 which indicates

that most of the HCI-S criteria are relevant for each web component.

In chapters 8 and 9 websites which contain the above components are analysed

according to their corresponding HCI-S criteria.

7.8 Conclusion

At the beginning of this chapter background information was given on HCI in a web environment
and why HCI principles are so important when it comes to websites. Based on this information
the first objective of this chapter has been met. The second objective of this chapter, which was
to update the HCI-S criteria so that they are web-focused, has been achieved by relating the
HCI-S criteria to interfaces found on the Internet. The final objective has been met by the
identification of components found on websites which form part of an HCI-S. The relationship
between these components and the HCI-S criteria was also established. The goal of this
chapter, which was to develop the HCI-S criteria further so that they may be used to analyse

security interfaces found in an e-commerce environment, has therefore been achieved.

HCI-S aims to minimise the relative amount of illegal use of a system while still
maintaining a user-friendly interface. A method to do this is to identify each of the

components on a website and to analyse them according to the relevant HCI-S criteria.

This chapter has shown that the HCI-S criteria are relevant in a web environment. As was
seen, some additional aspects of each criterion need to be taken into consideration in an
online environment. This means that the HCI-S criteria can be used to analyse and

develop interfaces in both an online and traditional software environment.

In a traditional software environment the six HCI-S criteria are sufficient to foster trust. However,
it is more difficult to develop trust in an e-commerce web environment. Fulfiiment, brand and
navigation, over and above the HCI-S criteria, also play an important role in the development of

trust. The HCI-S assists the navigation of a site, thus helping to increase the level of trust.

In the next two chapters, six websites where security is important are evaluated using this

method.
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Chapter 8
Evaluation of Banking Websites

8.1 Introduction

"Things should be made as simple as possible -- but no simpler."
- A. Einstein

The HCI-S on an Internet banking site is crucial because financial losses are possible.
Clients will only use the online banking service if they trust the system and feel confident
enough in how to operate the site using the interface.

Online banking sites also need to be quick to use and content streamlined as they are
used regularly by a client. The right balance needs to be met between a first-time user
and an advanced user. A first-time user needs to be guided while the advanced user
does not want to be hindered.

Worldwide, the use of Internet banking is growing. In the US it is predicted that by 2010,
55 million US households will use online banking services [EPAY01]. In South Africa 43%
of Internet users use online banking [BIMO0O]. However, the main reason why some
people have stopped using online banking is that they 'didn't understand the system' (table
8.1). This reason can be solved by applying HCI-S principles.

Table 8.1 Reasons why people stopped using online banking [EPAY01]

Reason Total
Didn't understand system 33%
Payment problems 25%
No value 13%
Inconvenient 11%
Other 18%

The aim of this chapter is to use the HCI-S criteria to calculate the level of trust which
various online banking websites foster. In order to achieve this aim three objectives need
to be met. The first objective is to use the HCI-S criteria to analyse the components found
on three banking websites. Once the interfaces have been analysed, the second

objective is to attempt to quantify the level of trust which each interface fosters using the
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same method employed in chapter 5. The third objective is to attempt to identify the

reasons why certain banking interfaces foster a higher level of trust than others.

In the previous chapter, the various components which form part of the interface found in
an e-commerce environment were discussed. The HCI-S criteria (chapter 4) were also
modified and added to so as to better suit the Web. Three banks — ABSA, Nedbank and
First National Bank (FNB) — have been chosen. The reason for choosing these three
banks is that they, along with Standard Bank, are the four largest commercial banks in
South Africa [NED301]. ABSA's online banking site can be found at www.absa.co.za, and
the Nedbank site is called NetBank.co.za. First National Bank's online site can be found

at eBucks.com.

This chapter is lengthy due to the large number of screen grabs and tables. It has

therefore been divided into three sections:
e Section A — Analysis and recommendations for Nedbank

e Section B — Analysis and recommendations for eBucks

e Section C — Analysis and recommendations for ABSA

8.2 Components used

In the previous chapter it was seen that the security interface of a website is made up of
various components:

« Registration

« Passwords/login

« SSL — secure connections

« Shopping cart

« Logout button

o Online help

The components of passwords/login, SSL, logout button and online help are relevant to
most banking sites. Components such as the shopping cart are used mainly by e-
commerce sites and not by banking websites. These components, found on the ABSA,
Nedbank and FNB sites, will be analysed according to the HCI-S criteria.
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SECTION A

8.3 Analysis of NetBank.co.za

NetBank is the online banking portal for Nedbank. According to Nedbank, NetBank.co.za
"introduces the functionality to make quick, secure payments to a beneficiary at any bank
in South Africa" [NEDOZ2].

2R Nedbank NetBank Internet Banking - Microsoft Internet Explorer. EE]E|
/3

: File Edit Miew Favorites  Tools  Help ¥

Profile:

Welcome to NetBank.co.za internet banking
NEJEEQAHEK New on NetBank

Internet Banking L . . .
NetBank Internet Banking introduces the functionality to make quick,

secure payments to a beneficiary at any bank in South Africa.

Terms and Conditions /' You may now:
NetBank Demo

NetBank FAQ + add beneficiaries with other bank accounts to your profile,
COnline Security online

« make payments to any bank account
« reduce your payment limit, online /
In addition, to provide you with the most secure online banking

experience, a unique authentication method using your cellphone
has also been introduced specifically for the new payment facility.

To find out more about cellphone authentication and how to activate
the SMS facility click here.

egl é 0 Internet
Fig 8.1 NetBank home page

NetBank’s welcome screen has a simple and uncluttered look (figure 8.1). The user is
able to login immediately by using the login bar at the top of the page. The welcome
screen also assures the user of the security of the site, which will assist the user in trusting
the system. The 'https' in the URL and the padlock in the bottom right-hand corner of the
browser window also alert the user to the fact that the connection is now secure. The

'https' and padlock can, however, be easily missed by the user.

The user is also informed that their banking experience can be made even more secure
by using a cell phone authentication method. In order to take advantage of this extra

authentication.the user.needs.to register their cell phone number in person at a branch.
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This enables a confirmation code to be SMSed to the user's cell phone during Internet
banking. Transactions cannot be completed unless this SMS confirmation code is
entered. These features will assist the user in trusting NetBank. However, if a user does
not have a cell phone, their banking functions will be severely limited. The user will only
be able to make once-off payments of up to R1 000. Beneficiaries will need to be added
at a branch.

8.3.1 Passwords and login

NetBank uses a PIN and a password, shown in figure 8.2. Both are chosen by the user.
This adds to the Learnability of the website, as the user can choose a password and PIN
which is easy for them to remember. Using two passwords may also increase the user’s
trust. NetBank has focused on an Aesthetic and minimalist design which is quick to

download.

Profile: PIM :  *Password:

(N N B T

Fig 8.2 Login - NetBank

NetBank uses the term 'profile' instead of 'username’. This is because a profile number is
assigned to each client who uses Internet banking. A company may have one bank
account to which three employees have access. Each employee has their own profile
number and can have different access rights. For example, one employee may be able to
transfer funds while another is only able to check the account balance. The user is not
able to choose or change the profile number. Perhaps it would have been better if
NetBank had used the more familiar terminology of ‘username’ instead of ‘profile’ and
allowed the user to choose their own username. This would mean one less number that
the client needs to remember and would aid the flexibility of the site and help the user to
feel in control of their browsing experience. An example of a banking site which uses
usernames is icanonline.co.za. Letting the user choose a username does, however, have
the disadvantage in that the user’s preferred username may already have been taken,
forcing the user to choose a new username which may be easily forgotten.

When a user logs on to NetBank they are not informed of the date and time of their last
login. A user who is familiar with other banking websites would expect this information.
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Providing this information could have helped to increase the level of trust.

Error

The Profile/Pin/Password Combination You Have Entered Is
Incorrect.

If you are unable to rectify the problam, or you do not understand the instruction, please contact the
NetBank Help Desk on 0860-115-060.

Fig 8.3 Error message - NetBank

The error in figure 8.3 occurs when the user enters the incorrect password or profile
number. This error message is a bit harsh and will probably give the user a fright the first
time they see it. It is not very Aesthetic but does offer the client a way to solve the
problem by advising the user to phone the help desk. This type of error message does

not add to the user’s enjoyment and Satisfaction of using the online banking facility.

A possible replacement for this error message could firstly be more specific as to whether
the error is with the profile number or with the PIN or password. This trade-off in security
would aid the usability of the login process. Secondly, some more general help could be
given, such as asking the user to check if the Caps Lock key is active. Wording of a

proposed error message is shown in figure 8.4:

Invalid Pin or Password

The Pin or Password you have entered is incorrect.
Try the following hints: * Is the "Caps Lock" or "A" light on your keyboard on?
If so, hit "Caps Lock" key before trying again.

* Did you forget or misspell your ID or password?
* The Pin contains only numbers while your password may be a

combination of both numbers and letters.

* Please contact the NetBank Help Desk on 0860-115-060 for
further assistance." [YAHOO]

Fig 8.4 Proposed error message

8.3.2 SSL - secure connections
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NetBank uses 128-bit encryption. This means that there are about a trillion, doubled over
and over on itself 88 times, different possible key combinations to decrypt the transaction.
It would take significantly longer than the age of the universe to crack a 128-bit key
[ODOLL]. This is extremely secure. On the welcome page the user is informed that the
site is secure (figure 8.1).

The 'https' in the URL and the padlock in the bottom left part of the browser show that the
site is secure. It is easy for a user not to notice these items, and if they do notice them,
they probably won't understand them. The 'https' and the padlock are explained in the
online help, but it would have been better to have had a full explanation of these security
features on the welcome page (figure 8.1).

8.3.3 Logout/logoff button

Once a user has logged on a 'logoff button' is clearly displayed in the top right-hand corner
(figure 8.5).

t a function

Fig 8.5 Logout and help buttons - NetBank

A logoff button helps with the Visibility of system status. From a banking point of view it is
important for a user to log out once they have finished banking. After 8 minutes of not
being active a user is automatically logged out. The importance of logging off is not
conveyed to the user. The user is also not reminded to log off when they are finished. A
message such as “Remember to click 'Logoff' when you are finished!” could be displayed
on each page. This would encourage users to follow the good security practice of logging
off.

When a user logs off, the screen in figure 8.6 is shown.

Log Off

Goodbye from NetBank

e would like to know how yvou enjoyed vour on-line banking experience. Click here to send
LS wOour comments,

®) NEDBANK BANK
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Fig 8.6 Logoff screen
Figure 8.6 has an Aesthetic and minimalist design. It also asks the user for feedback on
their Internet banking experience. This will help to foster trust as it shows the user that

Nedbank is interested in each client personally.
8.3.4 Online help
NetBank offers a comprehensive online help along with a frequently asked questions

page. The frequently asked questions page is shown in figure 8.7, which helps to convey
the available security features.

INTERNET BANKING Questions & Answers

OVERVIEW Can heneficiaries be added online?
FEATURES & BENEFITS How do linerease or decrease my paymentiransfer limit?
INTERACTIVE DEMOS What is my daily paymenttransfer imit?
CQUESTIONS & ANSWERS

Has payment gone through the aceount?
BANK CHARGES %

QUALIFYING CRITERIA

COMPARE
CONTACTS What is HetBank™s Website address?

What type of beneficiaries can be added online ?

How do | get connected to HetBank ?

ASSOCIATED PRODUCTS Am | at risk when luse HetBank 7
APPLY How do | ensure that my login page is secure?

What can HetBank do for me?
How do | get my PIN?

My PIH has been compromised: What do 1 do?

What if | forget my PIN?
\ What must | do if [ forget my PIH and password?

What is SMS authentication?

How long will it take to receive my SMS reference number?
How do transfer funds using HetBank ?

What is the difference hetween a transfer and a payment?

I have received a ‘Security Alert’ message when trying to access HetBank. What does this

Fig 8.7 Help - NetBank

The online help assists the user in trusting the system as the user's questions and

concerns can be answered quickly.

The online help does not contain a lot of technical jargon. Explanations like "leaving your
computer unattended while you still have access to your banking details is much like
leaving your wallet on your desk and gives unauthorised people access" are used

[NED202]. This means that it is easier for a user to learn how to use the site.
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The online help also Conveys security features in an easily understood manner and has
an Aesthetic and minimalist design. The help is also context-sensitive, which means that
clicking on the help button (figure 8.5) brings up help that is relevant to what the user is

doing. The user is always able to phone the help line if necessary.

The help, however, is not very flexible. Clicking on the 'Help' button only brings up help on
the functions which are currently being used. For example, if the user is currently viewing
a 'Current Account Balance' then clicking on 'Help' will only bring up information on current
accounts. It is not easy to view help on different topics as there is no search function or
links available in the help (figure 8.8). This means that the navigation of help is severely

limited.

23 Balance Enquiry - Current Account - Microsoft Internet Explorer

Current account balance enquiry

This is the balance of the account vou selected. To view maore details,
please select the statement option. If wou have any queries on this account
contact the MNedbark Clent Care Centre on 0260 115 060

For more information, contact the Medbank Client Care centre on 0860 115 080,

Fig 8.8 NetBank context-sensitive help

A PDF help document which contains more detailed information is also provided. This
may, however, be confusing as the 'help' is found in three places — FAQ page, PDF
download and help page.

8.4 Conclusion of NetBank.co.za analysis

The summary of the analysis has been broken down into four tables — one for each
component. The same method in paragraph 5.7 in which each HCI-S criterion is given a
weighting will be used. An average percentage is calculated, based on the HCI-S
weightings, for each criterion. This percentage is rounded up and reflects the level of

trust.

An_explanation of the colours found in the summaries is given in table 8.2. If an HCI-S
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criterion is not met, then 0 is added to the overall score for a component (red). Green
means the criterion has been met and 100% of the weighting is added to the score.
Orange is between green and red. In this case 50% of the possible weighting for a
criterion is added to the score.

Table 8.2 Key

Colour Explanation Influence on weighting
Red Criterion has not been met. 0% of weighting
Green Criterion has been met. 100% of weighting
Orange In some instances the criterion | 50% of weighting
has been met, in other instances
it has not.
Gray Criterion is not applicable for this
component.

Each criterion is given a weighting for each component of the website. For example, in
the passwords/login component six criteria are used. This means that each criterion has a
16.6% weighting towards the trust score. 16.6% (per criterion) x 6 criteria = 100% total
weighting.

8.4.1 Passwords/login

Table 8.3 summarises the analysis of the passwords/login component of NetBank.

Table 8.3 Passwords/login

\ Criteria Conclusion Impact
Convey features YES The user should feel 16.6%
(16.6% weighting) confident logging in.
Visibility of NO lllegal access to a 0%
system status User is not informed of the date user's account may go
(16.6% weighting) and time of last login. unnoticed.
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Criteria Conclusion Impact

Learnability ? Some users may be 8.3%
(16.6% weighting) PIN and passwords are chosen by confused by the term

the user. Term 'profile' is used ‘profile’.

instead of ‘account number’.
Aesthetic and YES It is easy for a regular 16.6%
minimalist design Login bar is found on Internet user to quickly login.
(16.6% weighting) banking home page.
Errors Partial A user may discontinue | 8.3%
(16.6% weighting) Some of the error messages using the service

generated are confusing and because error

intimidating. messages are more

severe than necessary.

Satisfaction Partial Login lacks personal 8.3%
(16.6% weighting) |t is not immediately obvious that  touch.

the login was a success. The user

is not greeted by name.

Does the interface lead to trust being developed?

Trust A 58% level of trust has been | Total 58%
(100% weighting) developed.

A 58% level of trust is fostered during the login process. A user who logs in to a number

of different websites may find the login process of NetBank particularly frustrating due to

the extra password

8.4.2 SSL

The SSL trust level

Table 8.4 SSL

and the different terminology.

is presented in table 8.4.

\ Criteria Conclusion Impact
Convey features Partial The user may not be 16.6%
(33.3% weighting) SSL feature is conveyed but not  aware that the

in detail. SSL is not mentioned | connection is secure.

on the home page of the banking

site. A PDF help document can

be downloaded with more

information on encryption.
Visibility of Partial The user may not use 16.6%
system status The user is not informed that the |the system.
(33.3% weighting) ian is secure.
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\ Criteria Conclusion Impact
\ Learnability Not applicable. Not applicable.
Aesthetic and Not applicable. Not applicable.

minimalist design

(100% weighting)

Errors Not applicable. Not applicable.
Satisfaction Partial Advanced users, or 16.6%
(33.3% weighting) The user will probably not be users who read the PDF
aware that SSL is being used to | file, will be satisfied that
ensure safe transactions. measures are being
taken to encrypt
communications.
Does the interface lead to trust being developed?
Trust A 50% level of trust has been | Total 50%

developed.

The main reason for the low level of trust for the component of SSL is that it is not

adequately explained.

This could be particularly serious, as Internet Explorer 6.0

sometimes does not show a padlock in the bottom right-hand corner, even though a page

is encrypted. The only way to see that the page is encrypted is to right click on the page

and click ‘Properties’.

8.4.3 Logout button

Table 8.5 shows a summary of the logout button analysis.

Table 8.5 Logout button

\ Criteria Conclusion Impact
Convey features No The user may not 0%
(25% weighting)  Importance of logging out is not logout.
highlighted. User is not
encouraged to clear their
temporary Internet cache on
logout.
Visibility of Yes Clicking the logout 25%
system status A message is displayed which button will help the user
(25% weighting) clearly states that the user has to feel confident that
successfully logged out. their banking session
has ended.
\ Learnability Notapplicable. Not applicable.
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Criteria Conclusion Impact

Aesthetic and Yes User should be able to 25%
minimalist design Logout button is in a prominent locate the logout button
(25% weighting)  position. quickly.
Errors An environment which generated

errors could not be created.
Satisfaction Yes User will notice the 25%
(25% weighting)  The user's feedback is requested  personal touch.

when they log off.

Does the interface lead to trust being developed?

Trust A 75% level of trust has been  Total 75%
(100% weighting) developed.

NetBank scores highly in this component. The logout button is in a prominent position and

the user is informed clearly whether they have logged out successfully. However, the

importance of logging out is not highlighted.

8.4.4 Online help

The level of trust for the online help component is calculated in table 8.6.

Table 8.6 Online help
\ Criteria Conclusion Impact
Convey features Yes Most users will 25%
(25% weighting)  Conveys features in an easy-to- understand the help
understand manner. PDF can be |provided.
downloaded which contains more
detailed information.
Visibility of Not applicable. Not applicable.
system status
Learnability Yes Relevant help will 25%
(25% weighting)  Context-sensitive help is provided. probably be displayed
Frequently asked questions page is for the user.
also provided.
Aesthetic and Partial User may find the help | 12.5%
minimalist design Help opens in own window. A user frustrating to use.
(25% weighting) is not able to navigate from one
help screen to another. Only
context-sensitive help is given.
\Errors Not applicable. Not applicable.
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\ Criteria Conclusion Impact

Satisfaction Partial User will not be ableto | 12.5%
(25% weighting)  No navigation bar is provided in the navigate help.
help. User is only given context-
sensitive help.

Does the interface lead to trust being developed?

Trust A 75% level of trust has been Total 75%
(100% weighting) developed.

NetBank's help contains most of the necessary security information. However, the
structure of the help is confusing.

Overall NetBank scores:
58% login/passwords
50% SSL
75% logout button
75% online help

giving an average level of trust of 65%.

This means that Nedbank's Internet banking website has met more than half of the HCI-S

criteria. As can be seen from table 8.7, this score denotes an average interface.

Table 8.7 Description of scores

Overall score Description Impact

0%-49% Inadequate interface The user will avoid using the interface,
which will lead to weak security.

50%-59% Below average interface  The interface will confuse and frustrate
the user.
60%-69% Average interface The user will tolerate the interface if

they really need to use the program.
They will become familiar with the
interface over time.

70%-85% Above average interface  Most of the interface will be easy to use.
One or two aspects of the interface may
irritate the user.
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Overall score Description Impact

85%-100% Excellent interface The user will enjoy using the interface.
The implementation of security features
by the user is easy and intuitive.

The components of SSL and login/passwords scored poorly. A number of small changes
could be made which would increase the level of trust for these two components. In the
next section some recommendations will be made on how the level of trust can be raised
by changing the interface.

8.5 Recommendations for NetBank.co.za

Recommendations based on the HCI-S criteria will be made for the four components of
passwords/login, SSL, logout button and online help. A new level of trust will then be
calculated which includes the recommendations. Recommendations will only be made for
criteria which have not been met, or which were partially met.
8.5.1 Recommendations for passwords/login component

Recommendations according to the HCI-S criteria are given in the following table:

Table 8.8 Passwords/login

Criteria Recommendation Conclusion after Proposed

recommendation score

Convey features  Criterion has been met. 16.6%

Visibility of Inform the user of the date Partial 8.3%

system status and time of last login. System status is

improved during login.

Learnability Allow the user to choose YES 16.6%
their own username. A user who is familiar

with web logins
should be able to log
in easily.

Aesthetic and Criterion has been met. 16.6%
minimalist design
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Greet the user by name.

Criteria Recommendation Conclusion after Proposed
recommendation score
Errors Change error message to YES 16.6%
proposed message (figure | Error messages will
8.4). not scare the user.
Satisfaction Partial Partial 8.3%

User should enjoy the
login process.

Does the interface lead to trust being developed?

Trust
(100% weighting)

An 83% level of trust has
been developed after
recommendations.

Total

Proposed: 83%
Existing: 58%

As can be seen from the above table, making a few modifications to the interface can lead

to an increase in the level of trust from 58% to 83%.

likely to use this component correctly and to have a satisfactory experience.

This means that users are more

These

modifications are relatively inexpensive to implement and no new technology needs to be

purchased.

8.5.2 Recommendations for SSL component

The level of trust with regard to the SSL component can be improved. The
recommendations are given in the following table:
Table 8.9 SSL
Criteria Recommendation Conclusion after Proposed
recommendation score
Convey features Reassure users on the home Yes 33.3%
page that a secure The user will realise
technology - SSL - has been that their connection is
implemented. secure.
Visibility of Draw the user's attention to Yes 33.3%
system status the small padlock. Perhaps | Users will login with
request certification froma  confidence.

third party such as VeriSign.

'Learnability

Aesthetic and
minimalist design

\ Errors

Not applicable.

Not applicable.

Not applicable.

Not applicable.

Not applicable.

Not applicable.
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Criteria Recommendation Conclusion after Proposed
recommendation score
Satisfaction User will be aware that Partial 16.6%

measures are being taken to
ensure the safety of their
transaction.

Users may not
understand the
technology but will be

aware of its
importance.

Does the interface lead to trust being developed?

An 83% level of trust has | Total
been developed.

Proposed: 80%
Existing: 50%

Trust
(100% weighting)

Implementing the above recommendations should lead to an improvement in the level of

trust. SSL is a powerful security component of which the user is often not aware.

Implementing these recommendations will draw the user's attention to the use of SSL.

8.5.3 Recommendations for logout button component

The recommendations for the logout button component are summarised in table 8.10.

Table 8.10 Logout button

Criteria Recommendation Conclusion after Proposed
recommendation score
Convey features Encourage user to logout on Partial 12.2%
each page. Highlight the Most users will logout
importance of logging out. correctly when ending
their session.
Visibility of Criterion has been met. 25%
system status
Learnability Not applicable. Not applicable.
Aesthetic and Criterion has been met. 25%
minimalist design
Errors An environment which
generated errors could not
be created.
Satisfaction Criterion has been met. 25%
Does the interface lead to trust being developed?
Trust An 87% level of trust has  Total Proposed: 87%
(100% weighting) been developed. Existing: 75%

The existingrinterface-already:meets three of the four applicable criteria. Reminding the
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user to logout will help to satisfy the criterion of Convey features.

8.5.4 Recommendations for online help component

Recommendations, along with a trust score for the proposed interface, are given in table

8.11.

Table 8.11 Online help

grabs to explain security
features and principles.

Concepts explained
using graphics are
easier to understand
than when just
explained in words.

Criteria Recommendation Conclusion after Proposed
recommendation score

\Convey features  Criterion has been met. 25%
Visibility of Not applicable. Not applicable.
system status
\Learnability Criterion has been met. 25%
Aesthetic and Place a navigation bar in the Yes 25%
minimalist design online help which allows the User will be able to

user to navigate from one navigate the help and

help screen to another. Add find the information

a search feature where a they need.

user can search the help for

assistance on a specific

topic.
Errors Not applicable. Not applicable.
Satisfaction Use pictures and screen Partial 12.5%

Does the interface lead to trust being developed?

Trust
(100% weighting)

An 88% level of trust has
been developed.

Total

Proposed: 88%
Existing: 75%

Adding a navigation bar to the online help will increase the usability of this component.
The use of graphics and pictures could also be increased in order to convey the available
features to users in an easily understandable manner. In table 8.12 the average trust

scores are presented.

As can be seen from table 8.12, implementing the HCI-S criteria leads to the level of trust
improving from 65% to 85%. An increase in the level of trust indicates an improvement in
usability'andrin'thesprobability’of a user implementing security features correctly.
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Table 8.12 Existing vs proposed interfaces

In the next section the interface of eBucks.com (First National Bank) will be analysed.
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SECTION B

8.6 Analysis of eBucks.com

eBucks.com is the replacement website for FirstOnline.co.za and forms part of First
National Bank’s online presence. Along with Internet banking, eBucks.com also offers
online shopping and the opportunity to earn and spend 'eBucks'.

eBucks.com's home page is shown in figure 8.9. It has an Aesthetic and minimalist
design and a link is provided to "Your Security'.

@ coucks

>

m\ User ID: I
a .
Password: I
DigiCode: [ help
all about eBucks ! : I I
Bank
Spend

News and Media Problems logging in?

Your Security
Feedback Zone Feel like an extra eB50 0007 ) .
Terms & Conditions ‘I'I-‘&I!.;'I r
Product Applications . L All your finances in One I
, -t il Downtime Schedule :.-"'SECURE SITE

Site Requirements FIRSTRAMND BAMHK
Internet Banking Demo LIMITED

Help FNE fight crime - new laws
mare

contact us

Fig 8.9 eBucks.com home page

A VeriSign logo is also present in the bottom right-hand corner. This is a third-party
endorsement of the site and should help the user to trust the site. Clicking on the VeriSign
logo allows the user to verify the identity of eBucks (figure 8.10). A website which displays

the VeriSign logo indicates that a VeriSign certificate is being used to secure the site.
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énslgn ) whnny, ehucks. com
T'he Value of Trust is a VeriSign Secure Site

Identity Verified Security Verified

* FirstRand Bank Limited owns or operates » Thiz Wih site is secured by & WeriSion S50
the Web site located at wewy ebucks .com. cerificate.

» Government recards confirm FirstRandd « Information sent from addreszes that begin
Bank Limited az a valid business. with https iz encrypted before transmission.

This “erisign Secure Site validation page was generated on a secure server at
https: Mzeal verisign.com

Fig 8.10 VeriSign verification [VERIO4]

Report Seal Misuse

8.6.1 Passwords and login

Initially the login of eBucks.com had the potential to be confusing. The user was asked to
enter a 7-digit access number in the User ID field. However, after contacting the
eBucks.com help desk in March of 2003 it was determined that a 13-digit access number
was actually required. The 7-digit access number was for users who migrated from
FirstOnline.co.za. After the user had figured out what user ID or access number to enter,
they would then need to enter their PIN in the Password field. The login of eBucks.com
was not behaving in a predictable manner compared to other websites. This did not add
to the Satisfaction of using the site. The error messages were also unclear. For example,
the error message of "user ID minimum 8 characters" was obtained when a user
ID/access number of the incorrect length was entered. This means that first the user was
told 7 numbers and then 8 characters. During the course of this research most of these
errors have been resolved. The login process is now less confusing. Users now have

passwords instead of PINs, and the error messages have been fixed.

Figure 8.11 shows the current login found on the home page. A link to help is provided for
any problems while logging in. Following this link provides contact information, helpful

user to reset their password if the user knows the PIN for
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their ATM card.

Your Access Murmber must be
7 nurmeric digits,

User ID: |511Ei3

Your Passward should be &
alpha numeric characters,

Password: I-----

DigiCode: [ help ] I

Laogin

Problems legging in?

Your Secunty

Terms & Conditions %‘II‘)IL"I r
Downtime Schedule H "SECLRE SITE

Site Requirements FIRSTRAMD B&MK
Internet Banking Demo LIMITED

Fig 8.11 Login — eBucks.com

eBucks provides an additional level of security called a DigiTag. A DigiTag is a device
which looks like a beeper. It has an LCD display on it which displays a list of unique "One-
Time-Passwords" or DigiCodes. The DigiTag is synchronised with the eBucks server. If a
user has a DigiTag they will need to enter a DigiCode along with their user ID and

password. Having a DigiTag is not compulsory.

The error messages while logging in may be confusing. For example, if a user enters a
password which is shorter than 6 characters and does not include numbers and letters,
the following error is given: “Your Password should be 6 alpha numeric characters.” Users
may not understand the term ‘alphanumeric’. If a user ID and password are given in the
correct format but have incorrect values, the following messages is displayed: “Incorrect
User ID or Password entered. Note: Access Details are case sensitive.” This reminds the

user that they need to be careful with regard to the case of their username and password.

eBucks also provides an 'inContact' service through which the user is sent an SMS or
email notifying them of any transactions on their account or logins to eBucks. However,
the user is not informed of this on the login page.

After a successful login the user is welcomed by name (figure 8.12). They are also
informed of the date and time of their last login. This will help to foster trust and the user

will be able to see if their username and password has been compromised.
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@

Hello Sue!
vou last logged inon 21 April 2004 at 09:46:43,

Fig 8.12 Welcome

8.6.2 SSL - secure connections

As expected, eBucks uses SSL to encrypt all communication between the browser and
server. However, no mention is made on the login page or transaction pages that the
connection is secure. This means the Visibility of system status is not clear. An advanced
user will notice that the page is secure by the 'https' and padlock. There is a link,
however, to a comprehensive security guide which provides details and images about

secure connections.

8.6.3 Logout button

A logout button is displayed in the top right-hand corner. It is quite small and easy to
overlook.

@ eBuclss contact us help

My Accounts Search Transactions My Applications

Fig 8.13 Logout button

After clicking the logout button the user is assured that the logout was successful. They
are also thanked for using eBucks and encouraged to close their browser (figure 8.14).

Thank you for using the eBucks website.

If vou are using a public terminal, we recommend for your own security
that yvou close your browser before leaving the computer,

Fig 8.14 Logout page

While using.the site, the user.is not reminded to logout when finished.
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Error messages during logout are not specific. An example is shown in figure 8.15. Here

the user is told that an 'unknown error' has occurred. The user is not told if it is serious, or

if they can ignore it. Contact details are, however, given for assistance.

A

'IKII

S,

Errer Geccurred:
An unknown error has ocourred, please try later,

If the problem persists, please emall ug or contact the eBucks Technical Help Line on 0860
328 25T {International callers please use +27 11 389 %251) with a description of what you
were doing and quote error code 004.01.02.

Hamibia customers, contact +264 (061) 299 2137, Botswana customers, contact +267 390 2938
or 0300 302 302, Swaziland customers, contact +268 505 2527 or +263 505 2530,

Fig 8.1

5 Error message - logout

8.6.4 Online help

eBucks.com offers an extensive help facility. The eBucks.com help offers detailed

explanations of security features along with pictures. For example, figure 8.16 shows how

to iden

correct

tify the padlock. Figure 8.17 shows how to check that the address in the URL is

Look out for the secure padlock

~=j eBucks.com - Microsoft Internet Explore

|

File Edit ‘iew Favorites Tools Help
| wBack ~ = - ) 1) A Qseach
a— | Address |£I hkkps: e ebucks. comfindes. zml

|Links @] Customize Links  &]Free Hotmal @

Fig 8.1

6 Online help — padlock Fig 8.17 Online help - URL

Some of the other topics covered by the online help are:

1.
2.

Keep your bank card safe and your PIN secret

Keep your eBucks.com access details secret

Change your PIN and Password regularly

Don't allow your browser software to save or store your Password
Install and maintain the most credible anti-virus software

Shop securely online

Each topic is covered with simple and easily understandable explanations. For example,
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the following help is given about access details: "Be particularly cautious when using
public computer terminals - don't allow people to watch you typing in your information, and

ensure that the browser does not store your password.”

One topic which could be counterproductive is "Change your PIN and Password regularly".
As was seen in chapter 7 (section 7.6.2) this could cause the user to write down their PIN
and password. A user should rather be encouraged to choose a secure password and
commit it to memory.

The help also deals with any known bugs in the browsers. For example, there is a bug in
Internet Explorer which sometimes gives the following error message: "This certificate has

failed to verify for all of its intended purposes.” The user is advised by eBucks.com to

ignore the above error message.

8.7 Conclusion of eBucks.com analysis

8.7.1 Passwords/login

Table 8.13 summarises the analysis of the passwords/login component of eBucks.com.

Table 8.13 Passwords/login

\ Criteria Conclusion Impact
Convey features YES The user should feel 16.6%
(16.6% weighting) The user ID, password and confident logging in.
DigiCode are all explained.
Visibility of YES User will be made 16.6%
system status The user is told the date and time | aware of illegal access.
(16.6% weighting) of last login.
Learnability Partial The user may be 8.3%
(16.6% weighting) The term ‘User |D’ refers to the confused by
user's account number. terminology.
Aesthetic and YES It is easy for a regular 16.6%
minimalist design Login bar is found on Internet user to quickly login.
(16.6% weighting) banking home page.
Errors Partial User may make 8.3%
(16.6% weighting) The meaning of the term unnecessary calls to the
‘alphanumeric’ may be unclear to |help desk.
some users.
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\ Criteria Conclusion Impact
Satisfaction YES User should be ableto | 16.6%
(16.6% weighting) Use of the DigiTag could be login quickly and easily.

particularly satisfying. The user is

welcomed by name after a

successful login.

Does the interface lead to trust being developed?

Trust An 83% level of trust has been  Total 83%
(100% weighting) developed.

An 83% level of trust is fostered during the login process. This is a high level of trust with

most of the HCI-S criteria being satisfied.

8.7.2 SSL

A value of trust generated with regard to the SSL component is presented in the following

table:

Table 8.14 SSL

\ Criteria Conclusion Impact
Convey features Yes Users will trust 33.3%
(33.3% weighting) VeriSign Secure Site logo helps to  eBucks.com because it

convey to the user that security has been verified by

features are being used. VeriSign.
Visibility of Partial The user may not use 16.6%
system status The user may not be aware that the system.
(33.3% weighting) SSL is being used.
‘ Learnability Not applicable. Not applicable.
Aesthetic and Not applicable. Not applicable.
minimalist design
\Errors Not applicable. Not applicable.
Satisfaction YES User should feel 33.3%
(33.3% weighting) [f the user clicks on the VeriSign confident using

logo, they will be made aware of eBucks.com.

the security features. However,

they are not reminded that the

connection is secure.

Does the interface lead to trust being developed?
Trust An 83% level of trust has been | Total 83%
(100% weighting) developed.
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The level of trust which eBucks scores for this component is high. The main reason for
this is the prominent use of the VeriSign Secure Site logo. The positive impact of using
VeriSign will grow as more users become familiar with VeriSign.

8.7.3 Logout button

A summary of the logout button according to HCI-S criteria is shown in table 8.15.

Table 8.15 Logout button

\ Criteria Conclusion Impact
Convey features No User’s session may be 0%
(20% weighting)  Importance of logging out is not left open to hijacking.
highlighted. User is encouraged to
close their browser, but they are
not told to clear their temporary
Internet cache.
Visibility of Yes Clicking the logout 20%
system status A message is displayed which button will help the user
(20% weighting) clearly states that the user has to feel confident that
successfully logged out. their banking session
has ended.
\ Learnability Not applicable. Not applicable.
Aesthetic and No User may overlook the 0%
minimalist design Logout button is not in a prominent logout button.
(20% weighting)  position.
Errors Partial A user may be confused| 10%
(20% weighting) Error messages are not specific as to the severity of the
enough. They do, however, give error.
contact details for additional
assistance.
Satisfaction Partial The user may avoid the | 10%
(20% weighting)  Logging out will not be a satisfying logout button altogether.
experience especially if an error
message is displayed.
Does the interface lead to trust being developed?
Trust A 40% level of trust has been  Total 40%
(100% weighting) developed.

eBucks scores poorly in this component. The main reason for this is that the importance
of logging out, especially while using public computers, is not stressed. The potential error
messages are also not clear, meaning a user may be left wondering if the logout was
successful.
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Table 8.16 shows a summary of the critical analysis of the online help component.

Table 8.16 Online help

\ Criteria Conclusion Impact
Convey features Yes Most users will 25%
(25% weighting) Features are explained in an understand the help
easy-to-understand manner. provided.
Diagrams are used.
Visibility of Not applicable. Not applicable.
system status
Learnability Yes Help is easy to use. 25%
(25% weighting)  Help is context-sensitive. Clear
instructions are given. Help is
broken up into logical sections.
Aesthetic and Yes User will be able to 25%
minimalist design Navigation bar is given. navigate from one help
(25% weighting) topic to another. This
also helps to encourage
the user to ‘explore’ the
help, thus improving the
user’s understanding of
security.
\Errors Not applicable. Not applicable.
Satisfaction Yes The discussion of topics 25%
(25% weighting) A user should find the help useful. such as anti-virus
software will be beneficial
to the user.
Does the interface lead to trust being developed?
Trust A 100% level of trust has been | Total 100%
(100% weighting) developed.

The online help of eBucks adequately satisfies all the applicable HCI-S criteria. This

means that the online help will effectively assist the user to implement the various security

features.

Overall eBucks scores:

83%
83%
40%

SSL

login/passwords

logout button

100% online help
giving an average level of trust of 77%.
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This means that eBucks has an above average interface with regard to security (see table
5.9).

foster a higher level of trust.

One or two aspects, particularly the logout button, could be modified in order to

8.8 Recommendations for eBucks.com

8.8.1 Recommendations for passwords/login

In table 8.17 recommendations are made on how the passwords/login component of

eBucks.com can be improved with regard to the HCI-S criteria.

Table 8.17 Passwords/login

Criteria Recommendation Conclusion after Proposed
recommendation score
Convey features Criterion has been met. 16.6%
Visibility of Criterion has been met. 16.6%
system status
Learnability Provide an explanation for Partial 8.3%
the term ‘User ID’. User will understand
that the user ID is their
account number.
Aesthetic and Criterion has been met. 16.6%
minimalist design
Errors Provide a more detailed Yes 16.6%
(16.6% weighting) error message for incorrect | Most users will be able
password or user ID. to understand the help
message.
Satisfaction Criterion has been met. 16.6%
Does the interface lead to trust being developed?
Trust A 91% level of trust has Total Proposed: 91%
been developed. Existing: 83%

The existing interface already fosters a high level of trust of 83%. This can be improved to

91% by making the error messages more user-friendly and providing an explanation of the

term 'User ID".

8.8.2 Recommendations for SSL component

Recommendations on how the SSL component can be improved from an HCI-S

perspective are given in table 8.18.
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Criteria Recommendation Conclusion after Proposed score
recommendation
Convey features Criterion has been met. 33.3%
Visibility of Briefly mention the use of YES 33.3%
system status SSL on the home page. The user will trust
the system more
because they will
be aware that the
connection is
secure.
\ Learnability Not applicable. Not applicable.
Aesthetic and Not applicable. Not applicable.
minimalist design
‘Errors Not applicable. Not applicable.
Satisfaction Criterion has been met. 33.3%
(33.3% weighting)
Does the interface lead to trust being developed?
Trust A 100% level of trust has  Total Proposed: 100%
(100% weighting) been developed. Existing: 83%

One small change to the interface — briefly mentioning SSL — can lead to the component
of SSL meeting all the HCI-S criteria. A 100% level of trust does not indicate that the
interface is completely perfect. It does mean that the user will be aware of this component

and understand that it is an important security mechanism which should be implemented.

8.8.3 Logout button

Modifications to the logout button are proposed in table 8.19.

Table 8.19 Logout button

Criteria Recommendation Conclusion after Proposed
recommendation score
Convey features  On each page, encourage Partial 10%

out.

user to logout. Highlight
the importance of logging

Most users will logout
correctly upon ending
their session.

144

www.manaraa.com



Evaluation of Banking Websites

Criteria Recommendation Conclusion after Proposed
recommendation score
Visibility of Criterion has been met. 20%
system status
Learnability Not applicable. Not applicable.
Aesthetic and Increase the size of the YES 20%
minimalist design logout button. Perhaps Users will be able to
make it a stronger colour. find the logout button
more easily.
Errors Provide more specific error YES 20%
messages. Do not tell the Most users will
user “An unknown error understand what
has occurred”. action needs to be
taken after an error
message.
Satisfaction Logging out will be a YES 20%
satisfying experience. Users will logout.
Does the interface lead to trust being developed?
Trust A 90% level of trust has been Total Proposed: 90%
(100% weighting) developed. Existing: 40%

The existing eBucks.com logout button scored poorly when analysed according to the

HCI-S criteria. This component can be modified to satisfy the HCI-S criteria as shown in

table 8.19.

8.8.4 Recommendations for online help component

Table 8.20 highlights the recommendations for the online help component.

Table 8.20 Online help
Criteria Recommendation Conclusion after  Proposed score
recommendation
‘Convey features  Criterion has been met. 25%
Visibility of Not applicable. Not applicable.
system status
\Learnability Criterion has been met. 25%
Aesthetic and Criterion has been met. 25%
minimalist design Perhaps increase the
number of graphics used
in the help.
Errors NeBEpBliEable. Not applicable.
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Criteria Recommendation Conclusion after  Proposed score
recommendation
Satisfaction Criterion has been met. 25%
Perhaps include an online
search feature.
Does the interface lead to trust being developed?
Trust A 100% level of trust has Total Proposed: 100%
(100% weighting) been developed. Existing: 100%

The existing online help component already meets all of the HCI-S criteria. It can,

however, still be improved by adding more graphics and including a search facility.

Table 8.21 shows a comparison between the existing interface and the proposed

interface.

Table 8.21 Overall score after recommendations

| Existing Proposed
'Login/passwords 83% 91%
SSL 83% 100%
'Logout button 40% 90%
Online help 100% 100%
‘Average 77% 95%

From the above table it can be seen that implementing the HCI-S criteria can lead to an

improvement of 18% in the level of trust.
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SECTION C

8.9 Analysis of ABSA.co.za

ABSA has over 400 000 users (2004) registered for online banking. This means ABSA
has the largest number of online banking customers in South Africa. Each month Internet
transactions worth over R17 billion are processed by ABSA. ABSA's dominance of the
Internet banking market is set to continue with a 23% growth in new customers over the
past year [WEINO4].

In June 2003 a number of ABSA accounts were compromised and about half a million
rand was transferred illegally. The hacker gained access to the accounts by sending the
users a spyware program as an attachment via email. The attachment, when opened,
installs the spyware which logs all usernames and passwords. These usernames and
passwords are then forwarded to the hacker. In response to these incidents ABSA has

introduced some additional security features which will be discussed [SUNDO3].

8.9.1 Passwords and login

' o ABSA

-

Home Lﬂgun
INTERMET BAMKING

MAIN OPTIONS Acoocess Account Mumber: I
® Logon PIM: -
® Customer Support
@ More About It User Mumber: |1
® Demo

It iz your responsibility to enzure the secrecy of vour PIN

s :
Reqister For more information on our security click on "About Secority”

® Tax Returns

® About Security Clear Logon»» I

® New Features

Newsflash:

Mew Internet Banking charges effective 1 April 2004.

Antivirus software

* Comprahensive anfivieus and parsona! rowall
soffware avadable o Absa Intemet Banking
citents &l no charge far one year. =

: g ¥ Click here

Fig 8.18 ABSA login — stage 1

ABSA uses a two-stage login process. The first stage is shown in figure 8.18. The user is
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asked for their access account number, PIN and user number. The user number allows
more than one user to have access to the same account. However, the term ‘User
Number’ is not explained at this point. The user has the option of either typing in their
details using their keyboard or using the onscreen 'keypad'. Clicking with a mouse on the
keypad helps to counter spyware programs which log keys pressed. However, the keypad
is not explained on the login page. The user is also not encouraged to use the keypad.
This means that the security features are present but not conveyed and many users may
ignore the keypad altogether because they do not know what it is there for. The user
needs to follow the 'About Security' link to find out more details about the keypad and

other security features. Free anti-virus software is also provided by ABSA.

Entering the incorrect account number produces the error message shown in figure 8.19.
This error message is not user-friendly. Text such as '033', 'ER 120", 'Ref: 145' is included
in the error message. This text will only confuse the user. A similar error message - “041-
PIN INCORRECT (ER 2) (Ref: 145)” is displayed if the user enters the incorrect PIN.

Logon HELP
033-ACCESS ACCOUNT NOT REGISTERED OMN INTERNET
{ER 120) (Ref: 145)

Access Account Number: _
PIN: I
User Number: |1

It is your responsibility to ensure the secrecy of vour
PIM

For more information on our security click on "About
Security”

Clear | Logonz>

Fig 8.19 Error message

Once the user has entered their account number and PIN correctly, they are welcomed by
name and informed of the date of their last login. They are not informed of the time of
their last login. They are then asked to enter three specific characters from their password
shown in figure 8.20. This is the second stage of their login.
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Logon HELP
Wwelcome 1 Johnston €&————

The last time vou logged on to Absa Internet or Cellphone banking was 2004-04-21

Please enter the requested characters of your Password

Bz G s 7 e o

It is your responsibility to ensure the secracy of your Password

Logons> I

Clear | Forgotten

How it works

In this example the registered Password is Passwordl

Example Password P a s s w o r d 1
The fallowing is requeﬂed. P [ (T (SEFR (RETN (Y --
Y¥ou have to enter P d 1

|Please remember that the characters required are case sensitive | ¢«—

Fig 8.20 ABSA login — stage 2

Each time the user logs in, they are asked for different characters of their password. The
purpose of this is to counter key logging software. A hacker would have to 'observe' a
user logging in a number of times before they would have the complete password of the

user.

The user is also told how this security feature works and they are encouraged to keep
their password secret. A link to help is provided for additional information. This security
feature enhances the security of ABSA's Internet banking. However, it hampers the
usability of the site. Login takes longer and it is easy to make a mistake while trying to
type in certain characters. This may cause the user to become frustrated. The user may
also be tempted to write down their password to see the position of each character. The
user is not reminded on this page (figure 8.20) that this added inconvenience is for their
security and that it can help to protect their accounts. The user now has to remember

both a PIN and a password.

8.9.2 SSL - secure connections

As with other banking websites ABSA uses 128-bit encryption. However, the user is not
informed of this on the login page. Following the 'About Security' link provides more
information on SSL (figures 8.21 and 8.22). In figure 8.22 it can be seen that the user is

told how to check that their page is secure, by right clicking on it. The user’s attention,
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however, is not drawn the padlock which is displayed by browsers when SSL is being
used.

Online applications

When you apply online for accounts or services, or enrol for Absa Internet Banking, you provide personal
information thatis necessary far Absa to process your application. All custamer information Absa collects is
protected against unauthorised access. To ensure thatyour application remains confidential, Absa uses
Secure Socket Laver (S50 technology) for transferring data. This technology encrypts (scrambles) your
account information, so it is virtually impossible for anyvone other than Absa to read it while being transmitted
over the Internet. After submitting an application anline, Ahsa strongly recommends thatyou end or close your
hrowser session hefore leaving yaur computer.

Fig 8.21 SSL

How to check the security of Internet Banking

When logging onto Internet Banking, itis essential to check that you have connected to a legitimate wehsite.
Follow the steps set out helow far the various browsers.

e |nternet Explorer

Right click on the part of the page where you enter the account number and PIM and select Fropedies. The
window will ook similar to the picture below,

Ensure that the connection field contains: 128 hit encryption (High)

Ensure that the Address (URL) field identifies a specific Internet Banking server. These servers are
numbered from wwl . absadirect.coza to wwd absadirect.co.za and from wwa.absadirect.coza to
wy absadirect.coza

Properties

ABSA Direct Internet B arking

Protocal: HuyperTest Tranzfer Protocol with Privacy /

Type: Mot Available /

Connection: 551 3.0, AC4 with 1 28 bit encryeption [High); RSA
with 1024 bit excharnge

Address; httpz://wwf absadirect.co.za/|BS/Logon_access.asp [d—————
Fig 8.22 How to check for SSL

8.9.3 Logout/logoff button

The logoff button is shown in the top right-hand corner (figure 8.23). All the banking sites
analysed so far have logoff buttons in the top right-hand corner. This is advantageous to
the user as they may have bank accounts with more than one bank and will be expecting
the logout button to be in the same position on all banking websites.
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My Details Basic Transactions Bill Payments Own Defined Payments Stop Orders Stop Payments E-mail Logoff

Fig 8.23 Logoff button

The logoff button, however, is small and may be overlooked. The e-mail button is also the
same colour as the logoff button. This means that the user may accidentally click 'E-mail’
instead of 'Logoff'. The importance of logging out is only displayed in the help. Many
users may therefore never realise the importance of logging out and ending their session.

When a user logs off, the screen in figure 8.24 is shown. The screen does not have an
Aesthetic and minimalist design. The user may miss the message informing them that the
logoff was a success. The user is not informed of additional security measures that could
be taken, such as emptying the temporary Internet folder, which would enhance their
security.

Current rates
Application forms

Today

Tomorrow Calculators
Together Internet banking
Contact us

i I O O

Help Centre

Promotion
Zz

one * You have successully logged off Internet banking <

Your Mow as an Internet banking custormer you can get on the information super highway for only B39 a month.
preference

¢~ Dant keep me infarmed
of your products and

SEenices
~ Idantneed fo see tis Absa Internet Access
infi ti in. H
R The world for just R39 a month
Electronic _
services
|Se|ect j Far only R34 a rmonth Ahsa Internet Access gives you unlimited access to the Internet, 5 e-mail addresses,

10MB of wehspace for personal use and aweb mail and weh calendar feature that allows you to stay in touch
fram ampchere in the warld.

SA's leading

financial Register for Absa Internet Access now?

services brand

Want to know more abowut the advantages of Absa Internet Access?

Please supply your email address Subimit

Security Centre | Privacy Policy | Termsz and Conditions | Contact Us | Customer Service | Back to Top
The information contained within this ste including programming scripts gra hics and logos are copyright protected.
Ab=a Bank Limted registration numier: 1586100473406

Fig 8.24 Logoff screen
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8.9.4 Online help

ABSA provides specific help on anti-virus software, Internet banking, latest viruses and
Internet banking fraud. Context-sensitive help is also provided.

Figure 8.25 shows some of the security features which are discussed. Graphics for some
of the topics are given. For example pictures are given to assist the user in checking
digital certificates. Topics such as phishing, firewalls and identity theft are also discussed
in an easily understandable manner. One feature which is not mentioned in the help is

the padlock icon displayed in the bottom right-hand corner of some browsers.

» Internet Banking

Ahsza has aresponsibility to ensure the security of waur infarmation while you are transacting on the Internet.
However, you have a respansibility to take certain precactions to safeguard yourself and yaur money.

If, after reading the material below, you have any further queries, please contact our call centre an 03600
02600 or e-mail us at directmabsa.coza

« What precautions should you take hefore entering your account number and password on the
Internet?

How do you know that vou are on the secure Absa Internet Banking wehsite?
What is "spoofing™ and how do you ensure that you are not at 3 "spoofed” site?
What iz a cendificate?

Who orwhat is "WeriSign"?

Why does Ahsa use "WeriSign"?

YWhat additional security features does Absa Internet Banking ermploy?
Imporant information far Microsoft Internet Explorer users

Lparading to Internet Explaorer version 6 3P OEv.6 SP1)

Privacy Seftings

Lpdate Internet Explorer browsers with cipher strength below 128-hit encreption.
Howy to check the security of Internet Banking

Fig 8.25 Help

A demo option is also given for Internet banking (figure 8.26). This allows the user to login
and explore the site using a default account number and password. This may assist the
user in trusting the site, as they will be able to try it out before using their own personal
details. However, the user is not guided through the demo and security features are not
highlighted.

152

www.manaraa.com



Access Account Number: Rl

Lser Mumber: [1

It iz your responsibility to ensure the secrecy of your PIN

For maore information on our security click on "About Security”

Clear |

PIN: oo
—

Logon »>

Fig 8.26 Demo login

8.10 Conclusion of ABSA.co.za analysis

8.10.1 Passwords/login

Evaluation of Banking Websites

Table 8.22 summarises the analysis of the passwords/login component of ABSA.

Table 8.22 Passwords/login

\ Criteria Conclusion Impact
Convey features Partial A user who has key 8.3%
(16.6% weighting) The keypad and user number are  logging software on

not explained on the login page. their computer may

The reason for the extra password |have their account

is also not detailed. The user compromised because

needs to look in the help for they did not use the

additional information. keypad.
Visibility of Partial User will not be made 8.3%
system status The user is told only the date of aware of illegal access if
(16.6% weighting) last login. it occurs on the same

day as a legal login.
Learnability Partial User will use the 8.3%
(16.6% weighting) Help explains features. features if they read the
help.

Aesthetic and YES Pages load quickly. 16.6%
minimalist design Login is found on Internet banking
(16.6% weighting) home page.
Errors Partial Error codes may 8.3%
(16.6% weighting) Error messages are clear to confuse users. The

understand, but they contain error
codes.

codes will, however,
help to identify the error
if a user contacts
customer support.
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| Criteria Conclusion Impact
Satisfaction Partial Users may become 8.3%
(16.6% weighting) Use of the extra password frustrated during login.

lengthens the login process. The |Users may also not
user is not informed that the extra |understand why there
security features are there for their |are extra security
benefit. features. The user has
to remember a PIN and
a password.

Does the interface lead to trust being developed?

Trust A 58% level of trust has been Total 58%
(100% weighting) developed.

A 58% level of trust is fostered during the login process. ABSA offers a number of
additional security features which help to make Internet banking safer for users. However,
the reasons for these features are not adequately conveyed to the user.

8.10.2SSL

The conclusion and impact for the SSL component are presented in table 8.23.

Table 8.23 SSL

\ Criteria Conclusion Impact
Convey features Partial User may not be aware | 16.6%
(33.3% weighting) The purpose of SSL is conveyed that their transactions
to the user in the online help. No |are secure.
mention of it is made on the
home page.
Visibility of Partial The user may not use 16.6%
system status The user may not be aware that |the system.
(33.3% weighting) SSL is being used.
Learnability Not applicable. Not applicable.
Aesthetic and Not applicable. Not applicable.
minimalist design
Errors Not applicable. Not applicable.
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\ Criteria Conclusion Impact
Satisfaction Partial 16.6%
(33.3% weighting) Users who consult the help will

understand that their transactions

are being encrypted.

Does the interface lead to trust being developed?

Trust A 50% level of trust has been | Total 50%
(100% weighting) developed.

ABSA does not adequately meet any of the HCI-S criteria for SSL. The main reason for

this is that the user is not told on the login page that efforts have been made to ensure

that Internet banking is safe.

8.10.3 Logout button

A level of trust for the logout button component is calculated in table 8.24.

Table 8.24 Logout button

\ Criteria Conclusion Impact
Convey features Partial A user who has not read| 12.5%
(25% weighting)  The importance of logging out is the help may not logout.

only highlighted in the help. ‘The

user is encouraged to end their

session.
Visibility of Yes Logout message may 25%
system status A message is displayed which be missed.
(25% weighting)  states that the user has

successfully logged out. However,

the logout page is cluttered.
Learnability Not applicable. Not applicable.
Aesthetic and Partial User may overlook the | 12.5%
minimalist design The logout button is small. logout button.
(25% weighting)  However, it is yellow which may

attract the user's attention to it.
Errors An environment which generated

errors could not be created.
Satisfaction Partial The user may close the | 12.5%
(25% weighting)  If the user does not see the logout browser instead of

message, they may wonder why logging out.

they had to logout in the first place.

terface lead to trust being developed?
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\ Criteria

Trust
(100% weighting)

Conclusion

Impact

A 63% level of trust has been
developed.

Total

63%

ABSA scores better with regard to the logout button.

would help to increase this level of trust.

8.10.4 Online help

The final component — online help — is presented in table 8.25.

Table 8.25 Online help

Having a dedicated logout page

\ Criteria Conclusion Impact
Convey features Yes Most users will 25%
(25% weighting)  Features are explained in an easy- understand the help

to-understand manner. Diagrams  provided.

are used.
Visibility of Not applicable. Not applicable.
system status
Learnability Yes Help is easy to use. 25%
(25% weighting)  Help is context-sensitive. Clear

instructions are given. Additional

help is given on the latest viruses.
Aesthetic and Yes Finding the required 25%
minimalist design Navigation bar is given. topic should be easy.
(25% weighting)
Errors Not applicable. Not applicable.
Satisfaction Yes The discussion of topics | 25%
(25% weighting) A user should find the help useful. such as firewalls and

Demo login should increase the phishing software will be

user's confidence in the system. beneficial to the user.

Does the interface lead to trust being developed?

Trust A 100% level of trust has been  Total 100%
(100% weighting) developed.

Along with eBucks, ABSA's online help adequately meets all the HCI-S criteria. The user

should enjoy using the help and should be able to implement the available security

features after consulting the help.
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Overall ABSA scores:

58%
50%
63%

SSL

login/passwords

logout button

100% online help
giving an average level of trust of 68%.
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This means that ABSA has an average interface with regard to security (see table 5.9).

Explanations and reasons for ABSA's additional security features of the keypad and extra

password need to be incorporated on the first page the user visits.

It should not be

possible for a user to logon without being aware of the purpose and importance of these

features.

Recommendations will be made in the following paragraphs.

8.11 Recommendations for ABSA.co.za

8.11.1 Recommendations for passwords/login

Recommendations are given in the following table:

Table 8.26 Passwords/login

Criteria Recommendation Conclusion after Proposed score
recommendation
Convey features Provide an explanation on YES 16.6%
the login page for the keypad | Users are more likely
and encourage the user to to use the keypad.
use it. Reassure the user
that the inconvenience of the
second password is for their
security.
Visibility of Inform the user of the date YES 16.6%
system status and time of last login. User will be
reassured that their
account has not
been tampered with.
Learnability Provide an explanation of the Partial 8.3%
keypad on the login page. Users still may find
the second password
difficult to use.
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Criteria Recommendation Conclusion after Proposed score
recommendation
Aesthetic and Criterion has been met. 16.6%
minimalist design
Errors Remove error codes from YES 16.6%
error messages. Most users will be

able to understand
the error messages.

Satisfaction Reassure the user that the YES 16.6%
inconvenience of the second Most users will
password is for their security. |accept the extra
inconvenience if they
see the benefit of
increased security.

Does the interface lead to trust being developed?

Trust A 92% level of trust has been Total Proposed: 92%
(100% weighting) developed. Existing: 58%

By applying the HCI-S criteria the level of trust can be improved dramatically. For the
component of passwords/login to score 100%, the use of the second password would
need to be removed. This would increase the usability of the site, but reduce the security
of the user's account. A 92% level of trust is adequate, so it is therefore recommended
that the second password remain part of the login procedure.

8.11.2 Recommendations for SSL component

A trust score for the SSL component is given in the following table:

Table 8.27 SSL

Criteria Recommendation Conclusion after Proposed score
recommendation
Convey features  Mention the use of SSL on YES 33.3%
(33.3% weighting) the home page. User will be aware
that the connection
is secure.
Visibility of Draw the user's attention to YES 33.3%
system status the small padlock. Perhaps Users will login with
(33.3% weighting) request certification from a confidence.
third party such as
VeriSign.
Learnability Not applicable. Not applicable.
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(33.3% weighting)

security measures are
being implemented to
ensure the safety of their
transactions.

Criteria Recommendation Conclusion after Proposed score
recommendation
Aesthetic and Not applicable. Not applicable.
minimalist design
Errors Not applicable. Not applicable.
Satisfaction Users will be aware that YES 33.3%

Does the interface lead to tru

st being developed?

Trust
(100% weighting)

A 100% level of trust has
been developed.

Total

Proposed: 100%
Existing: 50%

The HCI-S criteria have been used to double the level of trust for the SSL component.

Implementing the VeriSign seal of approval will help the interface to meet the HCI-S

criteria, but it will also increase the costs of running the website. This is because a costly

process needs to be followed to be verified by VeriSign.

8.11.3 Recommendations for logout button component

Recommendations for the logout button component are suggested in the following table:

Table 8.28 Logout button

Criteria Recommendation Conclusion after Proposed
recommendation score
Convey features  On each page, encourage Partial 12.5%
user to logout. Highlight the |Most users will
importance of logging out. logout correctly upon
ending their session.
Visibility of Criterion has been met. 25%
system status
Learnability Not applicable. Not applicable.
Aesthetic and Enlarge the logout button and YES 25%
minimalist design separate it from the 'e-mail'  Users will be able to
link. Keep the logout button  find the logout
yellow. button.
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Errors

Satisfaction
(25% weighting)

out and display a prominent
message reassuring them
that their session has now
been closed. Encourage
them to close the browser
and empty their cache.

User will develop a
habit of logging out.

Evaluation of Banking Websites
Recommendation Conclusion after Proposed
recommendation score
An environment which
generated errors could not be
created.
Thank the user for logging YES 25%

Does the interface lead to trus

t being developed?

Trust
(100% weighting)

An 88% level of trust has
been developed.

Total

Proposed: 88%
Existing: 63%

As can be seen from the above table, a number of cosmetic changes can be made which

will increase the likelihood of a user logging out correctly.

8.11.4 Recommendations for the online help component

Two recommendations for the online help component are presented in the following table:

Table 8.29 Online

help

Criteria Recommendation Conclusion after Proposed
recommendation score
Convey features Criterion has been met. 25%
Visibility of Not applicable. Not applicable.
system status
Learnability Criterion has been met. YES 25%
Perhaps include more
graphics.
Aesthetic and Criterion has been met. 25%
minimalist design
Errors Not applicable. Not applicable.
Satisfaction Criterion has been met. YES 25%
Perhaps include an online
search feature.
Does the interface lead to trust being developed?
Trust A 100% level of trust has been Total 100%
(100% weighting) developed.
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As with eBucks.com, ABSA’s existing online help component satisfies all the HCI-S

criteria. Extra graphics and a search facility could be added.

The combined level of trust for all the components is presented in table 8.30. As can be
seen from the table, implementing the HCI-S criteria can help the interface to foster a

higher level of trust.

Table 8.30 Overall score after recommendations

| Existing Proposed
Login/passwords 58% 92%
SSL 50% 100%
'Logout button 63% 88%
Online help 100% 100%
‘Average 68% 95%

In the next section the reasons behind the different levels of trust will be discussed.

8.12 Reasons why certain banking sites foster a higher level of trust

Table 8.31 shows the comparison between the three banks. It can be seen that eBucks
has the highest level of trust, followed by ABSA and then Nedbank. eBucks also has the

highest score for three of the four components.

Table 8.31 Comparison of Nedbank, eBucks and ABSA

| Nedbank eBucks ABSA
Login/passwords 58% 83% 58%

SSL 50% 83% 50%

'Logout button 75% 40% 63%

‘Online help 75% 100% 100%
Average level of trust 65% 77% 68%

8.12.1 Login/passwords

After analysing the three banking websites, it was found that the login/passwords
component.can.be.made up.of four elements shown in table 8.32. The reason why
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eBucks has obtained the highest level of trust is that it implements three of the four
elements correctly. Implementing these elements leads to adequate fulfiiment of the HCI-

S criteria, which in turn generates a high level of trust.

Table 8.32 Login/passwords comparison

No Yes Yes

No Yes (User is only told of
date)

No Yes No

No No Yes

Nedbank has not implemented any of these elements during login and has therefore

scored poorly. ABSA has implemented only two and also scores poorly.

8.12.2SSL

Table 8.33 presents a comparison between the three banking websites with regard to the
SSL component.

Table 8.33 SSL

Both Nedbank and ABSA score poorly in this component. eBucks implements two of the

three elements and has the highest level of trust.
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8.12.3 Logout button

A comparison between the elements found on the logout button component is shown in
table 8.34.

Table 8.34 Logout button

Yes Yes Yes
Yes No No
Yes Yes Yes
No (Encouraged to No

close browser)

Yes Yes Yes

No No No

Nedbank's logout button component implements the most elements. As expected,
Nedbank also fosters the highest level of trust with this component compared to eBucks
and ABSA.

8.12.4 Online help

Table 8.35 illustrates the elements which make up the online help component.

Table 8.35 Online help
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All three banks scored highly in the online help component. Both eBucks and ABSA meet
all the HCI-S criteria. This is evident from table 8.35 which shows that all the elements

are implemented for these two banks.

The above elements for each component can be used along with the HCI-S criteria to

design online banking interfaces which are easy to use and secure.

8.13 Conclusion

In this chapter the Internet banking websites of Nedbank, FNB and ABSA were analysed
according to the HCI-S criteria. Various components of each site were examined and the
level of trust fostered for each site calculated. This means that the first two objectives of
the chapter have been satisfied. The third objective of this chapter has also been met by
identifying various elements which, when implemented, would help to foster high levels of
trust. The aim of this chapter, i.e. to calculate the level of trust for each site, has therefore

been met.

Recommendations on how the interfaces of each site can be improved were also made.
These recommendations are generally cost-effective and easy to implement. Making
minor modifications to an interface can normally be accomplished in a short time frame.
Implementing these recommendations will help to ensure that users are familiar with the
security features available and will implement them correctly. Conducting transactions on
the Internet can be nerve-racking; applying the HCI-S criteria will help to build trust
between the user and the banking site. The higher the level of trust, the more the user will
be willing to use the service and the more they will enjoy using it.

In the next chapter three e-commerce interfaces will be examined.
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Chapter 9
Evaluation of E-commerce Websites

9.1 Introduction

Security forms the cornerstone of electronic commerce. Without a safe, secure shopping
environment, it is impossible for e-commerce to become mainstream. Security needs to
be a priority right from the planning stages of an e-commerce site. Graphics, visualisation
and usability surveys have shown that security is the biggest concern among online
consumers [TIWA99]. The interface of a website plays a crucial role when it comes to
security. This is because the user experiences the security features through the interface.
If these security features are not explained by the interface or the interface does not guide

the user, then the user will not trust the website and may leave.

One of the barriers to online shopping is the websites’ interface or 'storefront’. 40% of the
users surveyed in a PriceWaterhouseCoopers study stated that being unfamiliar with the
electronic storefront was a barrier to their online shopping [BERNO1]. In another study
33% of the people surveyed indicated having difficulty locating products and 62% even left
a website because they could not find what they wanted to buy [BERNO1]. E-commerce

websites need to strike a balance between usability and security.

Business-to-customer e-commerce continues to grow. It is expected that by the end of
2004 over $300 billion will have been spent online by consumers [BERNO1]. In South
Africa R24 billion is expected to be spent online in 2005 [BIMOO0]. From these figures it is
obvious that companies are constantly looking for ways to attract more online customers

and also, importantly, for ways on how to keep existing customers.

In chapter 7, e-commerce sites were divided into three broad categories — e-tailers,
services and electronic banking. Three websites found in the electronic banking category
were examined in chapter 8. This chapter will concentrate on the two remaining

categories of services and e-tailers.

The most commonly purchased items online by South Africans are groceries, books,
music and entertainment products [ONLIO2]. For this chapter the following three websites,
which sell the above products, have therefore been chosen:

« Picknpay.co.za, an e-tailer which sells groceries,

« Kalahari.net, an e-tailer which sells books and music and
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« Sterkinekor.co.za, a services company which sells entertainment products.

The aim and objectives of this chapter are similar to those of chapter 8. Chapter 8
focused on the security interface of banking sites; this chapter focuses on the security
interfaces of e-tailers and online services sites. The aim of the chapter is to use the HCI-S
criteria to calculate the level of trust fostered by each interface. In order to accomplish this
aim, each interface first needs to be analysed according to the HCI-S criteria. The second
objective is then to attempt to quantify the level of trust fostered by each interface based
on the analysis. The last objective is to try to pinpoint the reasons why some interfaces

foster a higher level of trust than others.

This chapter is lengthy due to the large number of screen grabs and tables. It has

therefore been divided into three sections:
e Section A — Analysis and recommendations for Sterkinekor.co.za
e Section B — Analysis and recommendations for Kalahari.net

e Section C — Analysis and recommendations for Picknpay.co.za
9.2 Components used
In chapter 7, HCI and E-commerce, it was seen that the security interface of a website is
made up of various components. Table 9.1 shows the components used by

Sterkinekor.co.za, Kalahari.net and Picknpay.co.za.

Table 9.1 Components used

Registration | Passwords/ @ SSL Shopping cart Logout Online help
login & checkout button
E-tailers
Kalahari.net X X X X X
Picknpay.co.za X X X X X X
Services
Sterkinekor.co.za X X

Picknpay.co.za uses all of the components, Kalahari.net does not use a logout button and
Sterkinekor.co.za currently implements only two of the components — SSL and online
help. During the course of this dissertation Sterkinekor implemented some major changes
to their website. Table 9.2 highlights the differences between the website available during
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Table 9.2 Sterkinekor 2003 site vs. 2004 site

Evaluation of E-commerce Websites

2003 (v2003 of Sterkinekor.co.za) and the website available during 2004 (v2004 of

Registration | Passwords/ @ SSL Shopping cart Logout Online help
login & checkout button
v 2003 X X X X
v 2004 X X

Some of the changes made have improved the interface, while other modifications have

led to the security of the site being lowered. Aspects of both interfaces are highlighted as

necessary.
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SECTION A

9.3 Analysis of Sterkinekor.co.za

Sterkinekor is one of the two largest movie houses in South Africa. Being an
entertainment company Sterkinekor has opted for a graphically rich website. The home
page is shown in figure 9.1. As can be seen, it is attractive and pleasing to the eye.
Sterkinekor.co.za is professionally designed and creates a positive image for the movie
house. However, it does not have a minimalist design and the page takes a long time to
download over a 56K dial-up connection.

BOOK ONLINE »=
’ ®

: - WHATIS SHOWING =
CENTREN |- 5 [-14:1]

les znd Mangy finally found thisr dreans honse_. F EVENMTS *F ARTICLES
hnd megved |
then they e f > REVIEWS

* LATEST EVENTS

WHODUNIT2

*

&

* ben stiller drew barrymore
* ko

*

*

BOOK DNLINE NOW
NEW RELEASES

THE ¢
Zinema Mouvead scresned by

i Medbank is p....
moviBmail * - k F more & top
VITALITY * .
MOVIE CLUB *
NOUVEAU *
BOLLYWOOD *

EU Film Festival

EUROPEAN
UNION

TOP MOVIES '

Fig 9.1 Sterkinekor.co.za home page

9.3.1 Registration

Sterkinekor.co.za originally implemented compulsory registration (v2003). A user had to
register before purchasing tickets. The enforced registration was inconvenient and had a
negative impact on the usability of the site. In v2004 of Sterkinekor.co.za the registration
has been removed. This is a positive decision as it is now much quicker to purchase a

ticket. The user also has one less username and password to remember.
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9.3.2 Passwords/login

As expected, removing the registration component means that the passwords/login
component is no longer available in v2004 of Sterkinekor.co.za. Removing the
passwords/login component may lead to the level of trust diminishing. This is because the
process of logging in helps to foster trust. The user enters their own private password and
is logged in. This helps to create an environment in which the user feels secure. Once
logged in, a user will feel that they are not entering their credit card details on a 'public'
page. They have had to login to a 'secure' page. For many users, using a password
equates to security. From a technical perspective logging in does not make the credit card
details any more or any less secure, as long as both pages use SSL.

9.3.3 SSL - secure connections

Sterkinekor.co.za uses SSL technology to secure the connection. However, the user is
not at any stage informed of any security features while filling in their credit card details
(figure 9.2). There is no mention of encryption, SSL, or anything else which would assure
the user that their credit card number will be safe. The Visibility of system status is not
clear, which leads to a lack of Trust. Limited information on security is available in the
online help.

BOOKING STEPS

K  WHAT'S SHOWING & SELECT 5EATS k  CLUBDETAILS *

BOOKING DETAILS

Wednesday May 19, 5:20 PM
s: Fb, F¥
TICKET PRICE

Dy Description Discount: (if applicable)

Full Price [P

Email I:l {optional} ] an Email booking confirmation
please enter | address.

CREDIT CARD DETAILS

is the last t
ited on the

nded,
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Fig 9.2 Credit card information

Sterkinekor.co.za uses 128-bit encryption on the credit card page (figure 9.2). However,
with some browsers a padlock is not shown in the bottom right-hand corner of the
browser’'s window. In addition, some versions of Internet Explorer display 'http' instead of
'https' in the URL. In order to confirm that the page is indeed being encrypted, the user
needs to right click on the page and select ‘Properties’. The window shown in figure 9.3 is

now displayed. Under the 'Connection' heading it can be seen that encryption is being

used and the 'Address' (URL) heading shows that the page being viewed is an 'https'
page.

Properties

General

Sk Ticketing: Payment Details

Pratocal; HyperT ext Transfer Protocol with Privacy
Type: Mot Awvailable

Connection: S50 3.0, RC4 with 128 bit encryption [Highl: BSA
with 1024 kit exchange

Address: hittps: vy sterkinekor. com/ TicketingP avmentD etai
[URL] lz. azp?posted=1#Faymentdnchor
Size: Mot Available

Created: Mat Available

b odified: [ ot Available

LCertificates

[ OF. ][ Cancel ]

Fig 9.3 Properties window of credit card page

Sterkinekor provides feedback to the user while the credit card transaction is being verified
(figure 9.4). This aids the Visibility of system status and will encourage the user to Trust
the system. A confirmation email is also sent to the user once the booking has been
completed.
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¥ Hannah at your Service - Microsoft Inter... @|§|@

Pleaze be patieant - your
order iz being processad,
Thizs could take a faw
rmornents 25 we await
verification from the ticketing
systems and your bank.,
Please do not atternpt to click
on the submit button again,

Thank vou for purchasing
through Ster-Kinekor Online!

/

Fig 9.4 v2003 Payment being processed
9.3.4 Online help

The online help on Sterkinekor.co.za v2003 was comprehensive (figure 9.5). The user
was able to obtain help via a live chat facility, during office hours, with a relations
manager. This brought in human contact which would have helped the user in frusting the
system, especially when sending credit card information over the Internet. The help found
in v2003 provided information on Sterkinekor's privacy policy, digital certificates, SSL and

encryption. The customer was offered the following guarantee: "... is the fact that we
guarantee your credit card security. You pay nothing if unauthorised charges are made to
your card as a result of shopping at sterkinekor.com or of digitalmall.com's alliance

partners."

2} Ster-Kinekor LiveHelp Website - Microsoft Internet Explorer

Enter a detailed gquestion
here.

Welcorne to the Ster-Kinshkar

Customer Centre, You can

chat directly with one of aur

Custorner Relations Managers,

or schedule a email or fax me

= request. Altarnatively hrowse

our Frequently Asked

usstions,

Fig 9.5 v2003 Online help
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v2004 of Sterkinekor.co.za has, however, removed most of the above help features. The
online chat is no longer available, information on digital certificates, SSL and encryption,
and the guarantee have been removed. The content of the online help has been greatly
reduced (figure 9.6 and figure 9.7). The absence of these features means that the level of
Trust fostered has been greatly reduced. A privacy policy is still included and the user is

assured that Sterkinekor has: employed the very latest security and encryption

technology to protect you and your credit card”.

The contents of the help file have been divided between two pages. Part of the help is
found on the FAQ page. This is intuitive and most users would look under FAQ for
assistance. However, the privacy and security policies are found under the 'About us' link.
This is not where a user would expect to find this information. A user may therefore never

see these policies, which, if read, by the user would help to foster trust.

ed for Internet Explorer 5.5 and higher at an 800 x 600
Tour b ava enabled.

Site Content

www.sterkinekor.com only contains data an current rmovies. The site does not store historical
data.

Security

Online help

BOOKONLINE &=

2 WHAT'S
C 082 16789 i)

* ABOUTUS

*
*
* STER-KINEKOR FILMS (PTY) LTD
*
*
*

BOOK ONLINE NOW
NEW RELEASES
THE COO

Tel: {011) 445 7700
moviBmail %
VITALITY *|
MOVIE CLUB *|
NOUVEAD * [k

BOLLYWOOD *|

SECURITY

STER-KINEKOR TERMS & CONDITIONS

1. INTENDED AUDIENCE/fUS

ckor i
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Fig 9.7 About us — security and privacy policies

9.4 Conclusion of Sterkinekor.co.za analysis

Two tables are given in this section to summarise the Sterkinekor.co.za analysis: one
table for SSL and the other for online help. The same methodology used in chapter 8 to
analyse the banking sites is used in this section. Table 9.3 provides an explanation of the
colours used.

Table 9.3 Key

Colour Explanation Influence on weighting
Red Criterion has not been met. 0% of weighting
Green Criterion has been met. 100% of weighting
Orange In some instances the criterion | 50% of weighting
has been met, in other instances
it has not.
Gray Criterion is not applicable for this
component.
941 SSL

A summary of the SSL component is given in the following table:

Table 9.4 SSL component

| Criteria Conclusion Impact

Convey features Partial User may not be aware | 16.6%
(33.3% weighting) The useris not informed on the that SSL is being used.
credit card page that the
connection is secure. Encryption
is briefly mentioned in the online
help.

IR Zyl_i.lbl "
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\ Criteria Conclusion Impact
Visibility of Partial The user may not use 16.6%
system status Status of SSL is conveyed by the | the system.
(33.3% weighting) small padlock in Internet Explorer
(IE). However, the padlock may
not be shown on some versions of
IE.
Learnability Not applicable. Not applicable.
Aesthetic and Not applicable. Not applicable.
minimalist design
Errors Not applicable. Not applicable.
Satisfaction Partial The user will trust 16.6%
(33.3% weighting) The user will probably not be Sterkinekor.co.za
aware that SSL is being used to because of their real-
ensure safe transactions. world status, not
because of their
website.
Does the interface lead to trust being developed?
Trust A 50% level of trust has been Total 50%
(100% weighting) developed.

Sterkinekor.co.za has made a minimal effort to reassure the user that the transaction is

secure. The only indication of the use of SSL is the padlock and ‘https’ in the URL

provided by the browser.

9.4.2 Online help

A level of trust for the online help component is presented in the following table:

Table 9.5 Online help

\ Criteria Conclusion Impact
Convey features No Users will have to visit 0%
(25% weighting) | Features are not conveyed. other websites for
Encryption and security are explanations of
mentioned briefly. Users are given | encryption, SSL and
general assurances. digital certificates.
Visibility of Not applicable. Not applicable.
system status
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\ Criteria Conclusion Impact

Learnability No User might never click 0%
(25% weighting)  Help is not context-sensitive. Parts on the "About us' link.
of help are found under two

sections — FAQ and About us.

Aesthetic and Partial User may find the help 12.5%
minimalist design Help has a minimalist design. A frustrating to use.
(25% weighting) navigation bar is not provided.

Errors Not applicable. Not applicable.
Satisfaction No User will not find 0%
(25% weighting) Help is completely inadequate. enough information.

Does the interface lead to trust being developed?
Trust A 12.5% level of trust has been | Total 12.5%
(100% weighting) developed.

The online help provided in v2004 is completely inadequate and this is reflected in the low
score. Security features are not highlighted and explained. v2003 had a more extensive
and user-friendly help which would have fostered a much higher level of trust.

Overall Sterkinekor.co.za scores:
50% SSL
12.5% online help

giving an average level of trust of 31%.

This means that Sterkinekor.co.za has met less than half of the HCI-S criteria. As can be
seen from table 9.6 this score denotes an inadequate interface which users avoid.
Despite this low score users continue to use Sterkinekor.co.za. Some possible reasons
for this are that the purchase amounts for tickets are low and therefore users may be less
concerned about the security of the transaction. Another reason why users continue to
purchase tickets online is that Sterkinekor already has a very strong offline brand which
consumers trust. As was seen in chapter 7, a strong brand can help to foster trust online.

Without this strong brand, many users would not use the site.

Table 9.6 Description of scores

Overall score Description Impact
0%-49% Inadequate interface The user will avoid using the interface,
which will lead to weak security.
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Overall score

Description

Impact

50%-59%

Below average interface

The interface will confuse and frustrate
the user.

60%-69%

Average interface

The user will tolerate the interface if
they really need to use the program.
They will become familiar with the
interface over time.

70%-85%

Above average interface

Most of the interface will be easy to use.
One or two aspects of the interface may
irritate the user.

85%-100%

Excellent interface

The user will enjoy using the interface.
The implementation of security features
by the user is easy and intuitive.

v2004 of the site is overall an improvement on v2003. However, it would have been a

prudent decision to include the help of v2003 in v2004.

9.5 Recommendations for Sterkinekor.co.za

Recommendations according to the HCI-S criteria are now given for each component of

Sterkinekor.co.za.

9.5.1 Recommendations for SSL component

In table 9.7 recommendations are given for the SSL component, along with a recalculated

‘proposed score’.

Table 9.7 SSL

Criteria Recommendation Conclusion after Proposed score
recommendation
Convey features  Mention the use of SSL on YES 33.3%
(33.3% weighting) the credit card page. Inform User will be aware
the user that measures are that the connection
being taken to protect the is secure.
transaction.
Visibility of Draw the user's attention to YES 33.3%
system status the small padlock. Perhaps Users will login with
(33.3% weighting) request certification froma  confidence.
thirdsparty such as VeriSign.

176

www.manaraa.com




Evaluation of E-commerce Websites

(33.3% weighting)
implemented to ensure the
safety of their transaction.

security measures are being

Criteria Recommendation Conclusion after Proposed score
recommendation
Learnability Not applicable. Not applicable.
Aesthetic and Not applicable. Not applicable.
minimalist design
Errors Not applicable. Not applicable.
Satisfaction Users will be aware that YES 33.3%

Does the interface lead to trust being developed?

Trust

(100% weighting) been developed.

A 100% level of trust has

Total

Proposed: 100%
Existing: 50%

Any mention of SSL will help to improve the level of trust. This could be on the home

page or on the actual credit card page.

9.5.2 Online help

With regard to Sterkinekor.co.za's online help, the strongest recommendation would be to

implement v2003's help component.

Table 9.8 Online help

Criteria Recommendation Conclusion after Proposed score
recommendation
Convey features Provide explanations for  The user will have a 25%
SSL, encryption and better understanding of
digital certificates. security concepts.
Visibility of Not applicable. Not applicable.
system status
Learnability Have one help section. Information on security 25%
will be easier to find.
Aesthetic and Provide a navigation bar. Navigation of help will 25%
minimalist design be easy.
Errors Not applicable. Not applicable.
Satisfaction Perhaps include context- Most relevant help will 25%
sensitive help. be displayed.
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Criteria Recommendation Conclusion after Proposed score
recommendation
Does the interface lead to trust being developed?
Trust A 100% level of trust has Total Proposed: 100%
(100% weighting) been developed. Existing: 12.5%

A number of extensive changes are necessary to improve the level of trust generated by
the help component. These changes, which were present in earlier versions of the site,
will lead to a substantial increase in the level of trust. The SSL component can be
improved by a number of minor changes.

Table 9.9 Overall score after recommendation

Kalahari.net is analysed in the next section.
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SECTION B

9.6 Analysis of Kalahari.net

Kalahari.net is a South African e-commerce merchant that sells books, CDs, DVDs, wine,
software and electronic goods (figure 9.8). On the home page (figure 9.9) there is
evidence of the security features being used. A logo and link are provided for Thawte.
The user is also informed that all payments are processed by ABSA. Logos are also
given for eBucks, Standard Bank and icanonline. All of this information helps to associate
Kalahari.net with reputable companies. Even before the user has purchased anything,

they are being reassured of their online security.

For the purpose of this dissertation a book was bought from Kalahari.net.

James's shopl @ contact us E:- help -::I?':]
kalahari.net > «
[ [Nl [ BOOKS | KICKBACKCLUB ‘ TERTIARY BOOKS | SCHOOLBOOKS ‘ SA GATEWAY | LIFESTYLE | HEALTH | VERIMARK | WINE |

DVD I VIDEQ | MUSIC | GAMING | SOFTWARE | PHOTOGRAPHY | TRAVEL | MAGAZINES | COURIER | AIRTIME

SEARCH: - o SIGN IN 0 MY BASKET MY PROFILE @ MY ORDERS 9

First tirme @ Kalahari'? Sign up nowe! 1 Need & corporate accourt? Sign up now! | Become an e-Trader - join now | Terms & Conditions

Minki Book Welcome, James Johnston! * In my basket
Project

more info

1. The Rich Dad's Guide Ta
Irwesting (17

20% Off ALL Music

rradd to wishlist b remove

(#).TO CHECKOUT

> Seil in Afrikaans!

* Site Map

> WELCOME ——
. ARTIME + My wishlists - NEWW!
> BOOKS = 1. Lord Of The Rings -
- Afrikaans School of Rock In the Zone The Blue Jukehox Felloveship Of The Ring
- BBC Food Original Soundtrack Britney Spears Chris Rea (b put in basket b remove
- Bestsellers YWas R136.95, Wyas R210.95, Wifas R136.95
- Business now R109.56 now R168.76 now R109.56 ., How to join the
- Christiarity * kickbackclub
- Computers . ) .
- Lidiunpgﬂ = Soundtrack noise » Best DWYD noise = Blues noise .. How to enjoy personal
- Harry Potter * recommendations
- Kids' Corner Laduuuuma! SA scores World Cup.
- Mewy Releases # Send an e-voucher
- Sezual Wellbeing znlu r“,'! L . . ’
- SF & Fantasy Well done A on winning the bid to hast 2010 Soccer + Send a wrapped gift
- Soul Food Woarld Cup. Check out the latest and greatest soccer - —
- The Tolkien Room paraphemalia here. |DDK"_79 qu d J_UD i
> COMPETITIONS Kalahari.net is looking for
* COMPUTICKET & rusi edtor
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* TERTIARY BOOKS = Credit card security
= TRAVEL i

In Gaming
7 VERIMARK
* WINE = .
TOCA Race Driver 2 AVIHEK 1w 8 12
. (RS platform: PC e =iy
= Terms & Conditions == genre: Racing —= {
= SignIn m Thawte is behind us!
= My basket R280.95
= My wishlists o} s Money transferred by
= My profile » More Games G \) ABSA
= My orders . . * :
* Email us Verimark special offer
= Help Need some help?
& Genesis BGCM L
B e-T_ra(Iers The Genesis total home cleaning system is the leader in message with QQ.
;Q‘lja'”d”DW! Traer? ! deep cleaning machines. . -
Lrjga g EeRe : Now only R3,999.00 5 guslp:ﬂ Solutions
) ) rovider
= e-Trader Kids e
w Click for Genesis fab features SOFTWARE
pend ? q 0 . ~
eBucks to spend w Click for special Verimark deals l" FUTURES ™
click faor info =
no credit card? e Kalahari recommends
apply here e “‘#ﬁiﬁik'
) 4 \standard bank: client?

1 Greatest Wildlife Show On Eant (video?
yi| R133.95

L:M-m-i elick: far info T
‘ ahsa bank client?
(:_ lick: far info T

David Leadbetter Faults and Fixes (dvd film )
R197.95

@

Fig 9.9 Home page part 2

9.6.1 Compulsory registration

In order to purchase any item from Kalahari.net it is compulsory to register. This helps to
make future purchases quicker. However, it can also be a disadvantage to a user who
just wants to buy something quickly. An email address is used as a username (figure
9.10). The user is asked to choose a password which is at least five characters long.
However, other instructions for choosing a secure password are not given (see chapter 7,

7.6.2 for examples of possible instructions).

The user is not informed of Kalahari.net's privacy policy on the registration page. The
user is told that it is "imperative" for them to provide their ID number. However, they are
not told why. A short sentence such as "Kalahari.net will not sell or distribute your private
information" would go along way towards reassuring customers. Instead, the user needs
to go to the help function to find out what Kalahari.net does with a user's private

information. Information on the registration page is protected by SSL, but the user is not
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informed of this.

Your personal details (profile)
! Imperative to fill in.
Title! |Mr ~| OR click here 10 register as an organisation
Firstname !
Last name !
Email address ! |
Language |English

Phone & code (daytime) !

Cellphone
Date of birth YYYY/MWDD
ID Number ! Imperative for SA addiesses
Password ! (at least 5 characters!)

Confirm Password !
Your address

Address Line !

Address Line |

City/Suburb | |
PostcodelZIP !

Country |South Africa ~|
Kalahari.net sends regular vouchers (R50 and more) to customers via informative, no-nonsense newsletters.

When you tick this bex, you are opting in for our general newsletter. Once you click on proceed you will
also see a list of additional newsletters (14 topics) you can opt-in for.

IMPORTANT
Clicking on the "PROCEED" button below constitutes acceptance of our conditions of business as set out in our Terms and
Conditions.

| acknowledge that | have read and agree to Kalahari's Terms and Conditions D

Fig 9.10 Registration

The passwords/login component is analysed in the next section.

9.6.2 Use of passwords/login

The login page has an Aesthetic and minimalist design. The page is predictable and most
users should not have any problems logging in. After a successful login a user is
welcomed. Kalahari.net has been endorsed by an independent third party — Trust Online.
Trust Online's logo can be found at the bottom right-hand corner of the login page (figure
9.11). Trust Online is a South African e-commerce legal compliance certification and
online dispute resolution service aimed at encouraging e-commerce by creating trust
between the e-tailer and the public [TRUSTO02]. An unsure user is able to click on the logo

and find out more about Trust Online and how it protects consumers’ interests.
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Log on

In confidence

Please click here to create a profile...

Existing customers, go ahead and sign in below!
Email address:

Password:

(/Ezm

Int. books - 1 Dec *
A pusic - 4 Dec*
If you have forgotten your password (or experience any @ ovps- 4 Dec
problems with it), please enter your email address above and & omes- 4 Deg
then click an .
Unfortunately these delivery
@: ~ - deadines have passed
) EmaiL =

 In my basket

1. Rich Dad's Guide To
Inwesting (1)

phadd towishiist ¥ remove

L (. TO CHECKOUT

> My wishlist

Ma items in wishlist

* Xmas delivery times!
Order your gits before
the following dates to
ensure that they arrive in
time for Xmas!

El Local books - 11 Dec

Evaluation of E-commerce Websites

We will zend you your password

Fig 9.11 Log on

9.6.3 SSL - secure connections

Kalahari.net uses encryption during the logon and payment processes. On the logon
page the user's attention is not drawn to this fact. However, when it comes to entering in
credit card details, the user is informed that SSL is being used to ensure that the
transaction is secure (figure 9.12). The user is able to follow links to more information on
security and view Kalahari.net's guarantee (described in section 9.6.6). 'https' and the

browser padlock are visible whenever SSL is being used at Kalahari.net.

@ Credit card security

Your infarmation is encrypted as an illegible, secret code during transmission to ABSA Bank. It is
called S50 (Secure Socket Layers). See itin action! Click PREOCEED. ¥our site address on the
next screen will change from http:/f to https:i.. .

We are accredited by Thawte. More about this...

a Problems proceeding? Get a little help to fix them. ..

@ SEE OUR GUARANTEE OF SATISFACTION

Fig 9.12 Credit card security

The Visibility of system status is clear throughout the ordering process. The user is clearly
informed of the steps in the process and warned against using the 'back button' on their
browser. When the order has been completed the following warning is displayed: "Some
browsers may issue a security warning when you return to the site. Your transaction has

beenssecurely-executed!=lgnore the warning and you will return to the non-secure site
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without risking the secrecy of your credit card details.” This comment helps to put at ease

any concerns a user may have about the security alert shown in figure 9.13.

Security Alert @

Y'ou are about to be redirected to a connection that iz not

o SRCUIE.

T he information you are sending to the current zite might
be refranzmitted to a nonsecure site. Do vou wish to
continue?

Fig 9.13 Security alert — Internet Explorer

9.6.4 Shopping cart and checkout

Kalahari.net stores the items a user chooses in a 'basket' (figure 9.14). A wishlist is also
provided for items which a user may want in the future. The basket has an Aesthetic and
minimalist design and behaves in a predictable manner. It is easy to add and remove
items from the basket. The basket is similar to other shopping carts found at other e-
commerce merchants, such as Amazon.com, which means that a user may already be

familiar with the basket. This aids the Learnability of the basket.

One frustration, as can be seen from figure 9.14, is that the basket does not show the
prices of the items selected so far. This decreases the Satisfaction as the user is not sure

how much the items are going to cost them and if they could afford another item.

¥ In my basket

1. Rich Dad's Guide Ta
Imwvesting (1)

ckadd to wishlist  k remove

2. lee Age (1)

chadd to wishlist -k remove

) TO CHECKOUT

1. The Lord Of The Rings:
Fellovuship Of The Ring (2
Lrisc)

ck put in basket  kremove

Fig 9.14 Shopping cart and wishlist
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Once the user has added items to their basket, they can proceed to the payment page by
clicking 'To checkout'. As was seen in the analysis of the SSL component, the user is
informed that transactions conducted are secure and that SSL is being used (figure 9.12).
The user is also given a number of different payment options shown in figure 9.15. This
helps the user to feel in control as they are able to choose the most convenient payment

option. The user is also able to choose the payment option which they trust the most.

 Pay by credit card
credit card type card number expiry date ¥our name, as on card
[visa = [1 =l|2004 =] |

CVV Security number

Last 3 digits of number printed
on back of card. For tighter
anline security!

American Express: 4
additional numbers on the

frant, right.
ABSA Online Payment: please
enter 495
[tis possible to purchase goods on your budget account, however this must be processed
manually by phoning Customer Support on (0213595 96649, Impaortant: Please do not complete the
pavment process hefore you have contacted our custormer support team.
f" F‘ay b‘y’ bank deposit | first wwant more general information on bank deposits
; eBucks account holders only!
. @ Pay via eBucks I'weant more general information on eBucks

lcanonline account helders only!

. D"“' F'El‘y’ vialcanonline | wwant more general information on icanonline

e E. Pay via Standard Bank AutoPay

Standard Bank Internet Banking users only!
Yizit the Standard Bank site to get more information on AutoPary

Fig 9.15 Various payment options

9.6.5 Logout button

Kalahari.net does not have a logout/logoff button. This is a huge oversight. Kalahari.net
uses cookies to track the users. This means that the next time a user logs on to
Kalahari.net, they are greeted by name and any existing items in their basket and wishlist
are shown. Previously (year 2003) anyone who visited Kalahari.net from the same
computer would have had access to the previous user’s:

e shopping basket

e wishlist
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e shopping preferences

e first name and surname
e telephone number

e address

e birthday

e |D number

Kalahari.net has fixed this security breach and a user now needs to enter their email
address and password in order to access personal details. A simple logoff button would

have avoided this problem.

9.6.6 Online help

Kalahari.net offers an extensive help function on all aspects of online shopping. The help
function is easy to access and navigate. In some cases the help is context-sensitive.

Help on security issues is provided under the heading of "Your security & credit card
security" (figure 9.16). The following topics are dealt with:

Information is confidential, always

Secure Internet shopping - CREDIT CARD
Secret code: SSL

Guarantee of Satisfaction

ok 0bd =

Terms and Conditions

g Help

New Internet Shoppers | Trouble shooting [Contact us | My Shop | How to order | Delivery times & delivery costs | How to
pay | Your account details | Your security & credit card security | Cookies | FAQ | Terms and Conditions

Your security & credit card security

Information is confidential, always

Secure Internet shopping - CREDIT CARD
Secret code: S5L

Guarantee of Satisfaction

Terms and Conditions

Fig 9.16 Online help

L - e
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Topic 1 discusses Kalahari.net’s privacy policy. Topic 2 explains to the user that ABSA
handles the transfer of money for Kalahari.net. Kalahari.net is also an approved credit
card operator for ABSA. This third-party endorsement by ABSA helps lend credibility to

Kalahari. This increases the Trust that a user would have in Kalahari.net.

Topic 3 briefly explains what SSL is to the user and what the benefits of SSL are. A
Thawte logo (figure 9.17) and link are provided for the user to verify that Kalahari.net are
who they say they are. From chapter 7 (section 7.4.1) it was seen that seals of approval,
like Thawte, assist in developing Trust between a website and the user. Kalahari.net

ensures that these seals are conveyed to the user.

Click here to see our easy-to-read accreditation!
AUTHENTIC SITE

o CLICE Ta YERIFY
E} Secured by S5L

Fig 9.17 Third-party endorsement

Topic 4 provides a guarantee that if a fraudulent transaction does occur on the user's
credit card, Kalahari.net will refund the user up to R500. Topic 5 discusses the terms and
conditions of using the Kalahari.net website.

Kalahari.net also offers a live chat help feature using the free QQ instant messenger
(figure 9.18).

Fig 9.18 QQ instant messenger

Between 8am and 8pm during the week a user can login to QQ and ask for assistance.
This helps to raise the level of Trust as a user is able to obtain real-time assistance.

73 kalahari.net - Microsoft Internet Ex

sendlanlinstantimessageiwith|QQ|

lwhat:s1QQ 7

1]

whyluse QQ?,
*
&

*
‘mlr ccool] *
nicknames

*
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However, the user first has to download the QQ software. Giving the user the option to

use a more popular instant chat program, such as Microsoft Messenger, would remove

some of the hassle.

9.7 Conclusion of Kalahari.net analysis

The analysis of each component is presented in table format.

explanation of the colours used.

9.7.1 Registration

Table 9.3 provides an

A summary of the analysis of the registration component is provided in the following table:

Table 9.10 Registration

\ Criteria Conclusion Impact
Convey features Partial User may be hesitantto | 8.3%
(16.6% weighting) The user is not directly informed of provide personal details.

the privacy policy. User is told

certain fields are imperative, but

not told why. User is not

encouraged to choose a secure

password.
Visibility of Partial User may provide 8.3%
system status The user is not directly informed incorrect personal
(16.6% weighting) that their personal information is details.

being protected by SSL.
Learnability Partial User may choose a 8.3%
(16.6% weighting) Email address used for username. password which is

Only limited password insecure.

requirements are displayed.
Aesthetic and YES Form is quick and easy | 16.6%
minimalist design Simple and clean interface. User to complete.
(16.6% weighting) is not asked for too much

information.
Errors YES Most users should 16.6%
(16.6% weighting) Error messages are clear. understand error

messages.

Satisfaction YES User is able to obtain 16.6%

(16.6% weighting)

Telephone number and an email
address are given.

assistance if needed.
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Criteria Conclusion Impact
Does the interface lead to trust being developed?
Trust A 75% level of trust has been | Total 75%
(100% weighting) developed.

Kalahari.net meets three of the criteria and partially meets the three remaining criteria.

The main reason why Kalahari.net has not completely met all the criteria is the lack of a

policy.

9.7.2 Use of passwords/login

The passwords/login component is summarised in the following table:

Table 9.11 Passwords/login component

Criteria Conclusion Impact
Convey features YES User will understand 16.6%
(16.6% weighting) User is informed that they can 'log that precautions are
on in confidence'. Clicking on being taken to ensure
'‘Confidence' link displays the security of their
information on security. Login transaction.
page has a third-party
endorsement from Trust Online.
Visibility of Partial 8.3%
system status Status of SSL is conveyed by the
(16.6% weighting) small padlock in Internet Explorer.
User's attention is not directly
drawn to SSL.
Learnability YES User will probably not 16.6%
(16.6% weighting) Email address has been used as a forget their email
username. address.
Aesthetic and YES User will be able to login| 16.6%
minimalist design Page loads quickly and has a quickly.
(16.6% weighting) simple design.
Errors Partial Site’s security is 8.3%
(16.6% weighting) Usability of site is enhanced by reduced by providing
informing the user of whether their |this additional
username or their password was information.
entered incorrectly.
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| Criteria Conclusion Impact
Satisfaction YES First-time users should | 16.6%
(16.6% weighting) It is quick and easy for a user to feel confident logging in.
reset a forgotten password. Users who login
frequently will not be
hassled with additional
information and long
download times.
Does the interface lead to trust being developed?
Trust An 83% level of trust has been | Total 83%
(100% weighting) developed.

Kalahari.net scores highly in the passwords/login component.

between HCI and security has been achieved for this component.

9.7.3 SSL

The correct balance

The trust level of the SSL component, along with a summary, is provided in table 9.12.

Table 9.12 SSL component

| Criteria Conclusion Impact
Convey features Partial User may not be aware | 16.6%
(33.3% weighting) User is informed on the payment  that SSL is being used
page that SSL is being used, that |on the registration and
their credit card is secure and that |login pages.
Kalahari.net has been accredited
by Thawte. However, the user is
not informed of the use of SSL on
the registration and login pages.
Visibility of YES User will feel confident | 33.3%
system status Status of SSL is conveyed by the | providing their credit
(33.3% weighting) small padlock in Internet Explorer  card details.
and by messages on the payment
page.
Learnability Not applicable. Not applicable.
Aesthetic and Not applicable. Not applicable.
minimalist design
Errors Not applicable. Not applicable.
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Criteria Conclusion Impact

Satisfaction YES The user may initially be | 33.3%
(33.3% weighting) The user will be aware that steps  hesitant to provide

are being taken to ensure the personal information on

safety of transactions. the registration page.

Does the interface lead to trust being developed?

Trust An 83% level of trust has been | Total 83%
(100% weighting) developed.

Kalahari.net scores highly in the SSL component.

This is mainly because the user is

informed in a simple and easy-to-understand manner of the implementation of SSL (figure

9.12). The Thawte accreditation also helps to make the user aware of the presence of

SSL.

9.7.4 Shopping cart and checkout

Table 9.13 Shopping cart and checkout component

\ Criteria Conclusion Impact
Convey features YES User will be aware that 20%
(20% weighting)  User is informed that SSL is being security measures are
used and that Kalahari.net has being taken to protect
been accredited by Thawte. their transaction.
Visibility of YES User will feel confident 20%
system status Status of SSL is conveyed by the  providing their credit
(20% weighting)  small padlock in Internet Explorer  card details.
and by messages on the payment
page.
Learnability The user is guided through the Users who have 20%
(20% weighting)  checkout process. shopped at other e-
tailers will find the
shopping basket
familiar.
Aesthetic and YES User will find the 20%
minimalist design Checkout process is split among a checkout process quick
(20% weighting) number of pages. This means that and easy.
the user is not swamped with
information.
Errors An environment which generated
errors could not be created.
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\ Criteria Conclusion Impact
Satisfaction Partial The user will be 10%
(20% weighting)  The user will be aware that steps  frustrated that they

are being taken to ensure the cannot easily see the

safety of transactions. The prices |total cost of the items in
of items in the shopping basket are |the basket.
not visible.

Does the interface lead to trust being developed?

Trust A 90% level of trust has been Total 90%
(100% weighting) developed.

Kalahari.net develops a high level of trust with regard to the shopping cart and checkout
component. Many parts of the checkout process make use of SSL. As was seen
previously, Kalahari.net obtained a high score for the SSL component. The high SSL
score in turn has a positive influence on the shopping cart and checkout component's
level of trust.

9.7.5 Online help

The online help summary follows in table 9.14.

Table 9.14 Online help

\ Criteria Conclusion Impact
Convey features Partial Reading the help file will| 12.5%
(25% weighting)  SSL, Thawte and Trust Online are lead to an increase in

explained in an easily the level of trust.

understandable manner in the help
file. Topics such as spyware and
anti-virus software are not
mentioned, however.

Visibility of Not applicable. Not applicable.

system status

Learnability YES Most users should be 25%
(25% weighting)  Help is broken down into logical able to understand the

components. User is not provided help component.
with too much technical

information.
Aesthetic and YES User should be able to 25%
minimalist design Navigation bar is provided. find what they are
(25% weighting) looking for.
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\ Criteria Conclusion Impact
\Errors Not applicable. Not applicable.
Satisfaction YES Most queries and 25%
(25% weighting)  Additional assistance is provided  concerns which a user
via QQ instant messaging. has should be answered

by the help component.

Does the interface lead to trust being developed?

Trust An 88% level of trust has been |Total 88%
(100% weighting) developed.

Kalahari.net has a comprehensive online help facility. There are, however, some current
topics such as spyware and phishing which need to be included. A facility to search the

help would also be beneficial for users.

Overall Kalahari.net scores:

75% registration

83% passwords/login

83% SSL

90% shopping cart and checkout
88% online help

giving an average level of trust of 84%.
The interface of Kalahari.net scores well from an HCI-S perspective. Only the registration

component scores below the eighties. A number of small changes can, however, be

made to improve this score. These modifications are discussed in the next section.

9.8 Recommendations for Kalahari.net

Recommendations on how the level of trust can be improved are discussed in this section.
Recommendations are made for each of the components.

9.8.1 Recommendations for registration component

The first recommendations are for the registration component and follow in table 9.15.
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Criteria Recommendation Conclusion after Proposed score
recommendation
Convey features  Briefly inform the user of YES 33.3%
(33.3% weighting) Kalahari.net's privacy policy  User will be aware
on the registration page. that their personal
information is
secure.
Visibility of Inform the user that all YES 33.3%
system status personal information thatis | Users will register
(33.3% weighting) transferred over the Internet  with confidence.
is protected by SSL.
Learnability Encourage the user to YES 33.3%
choose a secure password.  User will hopefully
Show the user an example of choose a password
a password or pass phrase. that cannot be
cracked easily.
Does the interface lead to trust being developed?
Trust A 100% level of trust has  Total Proposed: 100%
(100% weighting) been developed. Existing: 75%

A number of modifications to the registration component can see the level of trust grow

substantially.

9.8.2 Recommendations for passwords/login

Recommendations relating to two of the HCI-S criteria are made in the following table:

Table 9.16 Passwords/login component

Criteria
Visibility of

system status
(33.3% weighting)

Errors

Recommendation

Conclusion after
recommendation

Proposed score

Inform the user of the use of
SSL on the login page.
Perhaps also include a
'Thawte accreditation’' link.
Inform the user of the date
and time of their last login.

YES
User will login with
confidence.

16.6%

Partial
In order to maintain a balance
between security and
usability it is recommended
that the error messages
ieiRaiisihc same.

8.3%
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Criteria Recommendation Conclusion after Proposed score
recommendation

Does the interface lead to trust being developed?

Trust A 91% level of trust has been | Total Proposed: 91%
(100% weighting) developed. Existing: 83%

It is not recommended that Kalahari.net aim for a 100% level of trust with regard to the
passwords/login component. This level of trust is achievable, but it would negatively
impact the usability of the site. The risks associated with the illegal access to a user's
account do not necessitate a 100% level of trust. This is because the negative
consequence of a hacker gaining access to a user's account is limited. The hacker would
be unable to steal any money, but they would be able to gain access to some of the user's
personal details. In a banking environment, where the consequences of a security breach
are greater, a 100% score is recommended.

9.8.3 Recommendations for SSL component

One minor change to the SSL component can raise the level of trust to 100%.

Table 9.17 SSL component

Criteria Recommendation Conclusion after Proposed score
recommendation
Convey features Draw the user’s attention to YES 33.3%

(33.3% weighting) the use of SSL on the login
and registration pages.

Does the interface lead to trust being developed?

Trust A 100% level of trust has | Total Proposed: 100%
(100% weighting) been developed. Existing: 83%

9.8.4 Recommendations for shopping cart and checkout component
Including the price in the shopping basket will increase the user's level of satisfaction.

Kalahari.net may have left out the prices on purpose, in order to encourage users to add
more items to their shopping basket.
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Table 9.18 Shopping cart and checkout component

Criteria

Satisfaction

predicted total.

Recommendation Conclusion after Proposed score
recommendation
Display prices in shopping YES 20%
basket. User will quickly be
able to see

Trust
(100% weighting)

Does the interface lead to trust being developed?

A 100% level of trust has
been developed.

Total

Proposed: 100%
Existing: 90%

9.8.5 Recommendations for online help component

It appears that the current online help is dated. A number of current security threats need
to be added to the help.

Table 9.19 Online help

Criteria Recommendation Conclusion after Proposed score
recommendation
Convey features  Provide information on current YES 25%
(25% weighting)  security threats such as Users will feel
spyware. Also provide details |confident that
on the importance of anti- Kalahari.net is
virus software. aware of the latest
security threats.
Does the interface lead to trust being developed?
Trust A 100% level of trust has  Total Proposed: 100%
(100% weighting) been developed. Existing: 88%

9.8.6 Recommendations for logout button component

Kalahari.net does not currently have a logout button.

It is recommended that one be

included. Clicking on the logout button will ensure that the session has been terminated

and will help the user to feel more secure, leading to a higher level of trust.

As can be seen from table 9.20, Kalahari.net scores highly — 84% — with regard to trust.

However, this level of trust can be improved to 98% with a number of minor modifications

to,the interfacemlmplementing, these modifications will improve the user’s online shopping

195

www.manaraa.com




Evaluation of E-commerce Websites

experience and encourage new users, who may have security concerns, to shop from
Kalahari.net.

Table 9.20 Overall score after recommendation

In the next section Picknpay.co.za is analysed.
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SECTION C

9.9 Analysis of Picknpay.co.za

Pick 'n Pay is one of the leading retailers in South Africa. They have a turnover in excess
of R29 billion (2003) and have been voted the most trusted company in South Africa in
2003 [CHAIRO04]. Pick 'n Pay have developed a home shopping e-commerce website

found at homeshopping.picknpay.co.za.

Figure 9.19 Shows the Pick 'n Pay home page. The text “online shopping with the people
you trust” can be found below the home shopping logo. Pick 'n Pay is using their well
known, and well trusted brand to foster trust online.

PROUDLY
SOUTH AFRICAN

Plickn) Fay

We're on your side I GO
I Call Centre - I GO
< Investor : Health & : :
kitchen About us R LifeStyle Sport Envirozone Shopping

Mutrition

Plick'n) ay
Knysna Celebrates Its 21st -

: Oyster Festival 2 - 11 July home
Hurry to Beat the Amashova Cut-Off 2004 shopping

Welcome to Pick 'n Pay online

1 ok * . ; . line shopy t trust
e orgisers ofthe ik P Amadhovaitons e || 1 s wilhast s g RIS
to 10 000 cyclists this year. Zz1st oyster festival - the Pick 'n

Pay Knysna Festival - from 241 -?"icl:'
July and plans are undermwgsf to : HEN"

read more = > celebrate in style. The 10/4day gg
festival has a programpie
Comrades Launches Colourful 2004 packed with sport apd |eisure KING

Amabeadibeadi Campaign activities to suit thg'whole A DIVISION OF NEDBANK LIMITED

farnily,
: 2 s d nnore == =
Inspired by what has been achieved for charity by the ity _, k i :
world famous London Marathon, several years ago the E '-J]“—HEP:E‘?
Comrades Marathon Association launched its own charity 04 Pi "
initiative, aimed at harnessing the enarmous goodwill 20 Pick 'n Pﬂy
generated by the race for the benefit of worthy causes, Annual Raporl:

Online now!

read more > =

Fig 9.19 Pick 'n Pay home page

9.9.1 Compulsory registration

e shopping a user needs to register. Before a user can
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register they need to agree to the terms and conditions shown in figure 9.20. The user is
reassured that Pick 'n Pay is 'committed to safe and secure shopping'. Clicking on the
‘continue' button means that the user is bound by the privacy and security policy.
However, the user is not at this stage informed of what that policy entails. To view the
privacy and security policies the user must click on the 'Terms of Use' link (top right-hand

corner of page).

iCk’Ilay Pick 'n Pay Home

Contact us Terms of Use Help

online shoping with the ppdole vou trusi
N Customer Registration

T 0860 30 30 30 Terms and conditions

“
WELCOME All purchases made on the Site are subject to the Pick 'n Pay Home Shopping Terms and

Conditions. If you do not wish to accept these terms and conditions you must not register.

. You agree that any failure to read the Pick 'n Pay Home Shopping Terms and Conditions shall not
safe and secure shopping be relied upon by you in order to avoid any obligation or liability in respect of any transactions
concluded on the site whether directly or indirectly via the Pick 'n Pay Call Centre.

The Pick 'n Pay Home Shopping Terms and Conditions includes provisions which exclude Pick 'n
Pay Home Shopping from any liability from negligence or otherwise and also include undertakings
and indermnities by you in fawour or Pick 'n Pay. It is therefore important that you read the Pick 'n
Pay Home Shopping Terms and Conditions before making a purchase on the site.

Pick 'n Pay may from time to time amend the Pick 'n Pay Home Shopping Terms and Conditions,
and these changes will be effective from the date of posting on the Site. Call Centre users will be
notified of any amendments by post or by the Call Centre.

Wwhen wvou choose the ‘Continue’ button you agree to be bound by the Pick 'n Pay Home Shopping
Terms and Conditions including all special notices, privacy and security policy and other

‘ procedures and guidelines incarporated an the Site by reference.

], ) Back to homepage [ continue J
.:}

<o,

Fig 9. 2*0 | Registraﬁon

After clicking 'continue' the user is asked to choose their delivery address (figure 9.21).
This is done by first choosing a province. Based on the province chosen, a list of relevant
cities and towns is shown. Choosing a city causes only suburbs found in that city to be
displayed. The same process is followed with the street name. Inputting an address in
this format is quick and helps to ensure that the details in the address are correct.
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Pick 'n Pay Home Shopping User Registration

[

Cweelling Type |Stand Alone House

Frovince |Gauteng j
City/Town | Randburg |
Suburh |Emmarentia = Cant find Suburb

IShengwedzi Foad ~| Cant find Street

Street Mame

Street Mumber |4

j Can't find Mumhber

Fig 9.21 Registration - address

Clicking on 'continue' causes the following standard Internet Explorer warning in figure

9.22 to be displayed. This is because the registration page uses frames (one web page

made up of a number of other web pages). Only some of the frames use SSL, which

causes the warning to be displayed. This error message may be quite confusing for a

user.
displayed.

Unlike with Kalahari.net, the user is not warned that this message may be

Pick 'n Pay Home Shopping User Registration

[

Crweelling Type |Cluster, Flat. or Other

Province |Gauteng j
City/Town I =andtan j
_ . I= [ T mnt fimed Dbk
Security Information il
Sty ?rﬂ Thls page containg both zecure and nonzecure
:J. ikerns.
i e i
Build Do you want ta dizplay the nonzecure items? ilding
ez | [ [a] | More Info I

Fig 9.22 Warning
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Clicking on 'More Info' provides an explanation of the meaning of this message. This
explanation is shown in figure 9.23. As can be seen, this explanation is not easy for the

average user to understand.

< What's new in Internet Explorel 10l =l

File Edit Bookmark Options Help

Downloading non-secure content from a secure Weh
site

The'web site you are viewing iz a gecure gite, b uges a zecurity
protocol such as SSL [Secure Sockets Layer] ar PCT [Private

| Communications Technology] bo zecure the information pou zend
and receive.

wihen sites uze a security pratocol, information that you provide,
zuch az your name or credit-card number, iz encrepted 2o that
other people can't read it. Howewer, this Weh page alzo containg
I itermng that do not use thiz secure protocal,

Giwen what pou know about this Web gite and your computer, pou
Lzt decide whether to contifiug warking with thiz zite.

It you dao nat feel confident about warking with thiz site, click No.

Fig 9.23 Explanation of warning

After inputting the address the user is asked for their personal details (figure 9.24)
including their ID number. The user is also asked for their password. The only
instructions given are that the password must be at least five characters. The user is not
told whether the password is case-sensitive nor encouraged to choose a secure password

or pass phrase.

Pick 'n Pay Home Shopping User Registration

Title * M=

First name = I—

Last name * I—

Email address * I—

Home Phone * I_ I—

“Wark Phone I_ I—

Fax e —

Cellphone I—

1D Mumber * l—

Date of bith © l_ l_ l_ FYYY/MM/DD

Usernarme * I— /
Password * | [at least & characters¥)
Caonfirrn Password * I 4“—
Passwaord hint * I—

other's Maiden Name * I—

Fig 9.24 Registration — personal details
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After entering all the details the user's information is displayed for confirmation (figure
9.25). This helps to ensure that all details have been captured correctly and helps to
remind the user of the details entered. The user's password is shown in plain text. This
aids the usability of the site as the user is less likely to forget their password if they are
immediately reminded of it. However, this weakens the security of the system as
someone looking over the user's shoulder may see the password. Pick 'n Pay obviously

feel that this is a small risk and worth the added usability.

| My Personal Details’
Title i
First Mame ™ John
Last Mame ™ Smith
E-mail Address ™ smith@abc.com
Phone; Code (Horme) ™ 5357055; 011
Phone; Code (Work) *
Fax; Code
Cellphone
IO Mumber * 7809145625898
Date of Birth 1978/09/14
Lsername ™ smith3948649
FPasswoard * testpassword *———————
Fassword Hint * Its a test!
bothers Maiden Mame * John's mother
Do you wish to receive No
carrespondence ¢ F

Change Personal Details

Fig 9.25 Registration - confirmation

9.9.2 Use of passwords/login

Figure 9.26 shows the login page for Pick 'n Pay home shopping. The user is given the
option to have their password sent to them if they forget it. However, they are not told
what to do if they forget their username. Pick 'n Pay is a member of S.A.F.E. S.AF.E.is
an independent industry forum created by some of South Africa's leading online retailers.
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The aim of S.A.F.E. is to promote the online shopping industry in South Africa. In order to
help to achieve this members of S.A.F.E. have to:

e Guarantee encrypted transactions

e Uphold a published privacy policy

e Subscribe to the principles of permission-based marketing

e Adhere to a published refunds policy

e Display accurate contact details [SAFE04]

Online retailers who are members of S.A.F.E can display the SUR E-TAIL (figure 9.26)

icon. However, Pick 'n Pay have not made the SUR E-TAIL icon on their login page
clickable. Users are therefore not able to click on the icon for additional information.
Users who recognise the icon will feel more secure and will trust the site. However, many

users will not know what the icon is there for and what it means.

Plick'n) ZJay
. i ome
~shopping

Pick 'n Pay Home

Contact uz Terms of Use Help Loyalty

Add to favourites

L

online shopning with the ppdple vou trust

b
Check if we deliver in your area WEIWe e | C 0 m e ‘\\‘

Register to shop | —

Registered Users
If you have already registered, please enter your

usermame and password in the areas provided below.
If you have not yet registered, please click here.

About Home Shopping Username: |

passuord: | E Login |

I've forgotten my password

Browse without registering

Call Centre:

0860 30 30 30 BsvreTAL —

This site is best wiewed at 800500 aor higher, with |nternet Explorer < or Hetscape Mavigator 4.7 or higher.

Fig 9.26 Login for Picknpay.co.za

Entering the incorrect username generates the error message shown in figure 9.27. This
message does not assist users who have forgotten their username. Perhaps an option
could have been given for the user to enter their email address which they used at

registration. The email address could then be used to look up the user's username.
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LOGIMN ERROR
The username you entered does not exist in our records.

You need to enter the username that vou chose during registration.

If wyou hawve not yet registered click here to register now, else continue, and try
to log in again.

Fig 9.27 Incorrect username

Figure 9.28 shows the error message which is displayed if a user enters the incorrect
password. The user is informed of their password hint and told that passwords are not
case-sensitive. The balance between security and usability is once again evident as a

password which is case-sensitive is more secure but less usable.

Password Hint
You entered the hint displayed below when you registered, to remind you of your
password,

If wou still cannot remember your passwaord, please cantact the Call Centre, or
click here to have your password emailed.

Your password is not case sensitive,

Your password hint is: the usual

Please enter your username and password

Username: IEIEI:IZI:II:IB

pasaword: | [ Login _

Fig 9.28 Incorrect password

9.9.3 SSL - secure connections

SSL is used during the login and payment procedures, but the user is not informed of this
on the login or payment pages. SSL is only briefly mentioned on the help page. In order
to be a member of S.A.F.E. a website needs to make use of encryption techniques during

transactions. This important point, which could have fostered additional trust, is not
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conveyed to the user.

9.9.4 Shopping cart and checkout

Pick 'n Pay's online shopping basket looks like a till slip (figure 9.29).

This aids the

Learnability of the site as a till slip is already familiar to a user. Products selected are
shown along with their price, delivery charge and total. The user is able to view and edit
their basket. The basket is also called a trolley which further reinforces the match

between the real world and online environment.

-
Pick

E:x- L-:n -:-s-e-S-eI-I ---------
Bananas F 3.9
2w Sandwich

Sliced Brown B R 793
Goods | R 1192
Discount R 0.00
Delivery R 5353.00
Total R 66.92

Fig 9.29 Shopping cart

Once a user has selected their purchases, they can proceed to checkout (figure 9.30).

Payment Details

Please enter your payment details below.

Select type of payment : WISA j

Important Security Tip* : Your CVC and expiry date can be entered via the pinpad.

Budget term :

Credit card number

[0 =] monins
EEE I (Mo Spaces)
L

Credit card security number

Card Holder name :

- Pkl - o %
@. d W AL A ’i D Diners Club ~ bﬁk m- -
b - | I Y Internattonal gr KING e

We currently only accept major credit cards and lcanonline for payment

Note: We do not store any credit card or lcanonline information on the Internet.

only applicable to Wisa, Master, PnP Go Banking Cards.
i
Expiry date :
E Clearl

Fig 9.30 Checkout

204

www.manaraa.com



Evaluation of E-commerce Websites

On the checkout page (figure 9.30) the user is given various payment options such as a
Visa credit card or icanonline direct transfer. As was seen with Kalahari.net, this helps to
foster trust as the user is able to choose the payment option with which they feel most
comfortable. The user is informed via a 'Security Tip' that they can use the pin pad to
enter their credit card and CVC number. However, they are not told why it is important to

use the pin pad.

At the bottom of the page the user is given the general assurance 'We do not store any
credit card or Icanonline information on the Internet'. This will help to foster a higher level
of trust. However, the statement is quite vague and ambiguous. The user might ask
questions like 'Then where are my credit card details stored?', or 'Who processes my

credit card details?'. A help button is not available on the checkout page.

A 'cancel' button is also not provided on the checkout page. This may cause confusion as
the user is not sure what they should do to cancel the transaction. A user who wants to
cancel the transaction would have to click the back button on their browser or close their

browser. Clicking the back button displays the warning found in figure 9.31.

Microsoft Internet Explorer x|

"'-.. Are you sure you wank Eo navigate away From this page?

= ou hawve not completed the checkout process. IF wou leave this
page withouk clicking SUBMIT, the order will not be considered
complete

Press QK to continue, or Cancel bo skay on the current page.,

Ik I Cancel

Fig 9.31 Warning message

The logout button, which is present on all the previous Pick 'n Pay pages, is not provided
on the checkout page. This means that a user is not able to logout on the checkout page.
The absence of cancel and logout buttons may be deliberate. Perhaps Pick 'n Pay is
trying to encourage the user to complete their transaction. However, this has a negative
effect on the user as they no longer feel in control. The user may feel that they are being

'forced' to complete the transaction.

The message informs the user that their order will not be completed if they use the back
button. Using the back button sometimes generates the error message shown in figure
9.32.
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/23 Error page - Microsoft Internet Explorer _|O] x|

J File Edit ‘iew Favorites Tools Help | !';'

J GBack - J - \ﬂ |EL| :\J ‘ f'._\JSEarch Hj\'\/ Favarites wr\’ledia e;t - .,1;’_ E - ﬁ JLinks &] Windows *

| Address [&] http:/fprod.hs.prp co.za/prp/web/login/login do; jsessionid=2C076FSABBIBFOCDAGACEFS31 AL FCEATaction=initidisesession 7| [ Go

FY

Error page

] Done ’_ ’_ l_ |4 Internet
Fig 9.32 Error message

N

This error page is inadequate as it does not inform the user what the error is, how to fix it
and where to get additional assistance.

9.9.5 Logout button
Pick 'n Pay home shopping has a small logout button at the top of the page. It is between

a number of other links and is not in a prominent position. Many users may not notice it.

While shopping online the user is not encouraged to log off.

———_ Pick'n Pay Home Shopping Delivery Lists Pricing Suggestions

5
FPersonal Details Orders Logout Loyalty Out of Stodk f Substitutes Contact Us Terms of Use Help
Step 1 Step 2 Step 3

Baottles & Accessones - m

B aby Elnthes&ﬁ.eessuries Child 5 afety

-

Bakerny

Eaking | ngredients Baby Food Feeding ‘Checkout
Beverages Baby Toiletries MNappy Bags & Acceszones Q2062009
Butchery ;I Diapers ;I Teething Pacifiers & Teatz ;I I—

Search now

Fig 9.33 Logout link

When a user clicks the logout button they are informed that the contents of their trolley

have been saved and they are thanked for shopping with Pick 'n Pay (figure 9.34).

Microsoft Internet Explorer X|
9 Logouk Request
\"(’

¥ou have reguested to be logged out, Your trolley contents will be saved for wou,

Thank wou Far shopping with Pick 'n Pay Home Shopping,

Ik I Cancel

Fig 9.34 Logout confirmation
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Not using the logout button can have serious implications. If a user does not log out the
Pick 'n Pay home shopping's login page remembers the user's password and username
(figure 9.35). This potentially allows an unauthorised user access to the previous user's
personal details such as name, telephone numbers, ID number, birth date, mother's
maiden name and address.

I
Registered Users

If you have already registered, please enter your
usermame and password in the areas provided below.
If you have not yet registered, please click here.

Usermame: IHBDEDDB

Password: I---------- m

I've forgotten iy password

Call Centre:

0860 30 30 30 B sur E-TAIL

Explorer 4 or Hetscape Hawvigator<.y ar higher.

Fig 9.35 Login — password is remembered

9.9.6 Online help

Picknpay.co.za provides a comprehensive general online help facility which incorporates
screen grabs. Information is given on topics such as registration, login, how to shop,
orders, delivery, policies, technical issues and terms and conditions.

The information provided on security functions is limited, however, and covered by the
following three questions along with answers:

1. Is online shopping safe and secure?
2. How does Pick 'n Pay Home Shopping use personal data?

3. How does Pick 'n Pay Home Shopping protect personal details?

The answers to questions 1 and 3 are a brief discussion on SSL. Pick 'n Pay's privacy
policy is given as an answer to question 2. Topics such as firewalls, S.A.F.E., pin pad and

the importance of logging out are not covered.
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A summary in the form of a table is given in this section for each component.

9.10.1 Registration

A summary for the registration component is given in the following table:

Table 9.21 Registration

\ Criteria Conclusion Impact
Convey features Partial User may be hesitantto | 8.3%
(16.6% weighting) The useris made to read the terms provide personal detalils.
and conditions before registration.
However, the privacy policy is not
displayed. User is assured of 'safe
and secure shopping'.
Visibility of Partial User may provide 8.3%
system status User's attention is not drawn to the |incorrect personal
(16.6% weighting) use of SSL. details.
Learnability Partial User can choose a 8.3%
(16.6% weighting) User is able to choose their own username they
username. Interface helps the hopefully will not forget.
user to quickly enter their address. |User may choose an
Substantial guidelines for a insecure password.
password are not given.
Aesthetic and YES Form is quick and easy | 16.6%
minimalist design Simple and clean interface. to complete.
(16.6% weighting)
Errors Partial Many users will not 8.3%
(16.6% weighting) User is not warned of 'secure and  understand the security
non-secure' error message. warning and may
terminate the
transaction.
Satisfaction Partial This may aid the userto | 8.3%
(16.6% weighting) Password is displayed in plain text. remember their
password, but the user
is not expecting their
password to be
displayed.
Does the interface lead to trust being developed?
Trust A 58% level of trust has been Total 58%
(100% weighting) developed.
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It appears that Pick 'n Pay have decided to make a trade-off between security and

usability. The user is not given security information and their password is displayed in

plain text. They are also not encouraged to choose a secure password.

9.10.2 Use of passwords/login

A trust level is calculated in the following table for the passwords/login component:

Table 9.22 Passwords/login component

Criteria Conclusion Impact

Convey features Partial User may not be aware | 8.3%
(16.6% weighting) User is not told that the connection |that measures are being

is secure. SUR E-TAIL logo is taken to ensure the

displayed, but it is not explained. security of their

transaction.

Visibility of Partial User might not login. 8.3%
system status Status of SSL is conveyed by the
(16.6% weighting) small padlock in Internet Explorer.

User's attention is not directly

drawn to SSL.
Learnability YES User will probably not 16.6%
(16.6% weighting) User is able to choose their own forget their username.

username. If the user forgets their

password, a password hint is

displayed.
Aesthetic and YES User will be able to login| 16.6%
minimalist design Page loads quickly and has a quickly.
(16.6% weighting) simple design.
Errors Partial Site’s security is 8.3%
(16.6% weighting) As with Kalahari.net, usability of reduced by providing

the site is enhanced by informing | this additional

the user whether their username or |information.

their password was entered

incorrectly. User is not told what to

do if they forget their password.
Satisfaction Partial User may feel frustrated | 8.3%
(16.6% weighting) User has to phone the call centre  as they cannot easily

to reset their password or to reset their password.

retrieve their username.

Does the interface lead to trust being developed?
Trust A 66% level of trust has been Total 66%
(100% weighting) developed.
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Pick 'n Pay's login page has the potential to score a high level of trust.
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However, the

measures being taken have not been explained adequately.

9.10.3SSL

The summary for the SSL component is presented in table 9.23.

Table 9.23 SSL component

Criteria Conclusion Impact

Convey features Partial User will not realise that | 16.6%
(33.3% weighting) The use of SSL is only conveyed  Pick 'n Pay home

on the help page. S.A.F.E. logois |shopping has been

displayed but not explained. endorsed by a third

party.

Visibility of Partial Only users familiar with | 16.6%
system status Status of SSL is conveyed by the | SSL will notice the use
(33.3% weighting) small padlock in Internet Explorer.  of encryption.
Learnability Not applicable. Not applicable.
Aesthetic and Not applicable. Not applicable.
minimalist design
Errors Not applicable. Not applicable.
Satisfaction Partial Most users will not 16.6%
(33.3% weighting) A user who manages to find realise the importance

additional information on S.A.F.E |of S.A.F.E., from a

will be satisfied that adequate security perspective.

security measures have been

taken by Pick 'n Pay.

Does the interface lead to trust being developed?

Trust A 50% level of trust has been Total 50%
(100% weighting) developed.

The user will use the site based on Pick 'n Pay's real-world status, not on their

implementation of SSL. Pick 'n Pay have not maximised the advantage of the third-party

endorsement of S.A.F.E.

9.10.4 Shopping cart and checkout
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\ Criteria Conclusion Impact
Convey features Partial User may not be aware | 8.3%
(16.6% weighting) User is not informed that SSL is  that security measures
being used. Reasons for pin pad |are being taken to
are not given. protect their transaction.
Visibility of system Partial User may be hesitantto | 8.3%
status Status of SSL is conveyed by the |supply their banking
(16.6% weighting) small padlock in Internet Explorer. details.
Learnability YES First-time online 16.6%
(16.6% weighting) Match between system and real  shoppers will find the
world by using the till slip. shopping basket easy to
understand.
Aesthetic and YES User will find the 16.6%
minimalist design Checkout page has a neat and checkout process quick
(16.6% weighting) simple layout. and easy.
Errors NO Users will not know 0%
Error messages are inadequate.  what caused the error
messages or what to do
next.
Satisfaction Partial User will not know how | 8.3%
(16.6% weighting) Cancel and help buttons are not  to cancel a transaction.
displayed. User will not be able to
access the help when
they need it.
Does the interface lead to trust being developed?
Trust A 58% level of trust has been | Total 58%
(100% weighting) developed.

Picknpay.co.za scores poorly in the shopping cart and checkout component. The lack of

suitable error messages has the potential to seriously impact the level of trust generated.

Error messages during a transaction need to be detailed and reassuring.

9.10.5 Logout button

Table 9.25 presents a summary of the logout button component.

Table 9.25 Logout button

\ Criteria Conclusion Impact
Convey features NO Many users will not log 0%
(25% weighting)  Importance of logging out is not out. User’s account

conveyed. may be compromised.

211

www.manaraa.com




Evaluation of E-commerce Websites

Criteria Conclusion Impact

Visibility of Yes User will hopefully 25%
system status A message is displayed which continue logging out in
(25% weighting)  states that the user has the future.

successfully logged out.
Learnability Not applicable. Not applicable.
Aesthetic and Partial Many users will not see | 12.5%
minimalist design Logoutlinkis small. Itisnotina  the link.
(25% weighting)  prominent position.
Errors An environment which generated

errors could not be created.
Satisfaction Partial The user may close the | 12.5%
(25% weighting) If a user is aware of the logout link, browser instead of

they will be told that their shopping |logging out.

basket has been saved. This will

add to their online shopping

experience.

Does the interface lead to trust being developed?

Trust A 50% level of trust has been | Total 50%
(100% weighting) developed.

Picknpay.co.za scores poorly with regard to the logout button. The main reason for this is

that the logout button is too small and not in the expected position (top right). The user is

also not told of the i

9.10.6 Online help

mportance of logging out.

A summary of the analysis of the online help component is given in the following table:

Table 9.26 Online

help

\ Criteria

Convey features
(25% weighting)

Visibility of
system status

Conclusion

Impact

Partial
SSL is briefly explained. Pin pad,
viruses, firewalls and spyware are
not discussed, however.

By reading the help 12.5%
page, a user will be
made aware that
measures are being
taken to ensure the
security of their

transaction.

Not applicable.

Not applicable.
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Criteria Conclusion Impact
Learnability YES Most users should be 25%
(25% weighting) able to understand the
help component.
Aesthetic and YES User should be able to 25%
minimalist design Navigation bar is provided. find what they are
(25% weighting) looking for.
Errors Not applicable. Not applicable.
Satisfaction Partial Users will need to look 25%
(25% weighting)  Users looking for information on elsewhere for security
security will be disappointed. information.
Does the interface lead to trust being developed?
Trust A 75% level of trust has been | Total 75%
(100% weighting) developed.

Not enough information is provided in the help on security features and recommended

security practices.

Overall Picknpay.co.za scores:

58%
66%
50%
58%
50%
75%

registration
passwords/login

SSL

shopping cart and checkout
logout button

online help

giving an average level of trust of 60%.

A score of 60% represents an average interface from an HCI-S perspective. It is evident

that Pick 'n Pay is using their real-world reputation to help foster trust in an online

environment. A number of changes to their interface are strongly recommended to

improve the level of trust fostered. Suggested modifications to the interface are discussed

in the next section.

9.11 Recommendations for Picknpay.co.za

Recommendations are given in this section on how the interface of Picknpay.co.za can be

improved.
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9.11.1 Recommendations for registration component

Table 9.27 shows the recommendations for the registration component.

Table 9.27 Regqistration component

Criteria Recommendation Conclusion after Proposed score
recommendation
Convey features  Briefly inform the user of Pick YES 16.6%
(16.6% weighting) 'n Pay's privacy policy on the User will be aware
registration page. that their personal
information is
secure.
Visibility of Inform the user that all YES 16.6%
system status personal information Users will register
(16.6% weighting) transferred over the Internet  with confidence.
is protected by SSL.
Learnability Encourage the user to YES 16.6%
(16.6% weighting) choose a secure password.  User will hopefully
Show the user an example of choose a password
a password or pass phrase. |that cannot be
cracked easily.
Errors Warn the user that 'secure YES 16.6%
(16.6% weighting) and non-secure' error User will continue
messages may be displayed. | shopping even if
Explain why these messages messages are
are displayed. displayed.
Satisfaction Warn the user that on the Partial 8.3%
(16.6% weighting) next page their password will | Usability of
be displayed in plain text. password will be
maintained due to
password being
displayed in plain
text.
Does the interface lead to trust being developed?
Trust A 91% level of trust has been Total Proposed: 91%
(100% weighting) developed. Existing: 58%

The level of trust generated can be substantially increased by making a few minor

changes.

It is recommended that Picknpay.co.za continue to display the password in

plain text as Pick 'n Pay home shopping is used by many shoppers who have never

shopped online before.

214

www.manaraa.com



9.11.2 Recommendations for passwords/login

Recommendations for the passwords/login component follow in table 9.28.

Table 9.28 Passwords/login component

Evaluation of E-commerce Websites

Criteria Recommendation Conclusion after Proposed score
recommendation
Convey features  Provide explanation for SUR YES 16.6%
(16.6% weighting) E-TAIL logo. Provide link to  User will be aware
additional information. that additional
measures have
been taken to
ensure their safety.
Visibility of Inform the user of the use of YES 16.6%
system status SSL on the login page. User will login with
(16.6% weighting) confidence.
Errors In order to maintain a balance 8.3%
(16.6% weighting) between security and
usability it is recommended
that the error messages
remain the same.
Satisfaction Provide feature to retrieve a YES 16.6
(16.6% weighting) forgotten username. User will be able to
retrieve their
username without
phoning the call
centre.
Does the interface lead to trust being developed?
Trust A 91% level of trust has been Total Proposed: 91%
(100% weighting) developed. Existing: 66%

As with Kalahari.net, it is not recommended to aim for a 100% level of trust, as

compromising a user’s account will not lead to financial loss for the user. Placing the user

in control by allowing them to retrieve their password will aid the usability of the site. To

retrieve their username the user could be asked for the email address they used when

registering.

9.11.3 Recommendations for SSL component

Picknpay.co.za has the potential to score highly in this component because of the third-

partysendorsementyofyS:A«=Em A number of minor changes can help foster a higher level
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Table 9.29 SSL component
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Criteria Recommendation Conclusion after Proposed score
recommendation

Convey features Draw the user’s attention to YES 16.6%
(16.6% weighting) the use of SSL on the login,

registration and checkout

pages.
Visibility of Draw the user’s attention to YES 16.6%
system status the small padlock. Place the
(16.6% weighting) SUR E-TAIL logo on all

pages. Provide explanation

of SUR E-TAIL.
Satisfaction Include an explanation of YES 16.6%
(16.6% weighting) SUR E-TAIL. User will realise

that additional

measures have
been taken to
ensure the safety of
their transaction.

Does the interface lead to trust being developed?

Trust
(100% weighting)

A 100% level of trust has
been developed.

Total

Proposed: 100%
Existing: 50%

The technology is in place to ensure secure transactions. HCI-S principles now need to

be implemented to draw the user's attention to these technologies.

9.11.4 Recommendations for shopping cart and checkout component

Table 9.30 Shopping cart and checkout component

Criteria Recommendation Conclusion after Proposed score
recommendation
Convey features Explain the reason for the pin YES 16.6%
(16.6% weighting) pad.
Visibility of Display SUR E-TAIL logo on YES 16.6%
system status checkout page.
(16.6% weighting)
Errors Provide user-friendly error YES 16.6%
(16.6% weighting) messages which describe the
problem and possible
solutions.
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Criteria

Satisfaction
(16.6% weighting)

buttons on the checkout
page.

Users will feel in
control of the
transaction.

Recommendation Conclusion after Proposed score
recommendation
Provide logout and cancel YES 16.6%

Trust
(100% weighting)

Does the interface lead to trust being developed?

A 100% level of trust has
been developed.

Total

Proposed: 100%
Existing: 58%

Important changes are required especially to the 'Errors' criterion. Current error messages

are inadequate. Improving the HCI-S in the SSL component will assist in raising the level

of trust in the shopping cart checkout component.

throughout the checkout process.

9.11.5 Recommendations for online help component

This is because SSL is used

The existing online help component scores a respectable 75%. This can be increased by

providing more up-to-date security information.

Table 9.31 Online help
Criteria Recommendation Conclusion after Proposed score
recommendation
Convey features  Provide information on current YES 25%
(25% weighting)  security threats such as Users will feel
spyware. Also provide details |confident that Pick
on the importance of anti- 'n Pay are aware
virus software. of the latest
security threats.
Satisfaction Provide a search facility. YES 25%

After reading the
help, the user will
feel confident
about security
principles.

Does the interface lead to trust being developed?

Trust
(100% weighting)

A 100% level of trust has
been developed.

Total

Proposed: 100%
Existing: 75%
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9.11.6 Recommendations for logout button component

Table 9.32 includes recommendations for the logout button component.

Table 9.32 Logout button

Criteria Recommendation Conclusion after Proposed score
recommendation
Convey features Encourage user to logout. YES 25%
(25% weighting)
Aesthetic and Increase the size of the logout YES 25%

minimalist design button and place it at top
(25% weighting)  right-hand corner.

Satisfaction YES 25%
(25% weighting)
Does the interface lead to trust being developed?
Trust A 100% level of trust has | Total Proposed: 100%
(100% weighting) been developed. Existing: 50%

Implementing these recommendations will help to ensure that users logout and close a
possible security hole.

As can be seen with Kalahari.net, implementing the HCI-S criteria leads to a higher level
of trust. Table 9.33 shows that the level of trust between the existing interface and the

proposed interface has increased from 61% to 97%.

Table 9.33 Overall score after recommendation

| Existing Proposed
'Registration 58% 91%
'Passwords/login 66% 91%
SSL 50% 100%
Shopping cart and 58% 100%
checkout

'Logout button 50% 100%
‘Online help 75% 100%
‘Average 60% 97%
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In the next section the elements which form part of each component in an e-commerce

environment are identified.

9.12 Reasons why certain e-commerce sites foster a higher level of

trust

Table 9.34 shows the comparison between the three e-commerce sites. Scores in blue

denote the highest scores attained.

Table 9.34 Comparison of e-commerce sites

\ Sterkinekor.co.za Kalahari.net Picknpay.co.za
'Registration N/A 75 58
'Login/passwords N/A 83 66

SSL 50 83 50
Shopping cart and N/A 90 58
checkout

'Logout button N/A N/A 50
Online help 12.5 88 75
Level of trust 31 84 60

From the above table it is evident that Kalahari.net scores the highest in four out of five of
the components. Kalahari.net also develops the highest level of trust overall. For each
component the elements are identified which, when present, help to foster a high level of

trust.

9.12.1 Registration

Sterkinekor.co.za does not have a registration component. Kalahari.net and
Picknpay.co.za did not score particularly well in this component. This can be seen from
table 9.35.

Table 9.35 Registration comparison

\ Sterkinekor.co.za Kalahari.net Picknpay.co.za
Inform user of N/A Provides link to No
privacy policy privacy policy
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Sterkinekor.co.za Kalahari.net Picknpay.co.za

Encourage the user N/A No No
to choose a secure
password

Provide user with N/A Yes No
friendly error
messages

Allow the user to No No No
withdraw their
personal
information

An example of a site which implements some of these elements successfully is
www.bmw1series.co.za. This is not an e-commerce site, but it does help to illustrate how
the level of trust can be raised by the effective use of a privacy policy. Figure 9.36 shows
the registration page. A user is able to register in order to receive information and
updates on the new BMW 1 series. A simple reassurance is given to users at the bottom
of the page: “BMW South Africa respects your privacy. Anything you tell us is completely
confidential and subject to our strict privacy policy.” This comment is easy to understand
and will help to foster trust. Even though BMW is a well known and trusted brand, an
effort has still been made to ensure that this trust is conveyed and extended in an online

environment.

*Title [ —— =] cPostsl sddress

*First Mame

*SUrname ity

O Mumber *Pravince S | R LI
*Cell Mumber *Postal Code

Email Addrezs hobiclassnavigator.com Telephone Mo

Populstion Group | Selest = Faxno

BEMW South Africa respects yvour privacy. Anything yvou tell us is completely confidential
and subject to our strict privacy policy. <

Next 1b )

Fig 9.36 Registration page
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BMW's privacy policy is short and easy to understand. It is shown in figure 9.37.

3 BMW Privacy Policy - Microsoft Internet =01 x|

Privacy Policy. Close Window

| understand that the information | provide may be saved by BMWY South Africa
faor the purpozes of providing individual customer care and the communication
of product infarmation or service offers. For these purposes thiz informstion
may be stored, procezzed, and, if necezsary, pazsed on to trusted agencies
of Bk South &frica.

| understand that | can withdrawe this declarstion st any time, by

Fig 9.37 BMW privacy policy

The user is also given the option to “withdraw this declaration at any time”. This places

the user in control of their personal information.

9.12.2 Login/passwords

The elements which make up a successful HCI-S component for login/passwords in an
online shopping environment are different from those found in the online banking
environment (section 8.11.1). This is because in an online shopping environment security
issues during login have a lower priority than in a banking environment. In an online
shopping environment the user can, for example, be allowed to reset their username or
password via email, but in a banking environment this would not be acceptable due to the

security risks. The table below shows the recommended elements.

Table 9.36 Login/passwords comparison

Sterkinekor.co.za Kalahari.net Picknpay.co.za

Use third-party N/A Yes Yes (not explained)
endorsements

Provide password N/A No Yes
hints for forgotten
passwords

Allow user to reset N/A Yes No
their
username/password
via email/SMS
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Kalahari.net achieved the highest level of trust in this component.

9.12.3SSL

The elements which make up successful implementation of the SSL component are

presented in table 9.37.

Table 9.37 SSL

Sterkinekor.co.za and Picknpay.co.za score poorly in this component. Kalahari.net

implements two of the three elements and has the highest level of trust.
9.12.4 Logout button
Only Picknpay.co.za implements a logout button. As was previously mentioned, a logout

button for Sterkinekor.co.za is not necessary as users do not need to register. However, it
is recommended that Kalahari.net add a logout button.

Table 9.38 Logout button
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Picknpay.co.za only implements one of the elements and scores poorly in this component.
Figure 9.38 shows an example from icanonline.co.za which demonstrates from an HCI-S
perspective how the logout button should be implemented. It is in a prominent position

(top right) and is not easy to overlook.

L
.ma"o' LClgDut
AN UZG)| Ban | investments | Shopping | i-Console | My Details | E-mai |
| Customise My Finances / Correspondence || My Budget | | Help || E-miail Us |

Fig 9.38 Logout button

9.12.50nline help

The elements which form part of the online help component are the same as those found
in the banking environment. Picknpay.co.za and Kalahari.net scored reasonably well in
this component. However, the level of trust can be improved by including graphics and

additional information on topics such as viruses and firewalls.

Table 9.39 Online help

\ Sterkinekor.co.za  Kalahari.net Picknpay.co.za
‘Context-sensitive help No Yes Yes
Use of images and graphics to No No No

explain security features

Explain concepts in simple Yes Yes Yes
terms

User-friendly navigation Yes Yes Yes
Provide additional help on No No No

topics such as viruses,
firewalls, spyware and

phishing

9.12.6 Shopping cart and checkout help

From an HCI-S perspective, a shopping cart and checkout component will foster a high

level of trust if the user is placed in control of the purchasing process. This is evident
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where three of the four elements for this component relate to placing the user in control.
The fourth element is the use of third-party endorsements. Kalahari.net successfully

implements all of the elements and scores highly with regard to trust.

Table 9.40 Shopping cart and checkout

\ Sterkinekor.co.za Kalahari.net Picknpay.co.za
\ Use third-party endorsements N/A Yes No
\Display prices in shopping cart N/A Yes No
‘Cancel and back buttons N/A Yes Yes

Offer more than one payment N/A Yes Yes
option

9.13 Conclusion

Sterkinekor.co.za, Kalahari.net and Picknpay.co.za were analysed according to the HCI-S
criteria, thus meeting the first objective of this chapter. The second objective was then
achieved by calculating the level of trust for each interface. Kalahari.net attained the
highest score. The elements which make up each component of the interface were also
identified. It was found that the presence of certain elements helps the HCI-S criteria to
be satisfied, which in turn leads to a higher level of trust, thus meeting the third objective.

The aim of this chapter has therefore been met.

This chapter has shown that the HCI-S criteria are valuable in an e-commerce
environment. It was also found that the elements which make up a successful component
in an e-commerce environment are similar to those found in an online banking
environment. However, there are some different elements, particularly in the
login/passwords component. This is because more emphasis needs to be placed on

security in an online banking environment than in an e-commerce environment.

This chapter has helped to reinforce that HCI-S criteria are generic and can be used to
analyse almost any interface which has a security element to it. However, they cannot be

blindly applied to an interface without taking the environment into consideration.

The HCI-S criteria have now been used to analyse security interfaces found in different

environments:win-chapter.-5.the first interface, the Windows XP Internet Connection
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Firewall, was analysed. The Internet Connection Firewall operates in the traditional
standalone software environment. In chapter 8, three banking website interfaces were
examined. These banking interfaces form part of the online banking software
environment. The third group of interfaces were the e-commerce interfaces analysed in
this chapter (chapter 9). The e-commerce sites form part of the online e-commerce
software environment. Chapters 5, 8 and 9 form a unit. The purpose of this unit is to
demonstrate that the HCI-S criteria are relevant and can be applied in different software

environments.

The next chapter in this dissertation is the conclusion.

225

www.manaraa.com



Conclusion

Chapter 10
Conclusion

In this dissertation the fields of HCI and information security were presented and the
common ground between them identified. Various principles were identified in these
fields. A model was then developed which helps in the design and analysis of interfaces
found in a security environment. This model is in the form of six HCI-S criteria. These
HCI-S criteria help programmers to design interfaces which encourage good security
principles. It can also be used to analyse existing interfaces. Analysing an interface
against the HCI-S criteria outputs a level of trust. Generally the higher the level of trust
generated, the better the interface from a security perspective. These criteria are based
on existing criteria found in the field of HCI. The criteria were used to analyse interfaces
found in the traditional software environment, Internet banking environment and e-
commerce environment. Implementing the criteria also helps to generate
recommendations on how the interfaces can be made more user-friendly from a security

perspective.
The first section of this chapter focuses on the strengths and weaknesses of the set of

criteria. This is followed by a discussion on the opportunities for further research in this

field. Lastly, some personal comments from the author are presented.

10.1 Evaluation of the criteria

The model that was presented in chapter 4 has both strengths and weaknesses.

10.1.1 Strengths

The advantages of the HCI-S criteria are simple and easy to understand. They are not
complicated and should be relatively easy for most programmers and interface designers

to implement.

Another advantage is that there are only six criteria. This means that the criteria are easy
to remember. A programmer can have them at the back of his mind when designing the
interface.
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As was seen in the analysis of various interfaces, the HCI-S criteria are flexible and can be
used in different environments. Both traditional software interfaces and web interfaces can

benefit from the criteria.

The HCI-S criteria are also based on general HCI criteria which are over ten years old.
This means that even though the HCI-S criteria are new, they have been built on a tested

foundation.

Implementing the HCI-S criteria leads to a higher level of trust. This means that a user is
more likely to trust the system and to follow the correct security procedures. The HCI-S
criteria can be implemented during the design of an interface or used to analyse an
existing interface. Most of the modifications to the interface which the criteria highlight are
relatively cheap and easy to implement. The modifications normally only require minor
changes to the interface and not huge changes to the code behind the interface. A higher
level of trust far outweighs the costs involved in modifying the interface. A substantial

increase in the level of security can be achieved with minimal effort.

Implementing the HCI-S criteria also improves the user's experience. This means they are
more likely to enjoy using the application. They will also feel more secure and have a

higher level of trust in the system.

10.1.2 Weaknesses

The HCI-S criteria also have weaknesses. The criteria are new and have not been tested
in all security environments. For example, the HCI-S criteria have not been applied to a

security interface found on a PDA.

The criteria are also broad, which means they may not be specific enough for certain
situations. A designer may be looking for criteria which are specifically aimed at the
interfaces found on ATMs. The HCI-S criteria would be a good starting point but may

need to be refined further for ATM interfaces.

The HCI-S criteria are also based on qualitative research, which means it is not based on
'hard facts'. The criteria are open to interpretation and may be implemented incorrectly.
The analysis of an interface can also be very subjective with one programmer feeling that

the eriteriaghavebeensmet;while another feeling that they have not.
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Implementing the HCI-S criteria will lead to an improvement in the level of trust. However,
the technology behind the interface may not warrant this level of trust. The HCI-S criteria

Ha2 cOpiportenitiesfor furtiiemrekieardtiould be trusted when the system actually

has some technical weaknesses.

This dissertation has illustrated how important the interface of a security application is. A

small change to an interface can have huge repercussions, both positive and negative.

The value of this dissertation is that it is pioneering into the new field of HCI-S. HCI and
information security have been well researched, but the field of HCI-S is relatively
uncharted. The HCI-S criteria are a starting point for other research in this important field.

The HCI-S criteria need to be applied to a wider range of security interfaces such as cell
phone interfaces. The criteria need to be tested to see if they are relevant for all security
interfaces or if they need to be modified.

Extensive field research could also be carried out. The purpose of this research would be
to identify the correlation between the increase in level of trust and the implementation of
good security practices by users. A group of users could be asked to implement a security
procedure on an existing interface. The HCI-S criteria could then be applied to the
interface and a modified interface developed. A new group of users could then be asked
to complete the same security procedure. The findings could then be analysed and the
criteria refined as needed.

Additional security interfaces in the security environment could also be analysed. For

example, the analysis of a number of anti-virus software interfaces would be valuable.

In chapters 7 and 8 various components were identified which, when present in a web
interface, lead to a higher level of trust. The correlation between these components and
the HCI-S criteria could be explored further. Perhaps these components could be used

alongside the HCI-S criteria to improve interfaces in a web environment.

10.3 Lessons learnt

The author has found the study of information security and interfaces and how the topics
relate to each other interesting and beneficial. He has learnt how to analyse objectively
and think critically. The author has realised the importance of planning in the design of

security interfaces. He has experienced how important the use of established criteria can
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be in this planning process. The author has seen how important the interface in a security
environment is and how small changes to an interface can be hugely advantageous to the

user.

In the next section it will be shown how the research goal has been achieved.

10.4 Research goal achieved

In chapter 1 five objectives for this research were set.

The first objective of this research was to determine the current status of HCI within
security and to establish if there are adequate criteria that can be used to develop secure
HCI. This was achieved in chapters 2 and 3. Chapter 3 provided an overview of HCI in
the field of information security. It was illustrated in this chapter how each information
security service relates to HCI. In chapter 2 existing HCI criteria developed by Jakob
Nielsen were identified as being a suitable base for the further development of HCI-S

criteria.

The second objective, to develop formal HCI criteria which are relevant in the fields of
security and HCI, was achieved in chapter 4. In chapter 4 the field of HCI-S along with

specific HCI-S criteria were introduced.

The third objective of this research was to apply the HCI-S criteria to a security interface
found in the traditional software environment. This was achieved by analysing the Internet
Connection Firewall in chapter 5. A level of trust was calculated for the interface. In
chapter 6 recommendations were made on how the interface can be improved. A
proposed interface with these recommendations included was designed and then analysed
according to the HCI-S criteria. A new level of trust was then calculated based on the
modified interface. It was found that the level of trust in the proposed interface was higher,
indicating that the HCI-S criteria can be used to improve the firewall's interface. It was
found that the HCI-S criteria are applicable when analysing security interfaces found in a
traditional software environment.

The fourth objective was to apply the HCI-S criteria in an Internet banking environment.
This was achieved in chapter 8 where three Internet banking sites were analysed. A level

ofrtrust'wasrcalculated forreach interface. Recommendations were then suggested and
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the proposed interface analysed again. Components were also identified which form part
of a successful interface in an online banking environment. With a number of small
modifications it was found that the HCI-S criteria are applicable to Internet banking
interfaces.

The fifth objective was to apply the HCI-S criteria in an e-commerce environment. Three
local e-commerce sites were analysed according to the HCI-S criteria in chapter 9.
Modified interfaces, based on the HCI-S criteria, were suggested. The modified interfaces
were found to generate a higher level of trust, thus indicating the value of the HCI-S
criteria. With a number of minor modifications to the HCI-S criteria, it was found that the
criteria are applicable to interfaces found in an e-commerce environment.

The goal of the research, which was to develop criteria which, when applied to an
interface, improve the security of a system, has therefore been achieved by meeting the
above objectives.

The problem that several interfaces do not encourage users to implement good security
habits and principles can therefore be solved by applying the HCI-S criteria.

10.5 Final word

Information security threats in the world continue to grow. New viruses are released on a
daily basis and major software companies publish software patches on almost a weekly
basis to fix security vulnerabilities in its software. Users’ dependence on information
technology is also growing at a rapid pace as technology is used to complete more and
more tasks. These factors point to the critical importance of information security and the
essential need for secure and easy-to-operate computer systems. The researcher
believes that HCI-S is one method that can contribute to the development of a safer IT

environment for users.
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Security and human
computer interfaces

Abstract

Computer users are exposed to technology
mainly through user interfaces. Most users’
perceptions are based on their experience with
these interfaces. HCI (human computer
interaction) is concerned with these interfaces
and how they can be improved. Considerable
research has been conducted and major
advances have been made in the area of HCI.
Information security is becoming increasingly
important and more complex as business is
conducted electronically. However, state-of-
the-art security-related product development
has ignored general aspects of HCI. The
objective of this paper is to promote and
enable security awareness of end-users in
their interaction with computer systems. It
thus aims to consolidate and integrate the two
fields of information security and HCI. HCI as
a research discipline is a well developed field
of study, and the authors are of the opinion
that the use of security technologies can be
significantly enhanced by employing proven
HCI concepts in the design of these
technologies. In order to achieve this, various
criteria for a successful HCI in a security-
specific environment will be examined. Part
of the Windows XP Internet Connection
Firewall will be used as a case study and
analysed according to these criteria, and

recommendations will be made.

Keywords: HCI, human computer interaction;
Information security; Usability; Trust;

Firewalls; HCI-S

1 Introduction

Users experience computers and technology
through various user interfaces — mobile
phone menus; buttons, icons and windows on a
computer screen; dials and knobs in cars; and

back buttons and hyperlinks on the Internet.

These interfaces are designed to aid the users’
understanding of and productivity in using
technology. For example, a well designed
interface assists the user in becoming proficient
in the operation of a software program in a
shorter time frame. This enables the user to
increase his/her efficiency in completing a
certain task. The user feels in control and
satisfied with the technology. On the other
hand, a poorly designed interface can frustrate
the user and hinder the successful completion of
tasks, resulting in aversion and scepticism
towards using the specific technology in the

future.

This paper focuses on aspects of human
computer interfaces (HCIs) that are relevant in
an information security environment. An
example of these is the interface of a software
product such as an encryption program or a
firewall. These programs deal almost exclusively
with security functions. Parts of other interfaces
are also intertwined with security features, such
as the login interface of an Internet banking

website.

Computer and information security continues
to grow in importance as the world becomes
more connected and an increasing amount of
business is transacted electronically. According
to the Computer Crime and Security Survey
[RICHO3], the most popular security
technologies used by companies are anti-virus
software (99% of companies polled use it) and
firewalls (98% of companies). As a result of the
proliferation of office and home computers,
technologies such as anti-virus software and
firewalls have now migrated into the realm of
the everyday user, who is not a security expert.
This means that the roles of interfaces are
crucial in technologies such as anti-virus
software and firewalls that convey and guide the

user through security features. The user
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experiences security functionality through the
interface. The interface informs the user of the
security functions that are available and how to
use them. A user may not be aware of a security
feature or may use it incorrectly. For example, a
personal firewall can only protect a user’s
computer if it is active, and it will only be
active if the user knows how to turn it on. The
interface needs to ensure that the user is guided
so as to minimise the potential for the user to

be the ‘weakest’ link.

When designing an interface, there is a
number of well established criteria that can
be applied to increase the efficiency of using
various technologies. An example of one such
criterion is consistency and standards, as
defined by Jakob Nielsen and Rolf Molich in
1990 [MOLICH90]. Consistency and
standards mean that, in an interface, the
words and actions used need to be consistent
and have the same meaning throughout the
interface. Consider, for example, some of the
firewall products available on the market
today. It is common for many of these
products to use the terms ‘firewall’ and
‘gateway’ synonymously, thereby creating

confusion for the average end-user.

The objective of this paper is to show how
existing and well established HCI criteria can
be employed to analyse and improve the
security features of an interface. A number of
recommendations are proposed for the
modification of currently available interfaces
with the ultimate aim of enhancing the usage of

the security features of these products.

The first section of this paper discusses the field
of HCI. This is followed by the introduction of
10 existing HCI criteria. Once a background to
HCI has been established, a new term — HCI-
S — is defined. The 10 HCI criteria are then
modified, condensed and adapted to focus on
the security aspect of HCI. These new criteria
are referred to as HCI-S criteria. Windows XP’s

Internet Connection Firewall is analysed

according to these HCI-S criteria. Proposals are
then made as to how the interface of the

Internet Connection Firewall can be improved.

2 What is HCI?

HCI stands for human computer interaction
[MICHO1]. From a computer science
perspective, HCI deals with the interaction
between one or more humans and one or more
computers. An image which comes to mind is
that of a person using a user interface program,
e.g. Microsoft Windows on a workstation

[HEWE96].

According to Sjoerd Michels [MICHO1], HCI
can be defined as: “the part of a computer
program responsible for establishing the
common ground with a particular (i.e. well
known) user. His task is accomplished by
expanding and maintaining this common
ground throughout the interaction process with
the application. Whenever possible, direct
manipulation of familiar objects should be the

leading interaction principle.”

This definition mentions the ‘direct
manipulation of familiar objects’. This is
possible if these objects are known from the
real world or from other HCIs. A user is more
likely to trust an object that is familiar. The
definition also hints at the goal of an HCI,
which is to facilitate the interaction between
the user and computer. A well designed
interface contributes to increased productivity
and reduced errors [SCHN93]. For this paper,
an ‘interface’ is a web interface or a
traditional graphical user interface on a
computer. The computer can be defined as a
traditional home or office personal computer

or any workstation.

The purpose of HCI is to enhance the ‘user-
friendliness’ of a system. This is sometimes
wrongfully perceived as opposing the goals of a
secure system [BOTHO2]. For example,
confidentiality of information is desired in a

secure system and is accomplished to a certain
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degree by the use of passwords. Traditional

thinking states that the more passwords there are Table 1 - Criteria for a successful HCI
and the more complex the passwords are, the No. Criteria Description
better the security of a system. However, users do 1 Visibility of system It is important for the user to be able to
not remember a long complex password, which status observe theinternal state of the system
means they will write it down, leading to the through the HCl. This can be ach|ev.ed .by the

il breakd fih v of system providing correct feedback within a
potential breakdown of the security of a system. reasonable time.
When it comes to usability principles, the fewer ; ;

h s and the simoler the asswords 2 Match between system An HCI which uses real-world metaphors is
the passwords and the simpler the passwords are, and the real world easier tolearn and understand. This will assist
the better. This appears to highlight a a user in figuring out how to successfully
contradiction between security and usability. A perform tasks.
balance needs to be struck where a secure usable 3 User control and freedom  System functions are often chosen by
password is created. mistake. The user will then need a clearly

marked exit path.
In the next section, existing HCI criteria will 4 Consistency and standards  Words, situations and actions need to be
be introduced that can be used to enhance the consistent and have the same meaning. A list
‘user-friendliness’ of a system. of reserved words can assist in this area.
5 Error prevention It is obviously best to prevent errors in the
3 Criteria fOf' a SUCCESSfU[ HCI first place through careful design. However,
errors do occur and they need to be handled
In 1983, Apple Computers released the Apple in the best possible way.
Lisa to the public [MEYE98]. The Lisa was one of 6 Recognition rather The user should not have to remember
the first commercially available computers to have than recall informationfrom one session to another. .
hical terface. The introduction of Rather, the user should be able to ‘recognise’
a grapnical user intertace. e Introduction O What iS happening.
graphical user interfaces has made the operation of e . -

b easi d has also led to h 7 Flexibility and The system should be efficient and flexible to
computers much easier and has also led to huge efficiency of use use. Productivity should be increased as a user
growth in research in the field of HCI. This in learns a system. The system should not
turn has led to a number of principles being cgntrol th"{ user; rather,. the user should
established [NIEL94, CARRO3]. One of the key dictate whlch events will occur. The system

should be suitable for new and power users.
players in the field of HCI is Jakob Nielsen. He
has been involved in HCI and usability f 8 Aesthetic and Information which is irrelevant should not be
as been mvolved and usability for many minimalist design displayed. The user should not be bombarded
years and has developed a list of 10 criteria for a with information and options.
successful FICI [NIELOZ]. These criteria, listed in 9 Help users recognise, Error messages need to be clear and suggest a
Table 1, have been widely accepted. diagnose and recover solution.
from errors
Given the established nature of these criteria, it ]
. d starti et d and modify 10 Help and documentation Users tend to turn to help and
15 @ good starting pont to expand and modt documentation as a last resort. Help
the list of criteria so that they are relevant to an functionality needs to be context-sensitive
HCI in a security environment. In the next and easy to search.

section, the process of expanding and modifying
the HCI criteria will start with a definition of a

improving the interface. In order to achieve this

security HCI. objective, a new term ‘HCI-S’ will be introduced.

A reference to HCI-S has not been found in

4 Definition of a security HCI
(HCI-S)

The objective of this paper is to see how the

current literature. Therefore, for this paper,
security HCI (HCI-S) can be defined as: “the

part of a user interface which is responsible for

security of a system can be improved by establishing the common ground between a user
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Table 2. Summary of HCI-S criteria.

minimalist design

No. Criteria Description

1 Convey features The interface needs to convey the available
security features to the user.

2 Visibility of system status It is important for the user to be able to
observe the security status of the internal
operations.

3 Learnability The interface needs to be as non-threatening
and easy to learn as possible.

4 Aesthetic and Only relevant security information should be

displayed.

5 Errors It is important for the error message to be
detailed and to state, if necessary, where to
obtain help.

6 Satisfaction Does the interface aid the user in having a

satisfactory experience with a system?

Does the interface lead to trust being developed?

Trust

It is essential for the user to trust the system.
This is particularly important in a security
environment.

and the security features of a system. HCI-S is
human computer interaction applied in the area

of computer security.”

HCI-S deals with how the security features of a
graphical user interface can be made as user-
friendly and intuitive as possible. The easier a
system is to use, the less likely the user will be to
make a mistake or to try to bypass the security
feature. This adds to the integrity of a system.
HCI-S’s goal is to improve the interface in order
to improve the security. This leads to the system

becoming more secure, robust and reliable.

HCI’s focus is on making a computer system as
easy to use as possible. However, security
features are sometimes perceived to make a
system more difficult to use. HCI-S addresses
this issue and strikes a balance between security

and ease of use.

5 Criteria for a successful HCI
applied in the area of security

The interface criteria proposed for HCI-S are
listed in Table 2.

The reason for these criteria is to assist in the
development and design of interfaces used in
a security environment. These criteria are
based on Nielsen’s HCI criteria, found in
paragraph 3 [NIELO2]. They have been
modified and condensed to address only the
essentials in a security environment.
Condensing the criteria makes them easier to
remember and modifying them is necessary in

order to focus on security.

In the next paragraphs each HCI-S criterion is

discussed in more detail.
5.1 Visibility of system status

Visibility of system status allows the user to
observe the internal state of the system. An
example of this is the small ‘padlock’ which is
displayed in the bottom right-hand corner of
Internet Explorer when viewing a secure web
page (Figure 1). The padlock informs the user of
the status of the web page and that encryption

is being used.
5.2 Aesthetic and minimalist design

A balance needs to be struck by providing

enough information for a first-time user while

Fig 1 - Padlock in Internet Explorer

[55L Secured (128 Bit)| b

é ﬂ Internet

o €L LI v

at the same time not providing too much

information for an experienced user. Irrelevant
information should not be displayed. The user
should not be bombarded with information
and options. As far as possible, technical terms
should be avoided. For example, if the
interface to a security function looks too
complicated or confusing, the user may not
feel confident enough to use it. By having a
minimalist design, this situation can be

improved.
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5.3 Help users recognise, diagnose
and recover from errors

Errors which occur when dealing with a security
function have the potential to be more lethal
than normal errors. For example, take the
situation of an error occurring in the middle of
a banking transaction and the following error
message being displayed: “Your interactive
session is no longer active” [FIRSTO02]. This
error message is confusing and may cause a user
to feel concerned about the outcome of the
transaction. It is important for the error message
rather to be detailed and specific, and to state
what action needs to be taken and how to
obtain additional assistance. A generic message

for all errors is not adequate.
5.4 Satisfaction

Security is usually not a primary activity for
computer users, so their experience with
security features needs to be pleasant and
satisfying, otherwise they may neglect the
security of their system. For example, if it is too
much effort for users to encrypt a sensitive
document, they may take a chance and email
the document unencrypted. Security is also seen
by many users as a very technical topic.
Techniques such as humour and graphics can be
used to introduce important security concepts

to users in a more entertaining manner.
5.5 Convey features

The interface should inform the user in a clear
manner of the available security features. For
example, the security features of integrity and
confidentiality are available on most e-commerce
web sites. One of the ways in which these
features are implemented is through SSL. The
use of SSL by a web site should be conveyed to
the user by the interface, along with the purpose
and benefits of SSL. The use of pictures can be
an effective way of conveying features, especially
for a user who is not technically minded. Figure 2
shows an example of a graphic which could

depict the feature of encryption.

Security and human computer interfaces

The HCI-S criterion of Convey features informs
the user of the available security features, while

the criterion of Visibility of system status allows
the user to ‘see’ if these features are active and

being used.

Fig 2 - Encryption

5.6 Learnability

Security is often not a priority for a user, even
though it is very important. Therefore it is
essential for a security HCI to be as user-
friendly and as easy-to-learn as possible. A
casual user that has not used the software for a
while should not have to learn everything over
again [MICHO1]. An interface that uses real-
world metaphors is easier to learn and
understand. For example, items such as keys and
locks have real-world uses and meanings. These
items and their meanings can be transported
and used in an interface. A user that then sees
these items will recognise them and have an
idea of what they could be used for in the
interface. This will assist a user in determining
how to perform tasks successfully. An example
of this is shown in Figure 3 (the logon keyhole
links to the sign-in page).

An interface that is consistent and based on
standards is also easier to learn. Many users are
familiar with the conventions of interfaces used

in the Microsoft Windows environment. Icons,

Fig 3 - Match between
system and real world
[FIRSTO2]

INE | (ST ONUNE HOML

Securly Guide
Inlernat Eaning

windows and menus all behave the same in the
Windows environment, which means it is easier

for a user to learn a new program based on these
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standards. When it comes to security features in
an interface, there are certain conventions
which are used frequently, for example
usernames and passwords. The user may become
confused if different terminology is used, for
example ‘Profile’ instead of ‘Username’ and
‘Access Code’ instead of ‘Password’. It is
therefore advisable for an interface to be

consistent and to adhere to standards.

Applying the above six HCI-S criteria in the
design of a security feature culminates in
establishing trust. Trust is discussed in the next

paragraph.

6 The six HCI-S criteria lead to
trust

The successful implementation of all the above
criteria will lead to trust. Trust is important
because if a person is to use a system to its full
potential, be it an e-commerce site or a
computer program, it is essential for him/her to

trust the system.

According to the Oxford English Dictionary, trust
can be defined as: “the belief or willingness to
believe that one can rely on the goodness,
strength, ability of somebody or something”
[OXFO95]. This definition can be adapted for
the HCI-S criterion of trust to “the belief, or
willingness to believe, of a user in the security of
a computer system”. The degree of trust that
users have in a system will determine how they
use it. For example, a user that does not trust a

web site will not supply his/her credit card details.

The interface plays an important role in
fostering trust between the system and user.
One way in which this can be done is by the
interface informing the user in a clear manner
of the risks and how these risks can be
minimised. A high-quality interface which
projects quality and professionalism will also
foster trust. This may, however, be a false sense
of trust if the technology behind the interface is

not adequate.

As the Internet continues to grow, its success
will depend on gaining and maintaining the
trust of visitors. Trust on the Internet is not
based solely on technical security features,
but also on the user’s feeling of control of the

interactive system [DHEROO].

Research performed by InteractionArchitect.com
[DHEROOQ] points to six primary factors which
convey trust in an e-commerce environment.
These factors are fulfilment, technology, seals of
approval, presentation, navigation and brand.
These factors are important because four of them

relate directly to HCI-S:

Fulfilment — This relates to the HCI-S criteria of Convey
features and Visibility of system status. The user needs to
know which security features are available and be clearly
informed when these features are being used. Fulfilment
should lead to Satisfaction.

Seals of approval — Seals of approval, for example those
used by VeriSign or TRUSTe, need to be in prominent
positions. It is also important for their meaning to be
conveyed to the user. Seals of approval would come under the
HCI-S criterion of Convey features. These seals are third-
party endorsements which should help to foster trust between
the user and the web site.

Presentation — Aesthetic and minimalist design is
important in the presentation of a web site. The result of an
aesthetic and minimalist web site is that it is easier to
navigate and use than a cluttered web site. This will lead to a
more satisfying online experience for the user.

Navigation — An Aesthetic and minimalist design aids
navigation. A site which is easy to learn (Learnability) is also
easy to navigate.

From the above paragraph it can be seen that
these factors overlap with some of the HCI-S
criteria. This means that, by applying the HCI-S
criteria of Visibility of system status, Satisfaction,
Aesthetic and minimalist design, Learnability

and Convey features, trust can be developed.

In the next section, the HCI-S criteria will be used
to analyse the interface of a firewall. The purpose

is to illustrate the application of these criteria.

7 Analysis of Windows XP's
Internet Connection Firewall
(ICF) according to HCI-S
criteria

Microsoft has decided to incorporate a firewall
called the Internet Connection Firewall (ICF)
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in its Windows XP operating system. The ICF
comes as standard with both the home and

professional versions of Windows XP.

The ICF is aimed at home and small office
computer users. [ts goal is to provide a baseline
intrusion prevention device in Windows XP. The
ICF will hopefully protect against scans for
information and block unwanted inbound
packets [MICROO1]. It is a stateful firewall,
which means it only allows incoming packets if
they are part of a session originating in the XP
computer. Any ‘rogue’ packets are dropped and
optionally logged. The ICF can be activated on
any network connection, for example an Internet
connection or a local network connection.
Microsoft has attempted to make the ICF a

simple and unobtrusive security experience.

The reason why the Windows XP ICF has been
chosen for analysis in this paper is that, according
to WebSideStory, as of May 2003, Windows XP is
used by more than a third of all Internet users
[WEBSIO3]. The next most popular operating
system is Windows 98, with a 25% market share
[WEBSIO3]. This means that there are millions of
users around the world that have the ICF installed
on their computers. The usability of the interface
therefore has the potential to play a huge role in

the security of many computers.

In the following paragraphs parts of the ICF
interface are analysed according the HCI-S
criteria. Recommendations are made on how
the interface can be improved according to

these criteria.
7.1 ICF — Operation

The operation of the ICF is simple. Whenever a
network connection, for example a dial-up
connection to the Internet, is used, the ICF is
active, provided that the ICF option was selected

when the network connection was created.

However, many users will not be aware that the
ICF is installed and operational because they are
not informed of this by the interface. An ICF icon

is not displayed in the systems tray and a message

Security and human computer interfaces

does not alert the users to the fact that they are
now protected. The Visibility of the system status
is therefore not at all clear. The fact that the users
are not made aware of the ICF means that they

are not encouraged to trust the system.

When a ‘rogue’ packet is identified by the ICF,
it is dropped but the user is not made aware of
this. Once again, the Visibility of the system
status is poor. The user should be notified of a
possible hacking attempt. The user can then
decide if he/she wants to ignore any further

Fig 4 - System tray - Visibility of system status is poor

i 2 http:fimail.yaho. .,

warnings. The criterion of Satisfaction is not
handled well in this case. It could be a very
satisfying experience to know that an attempted
hack has been thwarted!

Recommendations for the operation

of the ICF

A number of recommendations based on the HCI-
S criteria can be made. These recommendations
aim at improving the HCI-S of the ICE

A message box should be displayed as soon as a
network connection is used that is not protected
by the ICE warning the user. The message box
will aid the Visibility of system status. Figure 5
shows a proposed message box.

An icon should be clearly visible in the system

tray whenever the ICF is active, for example an
‘P’ for firewall (Figure 6).

If the firewall drops packets, the user should be

notified via a message box (Figure 7). The user
Fig 5 - Proposed message box - ICF not active
Microsoft Internet Explorer @

) The Internst Connection Firewall (ICF) has blocked access to this computer. This means that an illegal user may have
. attempted to gain access to this computer over a network.

[] Do notwam me again

OK I [Turn DﬁICFJ [ Mo Info J
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should be able to turn this option on and off.
Perhaps the ‘F icon in the system tray could

also flash when there is an attempted ‘hack’.

7.2 ICF — Configuration

the ICE The help provides comprehensive
information which Conveys the security features.

It is easier to trust something that is understood.

However, it is not obvious that the ‘Settings’

) ) i button at the bottom of the window is also for the

One of the configuration windows of the o ) ) ) }
e ) ) oo ) ICE Clicking this button brings up a window with
existing ICF interface is shown in Figure 8. This | o )
) i o Advanced Settings’. The Advanced Settings
window has an Aesthetic and minimalist ) ) ) )
) ) window will not be analysed in this paper.
design. The user is not bombarded
Fig 6 - Proposed icon in the system tray .
Recommendations for the

configuration of the ICF

with options and information.

j,/ Firewall is active

It also has links, such as ‘Learn more
Figure 9 is a screen shot of the proposed new
interface for the ICE The tab has been changed

from ‘Advanced’ to ‘Firewall’. Many users avoid

about Internet Connection

A 05:00 PM Firewall’, to more information

which should help the user to trust

any buttons or tabs with the word ‘Advanced’ on
Fig 7 - Proposed message box - notifies the user that a packet has been dropped v

them. Some users feel that advanced settings

Microsoft Internet Explorer

! 5 Your computer has requested access to the following website: http:/fwww.example.com/s1.php

should not be changed or explored, as they only
need to be used by advanced users that are using

Do you want to allow this connection? their computer for extraordinary tasks. The ICE

however, is not an advanced feature, but rather a

[ ves | [ No | [ Moemio |

standard feature that should be used by all users.
[] Always allow connections to http:fwww. example. com/s1.php . X
The proposed interface is also only focused on the

Fig 9 - Proposed interface for the Internet connection firewall [

] [QUEST]

Firewsall [4:—

The Internet Connection Firewall prevents illegal access
to this computer from the Internet. It is recommended
that the ICF is always active. Tell me more

Fig 8 - Existing HCI-S for the ICF

¥~ |con Properties = Icon Properties

General | Options | Security | Networking | Advanced g:

Intemet Connection Firewall

| General || Options | Security | Networking |

About the Internet Connection Firewall

Pratect my computer and network. by limiting or preventing
access to this computer from the Intemet

Learn more about |ntermet Connection Firewall

Internet Connection Sharing Status of the Intemet Connection Firewall

Allow other network, users to connect through this

; : The Intemet Connection Firewall iz currently
computer's Intemet connection

ACTIVE Tuin ICF off

[] Establish a dial-up connection whenever a computer on

my network attempts to access the Internet 5 ilegal attempts to access this computer have been
blocked in the past week. Viaw datail

[] &llow ather netwark users to control or disable the AL

shared Intemet connection

Learn more about |ntemet Connection Sharing.
Configure the Internet Connection Firewall

To configure the Intemet Connection Firewall
If you're not sure how to zet these properties, uze

Click here
the Network Setup Wizard instead.

Settings...

I[ Cancel ]

[ 0K l oK ][ Cancel ]
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ICF, unlike the existing interface, which also

deals with Internet connection sharing (Figure 8).

In order to view the existing interface (Figure
8) of the ICE the user needs to go through a

few steps. For example:

click the ‘Start’ button;

then click ‘Connect to’ followed by ‘Show all connections’;
right click on the Network Connection;

select ‘Properties’;

then select ‘Advanced’;

follow this by clicking on ‘Settings’.

This process is convoluted and difficult to learn.

In order to solve this problem, there are three
methods to view the proposed interface (Figure

9) for the ICF:
clicking on the ‘F’ in the system tray;

selecting the ICF in the Windows Control Panel — this
means that a new icon would need to be added to the
Windows Control Panel for the ICF;

clicking on the ICF tab when the user is reviewing any
network connections, e.g. Internet connections or LAN
connections.

These three methods are intuitive and will aid

the Learnability of the proposed interface.

The interface in Figure 9 has an Aesthetic and
minimalist design. This is evident from the
simple layout and the fact that it contains only
relevant information for the ICE It is not
complicated and is easy to Learn. This is because
the window is based on recognition and not on

recall. This means that the user does not need to

Table 3. Summary of research findings.

HCI-S Criteria

Existing ICF

Proposed ICF

Convey security
features

YES

The security features
are conveyed by a
comprehensive help
function.

YES
The 'tell me more' links inform the
user of the security features.

Visibility of
system status

NO

It is not obvious
whether the ICF is
active or working. The
user is provided with
little feedback.

YES

Visibility of system status is clear
through the use of an icon in the
system tray and via message boxes.

Learnability

NO

It is easy for the users
to learn how to turn the
firewall on and off if

they know where to look.

YES

ICF is easy to turn on and off. The
new interface has the same look and
feel as Windows. This means it is
easy to learn for someone who is
familiar with Windows.

Aesthetic and
minimalist design

YES

The ICF is unobtrusive
and does not annoy
the user.

YES
The user is only made aware of the
ICF when necessary.

Satisfaction

NO

Most users will not
even be aware that
their computers can be
protected by the ICF.

YES

The inclusion of an icon in the system
tray should improve the users'
experience and increase their
satisfaction.

Do the interfaces lead to trust being developed?

Trust

NO

It is difficult for users to
trust something which
they are not made
aware of.

YES

The users are made aware of the
firewall and informed of the firewall's
actions.

remember how the ICF works, but rather whether the existing and proposed ICFs meet

recognises what the functions do. The Visibility the criteria.
of the system status is clearly displayed by the
8 Conclusion

green ‘Active’ statement. The user is also

informed of any possible hacking attempts. This i .
) The interface of a system is important and
encourages the user to trust the system. As little : : )
o ] cannot be neglected, particularly in a security
technical jargon should be used as possible. ) . o
environment. By applying the HCI-S criteria, a
7.3 Summary of analysis of ICF compromise can be reached between the
seemingly diverse goals of HCI and security.
As has been mentioned, analysis of and ) g Y & o ) y
) ; ) This will lead to a system which is easier to use
recommendations on the entire ICF interface L
i and which is more secure.
are beyond the scope of this paper. The table

below summarises the research findings that The Internet Connection Firewall was used as

have been discussed in this paper, and indicates an example of how the HCI-S criteria can be
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used to improve an interface in a security
environment. Only a few simple modifications,
some of which have been demonstrated, need to
be made which will greatly enhance the users’

experience and their computer’s security.

The usability of security interfaces is only part
of a bigger picture. Even the most user-friendly
interface could be avoided by users unless there
are policies in place which enforce the use of
security programs. For example, a company
should have a policy of always encrypting

sensitive emails.

This paper showed how the HCI-S criteria can
be used to improve the security of a system by
modifying the interface. This objective has been
accomplished by the discussion on proposals for

changing the ICF interface.

The HCI-S criteria can be used by software
engineers to ensure that usability is developed
into the security interface. The criteria can also
be used to evaluate the interfaces of new
security products. The criteria will provide
direction, from a security point of view, on how

an interface can be improved.
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